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Cyber security1 is vital to America’s economic well-being. Its importance was underscored 
in 2008 by U.S. Homeland Security Secretary Michael Chertoff, who named it one of the
nation’s four priority security issues, alongside border security.

Corporations use cyber systems to accomplish real-time tracking of supply chains, manage
inventory, improve employee efficiency, generate on-line commerce, and more. Virtually
every corporation has, by now, calculated the positive aspects of digitalization into its
immediate and long-term business plans.  

Unfortunately, corporations have often failed to properly account for the financial downside
resulting from the risks of cyber systems. 

Corporate America cannot be completely faulted for this deficiency, since to date there 
has not been any agreed upon methodology for understanding and mitigating the 
potential financial losses associated with network security and cyber risk.  The classic 
financial risk management discipline that Chief Financial Officers and Risk Managers 
use to deal with brick-and-mortar risks has not been systematically applied to digital risks.
While there is a substantial body of work dealing with the technical standards of network,
internet and computer system security and plenty of attention has been paid to important
issues such as data encryption and best-in-class security technologies, classic financial risk 
management— as it pertains to cyber security exposures—has been largely overlooked. 

The purpose of this work is to correct that deficiency by providing guidance in both the identi-
fication and quantification of the financial risk due to issues related to information security.2

Thanks to the joint effort organized by the American National Standards Institute’s (ANSI)
Homeland Security Standards Panel (HSSP) and the Internet Security Alliance (ISA), with
input provided by the many industry and public sector professionals who contributed their
time and energy, the work represents an Action Guide that private sector enterprises can
undertake to assess and address the financial exposure of cyber security from all angles.  
It is a tool the CFO — and often other executives — can use to build a framework for
analyzing, managing and transferring the Net Financial Risk (defined below) of cyber
security. As opposed to focusing on technological standards or even best practices, this
guide is presented to further advance the understanding of financial management. 

INTRODUCTION

1  Cyber security might be defined as the protection of any computer system, software program and data

against unauthorized disclosure, transfer, modification or destruction, whether accidental or intentional.

Cyber security attacks can come from internal networks, the internet or other private or public systems.

2  Throughout this work, the terms “cyber security,” “network security” or “information security” may be

used interchangeably.
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3  2007 Annual Study: U.S. Cost of a Data Breach. Benchmark research conducted by Ponemon Institute,

LLC (“Ponemon Study”).

4  Organization such as the Privacy Rights Clearinghouse and Attrition track and publish information on

data breaches. For more information visit www.privacyrights.org and www.attrition.org.

5  Ponemon Study, pages 2-3.

6  The term “cyber attack” is meant to be broadly understood to include both external and internal attacks

whether launched intentionally or unintentionally. Recent studies continue to indicate that internal attacks

are generally more frequent than external ones.

A frightening fact every CFO must face is that the financial consequences of cyber security,
or more pointedly, of cyber security “events” can be substantial.  The total average costs of
a data breach grew to $197 per record compromised in 2007.3 Since January 2005, the
Privacy Rights Clearinghouse has identified more than 230 million records of U.S. residents
that have been exposed due to security breaches.4 Costs have increased in terms of lost
business, legal defense and public relations.5 An organization that is unprepared to avert 
or manage a data breach can suffer severe financial losses and irreparable damage to its
reputation and customer base. Conversely, when an organization is prepared and responds
skillfully to a cyber threat, the crisis can go down in history as an event that cements 
customer loyalty and a positive brand image.

The key to understanding the financial risks of cyber security is to fully embrace its multi-
disciplinary nature.  Cyber risk is not just a “technical problem” to be solved by the 
company’s Chief Technology Officer.  Nor is it just a “legal problem” to be handed over 
to the company’s Chief Legal Counsel; a “customer relationship problem” to be solved 
by the company’s communications director; a “compliance issue” for the regulatory 
guru; or a “crisis management” problem.  Rather, it is all of these and more. 

To successfully analyze and manage financial risk requires a dialogue, sparked by a 
series of pointed questions directed at the major stakeholders in all corporate domains: 
the Chief Legal Counsel, Chief Technology Officer, Chief Risk Officer, heads of Corporate
Communications, Investor Relations and Customer Service. Each of these individuals 
should be “in the room” with a surprised CFO finding that individuals with different 
positions in the company giving very different, sometimes contrary, advice to the same
question.  Of course, the foregoing list is not intended to be exhaustive and, depending 
on the enterprise in question, may need to include other stakeholders. For example, the
head of Human Resources might be given a seat in the room given the correlation between
the management and training of employees and the potential for internal cyber attacks.6

This Action Guide provides a practical, immediately actionable guide on how to bring 
the multiple stakeholders in cyber security together and give them, in the form of strategic
questions, a roadmap for developing a multi-disciplinary risk management approach 
to analyze, manage and mitigate the financial risks of cyber security. The answers to
these questions will better enable a company’s CFO to determine the company’s “Net
Financial Risk.”
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Net Financial Risk can be expressed as follows:

As companies go through the questions posed in this work, they will find the answers can 
be plugged into the above formula, enabling them to better quantify their own net cyber
risk.  However, it is important to understand that the quantitative evaluation of these factors
(Threat, Consequences, and Vulnerability) must be qualified by the degree of confidence
the organization has in the accuracy of each factor.  In other words, in addition to the 
probability of loss, there is the probability of the estimate of the probability of loss being
accurate.  Once the risk equation has been qualified by the degree of confidence, it 
provides a sound basis for guiding all risk management decisions.

In addition, several useful charts are included in the Appendices that can be customized 
to help measure the Net Financial Risk of a company, together with lists of helpful web 
sites and technical standards. 

In each of the chapters that follow, it is generally the CFO who is envisioned to be asking
the questions.  Yet this Action Guide is also of direct benefit to all of the aforementioned
stakeholders, all of whom should be “in the room” when the questions are asked … to 
provide the answers, to listen to the answers, and to act on them. 

For each enterprise, individual answers may be different. Routes will vary, yet the destina-
tion for all private sector enterprises embarking on this cyber risk management methodology
is a common one: an immediately actionable understanding of the Net Financial Risk 
of cyber security through which the CFO, with the executive team, can make informed 
decisions about which “risk management actions” (if any) are to be implemented.  

Let the process, and the preparation, wait no longer. 

Gather the stakeholders. 

Let the questions begin. 
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