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executive summary

Business. is. currently. on. the. front. lines. of. a. raging. cyber. war. that. is. costing. trillions. of. dollars. and. endangering. our..
national.security .

Effective,. low-cost.mechanisms.are.already. in.place. to.shield.against.many.elements.of. the.cyber. threat ..But. too.often.
executive.leaders.wait.until.they.are.compromised.to.put.a.reactive.plan.into.action,.damaging.their.company’s.reputation.
and.incurring.additional.cost ..

Greater understanding and guidance are needed to help businesses  
bolster information security and reduce vulnerability to cyber attacks. 

That.is.why.the.Internet.Security.Alliance.(ISA).and.the.American.National.Standards.Institute.(ANSI).have.developed.this.
free,.easy-to-use.action.guide,.which.brings.together.the.independent.research.and.the.collective.wisdom.of.more.than.
sixty.experts.from.industry,.academia,.and.government ....

All.of.these.experts.agree:.the.single.biggest.threat.to.cybersecurity.is.misunderstanding ..

Most.enterprises.today.categorize.information.security.as.a.technical.or.operational.issue.to.be.handled.by.the.information.
technology.(IT).department ..This.misunderstanding.is.fed.by.outdated.corporate.structures.wherein.the.various.silos.within.
organizations.do.not.feel.responsible.to.secure.their.own.data ..Instead,.this.critical.responsibility.is.handed.over.to.IT,.a.
department.that,.in.most.organizations,.is.strapped.for.resources.and.budget.authority ..Furthermore,.the.deferring.of.cyber.
responsibility.inhibits.critical.analysis.and.communication.about.security.issues,.which.in.turn.hampers.the.implementation.
of.effective.security.strategies ...

In.reality,.cybersecurity.is.an.enterprise-wide.risk.management.issue.that.needs.to.be.addressed.from.a.strategic,.cross-
departmental,.and.economic.perspective ..The.chief.financial.officer. (CFO),.as.opposed. to. the.chief. information.officer.
(CIO).or.the.chief.security.officer.(CSO),.is.the.most.logical.person.to.lead.this.effort ..

This.publication.was.created.to.provide.a.practical.and.easy-to-understand.framework.for.executives.to.assess.and.manage.
the.financial.risks.generated.by.modern.information.systems:..

n.. .Chapter.One.explains.the.true.economic.impact.of.cyber.events.and.describes.a.six-step.process.for.addressing.the.
issue.on.an.interdepartmental.basis ..

n.. .Chapter.Two.focuses.on.the.single.biggest.organizational.vulnerability.of.cyber.systems.–.people ..The.largest.category.
of.attacks.on.cyber.systems.is.not.from.hackers.to.the.system,.but.from.insiders.who.already.have.access ..This.chapter.
describes.numerous.mechanisms.to.aid.the.HR.department.in.mitigating.this.threat ..

n.. .Chapter.Three.provides.a.framework.for.analyzing.the.ever-changing.legal.and.compliance.regimes.that.organizations.
will.have.to.manage.as.governmental.attention.naturally.increases ...
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n.. .Chapter. Four. describes. how. operational. and. technical. issues. can. be. better. understood. and. integrated. into. an.
enterprise-wide.risk.management.regime ..

n.. .Chapter.Five.lays.out.the.comprehensive.communication.program.that.organizations.need.to.prepare.before,.during,.
and.after.a.cyber.incident ..Multiple.different.audiences.need.to.be.addressed,.and.this.chapter.provides.a.framework.
for.developing.and.implementing.these.critical.programs ..

n.. .Chapter.Six.addresses.the.issue.of.risk.management.and.transfer ..Even.the.most.prepared.organizations.can.still.be.
compromised ..Prudent.organizations.will.have.prepared.for.this.eventuality,.and.this.chapter.provides.the.framework.
for.conducting.this.analysis ..

By.now.virtually.every.company.has.factored.the.positive.aspects.of.digitalization.into.their.pro-growth.business.plans,.
perhaps.through.web.marketing,.online.inventory.management,.or.international.partnerships ..But.the.potential.risk.these.
new.cyber.systems.create.has.not.received.the.necessary.attention.from.decision.makers,.leaving.the.door.open.to.potential.
cyber.attacks.and.data.breaches ..Those.companies.that.bury.these.concerns.in.overburdened.IT.departments.and.fail.to.
address.these.issues.head-on.through.an.enterprise-wide,.financially.based.analysis.are.not.just.endangering.their.own.
intellectual.property,.market.share,.and.consumer.faith,.they.are.also.putting.our.national.security.at.risk ...

Cybersecurity.is.vital. to.our.economic.well-being.–.both.on.an.enterprise.level.and.a.national. level .. ISA.and.ANSI.are.
pleased.to.offer.this.volume.as.a.pragmatic.first.step.in.the.effort.to.create.a.sustainable.system.of.21st.century.information.
security ..If.you.have.questions.about.this.initiative.or.would.like.to.get.involved,.please.contact.us.at.www .isalliance .org.
or.www .ansi .org ..
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