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Rationale
The scope of ARMA International’s Standards Development Program activities includes 

the development of systems, rules, reports, and/or procedures for information and records 
creation, structure, capture, organization/classification, search, access, retrieval, use, trans-
mission, retention, storage, and disposition in paper and electronic formats. Topics related 
to archives/records and information management such as: information governance, security, 
disaster recovery, legal/regulatory requirements, process quality improvement, and specific 
filing equipment, supplies, terminology and applications/technologies are studied, as well. 
Standards and technical reports may be developed in any of the aforementioned subject areas 
and may have broad, cross-industry, or unique sector-specific applicability.

This technical report addresses topics related to the secure management of private  
information. It is designed for instructional use by information management professionals  
including educators, vendors, and recordkeeping practitioners, as well as others employed in 
information governance roles defined by ARMA International to embrace privacy, security, 
information technology, legal, line-of business, and audit stakeholders. It is not industry- or 
sector-specific.

This publication complements the ARMA International Generally Accepted Recordkeeping 
Principles®, also known as the Principles. The Principles are recognized as a de facto standard; 
they are used and accepted by information governance professionals worldwide.
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1	 Introduction
Management of information is an essential activity for any organization, whether operating as a 

for-profit, not-for-profit, or government-affiliated entity. Such management can be accomplished by 
using either a lifecycle or continuum-based approach.

The lifecycle approach uses a cradle-to-grave model in which information moves through definable 
stages from creation/receipt to use, storage, and disposition. Within the disposition stage, information  
undergoes destruction, transfer, or permanent preservation. Thus, the recordkeeping and archival 
components are somewhat separate and distinct.

Alternatively, the continuum-based approach de-emphasizes these discrete, time-bound stages of 
the lifecycle. Records are recognized as usable for multiple purposes, and there is a more seamless 
vantage point from which to view the records/archives elements of information management. The 
continuum perspective also promotes integration of records management into an organization’s 
business systems and processes.

While organizations in North America more often utilize the lifecycle perspective, other regions 
of the world espouse the continuum as the ideal model. Despite this duality, information manage-
ment continues to evolve, thriving in diverse organizations around the globe. And regardless of the 
approach selected, information management remains, nonetheless, entrenched in sound information  
governance. Good governance requires that an organization construct a framework that affords a 
reasonable level of protection to information that is private. This is the basis for the Principle of  
Protection as described in ARMA International’s Generally Accepted Recordkeeping Principles© 
(Principles). (See the eight Principles at www.arma.org/principles.)

1 • Introduction
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Secure Management of Private Information

1.1	 Scope
This publication includes a general discussion of issues related to the secure management of private 

information. It does not focus on the requirements of specific industries or sectors, but offers general 
advice for implementation of information privacy controls in the organizational setting.

1.2	 Purpose
The purpose of this technical report is to educate information management professionals and  

related practitioners about information governance-related issues pertaining to the protection of  
private information, including records. It supplements the records and information management 
(RIM) literature and answers these questions:

1. How can organizations more effectively comply with privacy laws and regulations (domestic 
and international) in the management of private information?

2. How can the organization’s policies and procedures better effect its ability to handle private 
information?

While this publication is not all-inclusive, it provides foundational knowledge and offers references 
in the appendixes and bibliography to many educational resources for further reading.

2	 Definitions
This section contains only those definitions essential for clarification of this technical report.
Unless otherwise noted, definitions are derived from ARMA TR 22-2012, Glossary of Records and 

Information Management Terms, 4th edition.

access
The right, opportunity, or means of finding, viewing, using, or retrieving information.

access control
The management of access to a resource or service based on organizational policy and the permission 
level assigned to the person requesting access.

active directory (AD)
A central location for network administration and security that is used for authenticating and  
authorizing all users and computers within a network of Windows® domain type, assigning and  
enforcing security policies for all computers in a network, and installing or updating software on 
network computers.

appraisal
The evaluation of a document’s worth or its value for retention or archival purposes, based upon its 
current or predicted future use(s) for administrative, legal, fiscal, research, or historical purposes.

Also referred to as records appraisal.

ARMA International Information Governance Maturity Model
A model providing metrics that organizations can use to develop an information governance pro-
gram, benchmark an information governance program’s maturity, identify and analyze gaps in an 
information governance program, assess information-related risks, and develop plans for mitigating 
those risks.

attribute
A characteristic of an element or data that provides additional information about it.

audit trail metadata
Protected metadata documenting record activity, including information about when and by whom a 
specific record was created, changed, or deleted.
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