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Introduction

Penetration testing attempts to gather information about a network system and its associated security
controls through a non-malicious attempt to circumvent, subvert, or defeat the Security Controls
protecting the information assets of a company or other organization. The purpose of such testing is to
discover and report vulnerabilities and misconfigurations in the design or implementation of such controls,
so that flaws can be corrected, risks evaluated accurately, and the organization’s overall security posture
strengthened.

Penetration (pen) tests have become standard practice for many financial service organizations including
financial institutions, payment processors and merchants. Further, pen test are often a requirement for
state bank examiners and industry practices such as the Payment Card Industry (PCIl) Data Security
Standards (DSS). However, pen testing today often yields varying results due to differences in the level
and scope of testing, reporting detail, quality of service, and professional standards of those organizations
providing the penetration testing service. For penetration test results to be consistent, comparable,
actionable, and provide tactical and strategic benefit to financial service organizations, it is imperative that
accepted rules of engagement be followed and that penetration testing processes be based on defined
practices, processes, and procedures.

The goals and intended results of this standard are as follows:

= To provide a standard specification of penetration testing, it's appropriate application, value, and
limitations.

= To specify standards for conducting penetration testing to produce results which are industry
consistent, comparable, repeatable, actionable, traceable, and useful to the organization under
evaluation.

= To provide common terms to facilitate communication pertaining to penetration testing and
documentation of penetration test results, including a model format.

» To define parameters that decision makers can use to specify a penetration test.

= To provide financial organizations and penetration testers with guidelines for selecting and engaging
penetration testing services.

Financial service organizations can benefit from this standard by understanding the rules of engagement
for specifying, negotiating and accepting a penetration test with a penetration test service provider.
Likewise penetration test service providers can benefit from this standard by following the rules of
engagement for proposing, negotiating and providing a penetration test with a financial services
organization. Further, third parties such as security assessors, auditors and bank examiners can benefit
from this standard by relying on the rules of engagement for reviewing, interpreting and accepting
penetration test reports. The financial services industry overall will benefit as a whole from this standard
with a consistent, comparable and actionable penetration tests, results and reports.

Suggestions for the improvement or revision of this Standard are welcome. They should be sent to the X9
Committee Secretariat, Accredited Standards Committee X9, Inc., Financial Industry Standards, 275
West Street, Suite 107, Annapolis, MD 21401 USA.

This Standard was processed and registered for submittal to ANSI by the Accredited Standards

Committee on Financial Services, X9. Committee approval of the Standard does not necessarily imply
that all the committee members voted for its approval.
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ANSI X9.111-2011 (R2017)

1 Scope

This standard specifies recommended processes for conducting penetration testing with financial service
organizations. This standard describes a framework for specifying, describing and conducting penetration
testing, and then relating the results of the penetration testing. This standard allows an entity interested
in obtaining penetration testing services to identify the objects to be tested, specify a level of testing to
occur, and to set a minimal set of testing expectations.

Included in this standard are:

A conceptual framework for describing penetration testing, including
— Roles and Responsibilities of participants
— Types of penetration test
— A generalized penetration testing cycle
— General testing methodologies / techniques
— Limitations of Penetration testing
— Ranking of methodologies, bases of testing effort (testing levels)
Engagement and scope of work considerations
Test Report guidelines
Testing requirements
—  Security of the testing environment
— General practices and methodologies

— Tester expertise

The following areas are explicitly out of the scope of this document as they highly depend on the specifics
of the components/products used by the system (e.g., operating system, software applications, and
machine architecture) and/or tester expertise, or the activity is not directly related to the process of
penetration testing and does not fit the test framework:

Local configuration audits

Forensic analysis (e.g., evaluation of targets, review of local forensic evidence of penetration,
chains of evidence.). Forensics involves detecting and investigating evidence of a real attack to
assess the damage and apprehend the attacker. Penetration testing involves the discovery of
vulnerabilities that could be used to attack the system.

Specific exploit techniques
Interpretation of results (e.g., pass/fail rating)
Validation of penetration test service providers

Testing of backup procedures (successful business continuity)

The audience for this standard includes:

Financial service organizations who wish to engage an internal group or an external agency for a
penetration test. Understanding the rules of engagement to specify, negotiate and accept a
penetration test equally applies to both internal groups and external agencies.
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