This is a preview of "ANSI X9.112-2-2014". Click here to purchase the full version from the ANSI store.

American National Standard
for Financial Services

ANSI X9.112-201406

Wireless Management and Security
Part 2: ATM and POS

Accredited Standards Committee X9, Incorporated
Financial Industry Standards

Date Approved: 10/24/2014

American National Standards Institute

American National Standards, Technical Reports and Guides developed through the Accredited
Standards Committee X9, Inc., are copyrighted. Copying these documents for personal or
commercial use outside X9 membership agreements is prohibited without express written permission
of the Accredited Standards Committee X9, Inc. For additional information please contact ASC X9,
Inc., 1212 West Street, Suite 200, Annapolis, MD 21401.


https://webstore.ansi.org/Standards/ASCX9/ANSIX91122014?source=preview

This is a preview of "ANSI X9.112-2-2014". Click here to purchase the full version from the ANSI store.

This page left intentionally blank


https://webstore.ansi.org/Standards/ASCX9/ANSIX91122014?source=preview

This is a preview of "ANSI X9.112-2-2014". Click here to purchase the full version from the ANSI store.

ANSI X9.112-201406
Contents Page
o] (=110 Y (o v
o o 11 e 4 oY Vi
1 T o - 1
2 NOIMALIVE FEfErE@NCES ......ciieeiiiiiie it rres i rse s e ras s rrasss s rranas s eanssraanass s ranss s s ennss s annssssrannssnrennsns 2
3 Terms and defiNitioNS .......ciiieiiiii e res s e es e s s s reass st ranss s eanss s raanssssaanass s annsssrannnssrrans 3
4 Symbols and abbreviated terms ... 4
5 Threats and VUINErabilitieS........cccciiiieeiiiiiiiiire i iress s ress s rssss s rrs s s s rssssssranssssraanssssennsssresnssnnsenns 5
5.1 e T 11 e 4 oY 5
5.2 Applicable Benefits for ATM.........ooo i cssssrrr e s s sss e e e s s s s s nmn e e e e s ee s s mnmneeesesasnnsnen 6
5.3 Applicable RiSKS fOr ATIM ... cccsecrr e r e sssr e s e e s s s s smn e e e e e s s s snmn e e e s s e e s a s anmne e e e e sannnnnnn 7
L Tt B - o = Lo Q= 2= T3 =Y I 2 =] 1 7
5.3.2 Network Topology RiSKS.......cucueemmmmmmmmmmmmmececmcecececececnmececneees e s s e s s nnnsnsenmsmsnssssnnsssmnmnnnmnnnnmsmsmsmsmsnnnnnnmnnnnnn 8
5.4 Applicable RiSKS fOr POS ... cccssscrr s sssss e s s s e s s s ssn e e e s s s s s snmn e e e s e ee s s sanmne e e e e sannnnnnn 9
5.4.1 Differences of POS @nd ATIM ... .o iiiiieiiiiiieiiiieesiirssssssessssssrsnsssssasssssrenssssssssssssessssssrenssssrsnssssmennsssres 9
5.4.2 AttaCK BasSe@d RISKS ......ciiiieuiiiiieeiiiiiieiiiieesiiissssiiissssssrrsnsssssssssssresssssssssssssesssssssensssssssnsssseensssssensssssennnes 10
5.4.3 Network Topology RiSKS.......ccciiiiimiiiiiriiir s s s s 1
6 Requirements for ATV ... e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eneas 12
6.1 Wireless ATM Security POliCy (WASP)........oo i ririeiccscerrrr s s s s sssms e s s s ssmmn e s e s s s 12
6.2 [ T 1= TR L= o U 14
6.3 Entity AUthentiCation ... 14
6.4 Data INtegrity ....ccooie e 15
6.5 Security ENCapsSUlation.........oo s e 15
6.6 L V1= 1 T T L= 4 T= 16
6.7 R LT LTS3 L = Ao 2 16
6.8 T Lo T3 8 1o Yo 3T 17
6.9 PhySiCal SECUIIY ......coiiiiiiiie it s an e s e e s e e 17
B.10  ACCESS CONLIOL ....c.uiiieiiiiieiii i i e i rree s rress s s rens st rasass s raasssssransssssanssssrenssssssansssssenssssnennsssrsnnsnnrnnnnsnn 18
7 Requirements fOr POS .......... . e s smne e e s s smn e e e e e s s e mne e e e e e e s a s mmnnnn e s 18
71 RS T YT ] L o 113 S 18
7.2 [ F= 1= IR T = o UL PR 20
7.3 Entity Authentication ... —————————— 21
7.4 Data INtegrity ...c.coi i 21
7.5 Security ENCapSUlation..........o i e 22
7.6 L V1= T T T L= 4 T=Y 22
7.7 R LT LY L= Ao 2 23
7.8 T Lo 13 I Yo 3T 23
7.9 L YT L= LIRS T = T | 24
TAO  ACCESS CONLIIOL ...ceuuiiiieiiiiieiiiiieeeiirees s iirrensssrressssrrensssresnsssrensssssrenssssrenssssrenssssrsensssssensssssennsssrsnnnnnrsnnnnnn 25
Annex A (informative) Network Layer Protection.............cccviiiiiciccceiiiiiiissccsscceens s sssses s s smsnneeses s 26
A1 VL AT 0T 5 Q- - 26
A.2 Extensible Authentication ProtoCol (EAP) ... s 26
= 11 [T'e T T ] 5 /2% 28

© ASC X9, Inc. 2014 — All rights reserved jii


https://webstore.ansi.org/Standards/ASCX9/ANSIX91122014?source=preview

This is a preview of "ANSI X9.112-2-2014". Click here to purchase the full version from the ANSI store.

ANSI X9.112-201406

List of Figures

Figure 1: ATM Network TOPOIOgY ......ccciiiiimiiiiiriiir s s 8
Figure 2: POS NetWork TOPOIOGY......cccuiiiiiurriiiiinsininsssissssss s issssss s ssssss s sssssa s s s s ssasa s sssans s sssssn s sasnnn s ssssnnes 1
Figure 3: Example ATM Network Diagram ... s s s s sssssss s ssssanes 15
Figure 4: Example POS Network Diagram .........ccccccimiiniiimninisns s s sssss s s s sssssss s ssssnes 21
Figure 5: Elements and Technologies of Windows XP—-Based ATM Security DesignError! Bookmark not defined.
Figure 6: ATM Explosion Diagram ...........cccccccummmmmmmmnnnnsnsnsnsnsssssssssnsssssnsssnsssssnnnns Error! Bookmark not defined.
Figure 7: P2PE DOMAINS ........ccceeneeennnnnnnnnnnnnsssnsssnsssssnsssssnsssssssssssnsnsssnsnsnsnsnsnnnnnnn Error! Bookmark not defined.

iv © ASC X9, Inc. 2014 — All rights reserved


https://webstore.ansi.org/Standards/ASCX9/ANSIX91122014?source=preview

This is a preview of "ANSI X9.112-2-2014". Click here to purchase the full version from the ANSI store.

ANSI X9.112-201406

Foreword

Approval of an American National Standard requires verification by ANSI that the requirements for due process,
consensus, and other criteria for approval have been met by the standards developer.

Consensus is established when, in the judgment of the ANSI Board of Standards Review, substantial agreement
has been reached by directly and materially affected interests. Substantial agreement means much more than a
simple majority, but not necessarily unanimity. Consensus requires that all views and objections be considered,
and that a concerted effort be made toward their resolution.

The use of American National Standards is completely voluntary; their existence does not in any respect preclude
anyone, whether he has approved the standards or not from manufacturing, marketing, purchasing, or using
products, processes, or procedures not conforming to the standards.

The American National Standards Institute does not develop standards and will in no circumstances give an
interpretation of any American National Standard. Moreover, no person shall have the right or authority to issue an
interpretation of an American National Standard in the name of the American National Standards Institute.
Requests for interpretation should be addressed to the secretariat or sponsor whose name appears on the title
page of this standard.

CAUTION NOTICE: This American National Standard may be revised or withdrawn at any time. The procedures

of the American National Standards Institute require that action be taken to reaffirm, revise, or withdraw this
standard no later than five years from the date of approval.
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Introduction

NOTE The user's attention is called to the possibility that compliance with this standard may require use of an
invention covered by patent rights.

By publication of this standard, no position is taken with respect to the validity of this claim or of any patent rights
in connection therewith. The patent holder has, however, filed a statement of willingness to grant a license under
these rights on reasonable and nondiscriminatory terms and conditions to applicants desiring to obtain such a
license. Details may be obtained from the standards developer.

Suggestions for the improvement or revision of this Standard are welcome. They should be sent to the X9
Committee Secretariat, Accredited Standards Committee X9, Inc., Financial Industry Standards, 275 West Street,
Suite 107, Annapolis, MD 21401 USA.

This Standard was processed and approved for submittal to ANSI by the Accredited Standards Committee on
Financial Services, X9. Committee approval of the Standard does not necessarily imply that all the committee
members voted for its approval.
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Under ASC X9, Inc. procedures, a working group may be established to address specific segments of work under
the ASC X9 Committee or one of its subcommittees. A working group exists only to develop standard(s) or
guideline(s) in a specific area and is then disbanded. The individual experts are listed with their affiliated
organizations. However, this does not imply that the organization has approved the content of the standard or
guideline. (Note: Per X9 policy, company names of non-member participants are listed only if, at the time of
publication, the X9 Secretariat received an original signed release permitting such company names to appear in
print.) This standard was jointly developed by the X9F4 and X9F6 workgroups.

At the time this standard was approved, the X9F4 Cryptographic Protocol and Application Security (CPAS)
workgroup which jointly developed this standard had the following active members:
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Wireless Management and Security — Part 2: ATM and POS

1 Scope

Wireless technologies have rapidly emerged as significant components of networks. The ease and speed of
deployment, as well as inexpensive transmission rates, makes them ideal for deploying new systems. Whereas
installations used to be delayed several months because of complicated landline connections, a wireless
deployment can happen the same day an ATM or POS terminal is ordered. Greater wireless coverage, greater
reliability, higher transfer speeds, and improved equipment quality has only increased the likelihood that ATMs
with wireless are a preferred option. Data classification and risk assessments still need to be performed, however,
to determine asset value and the risks introduced by transmission over wireless networks. The question is still
how data is being secured. Numerous control methods must be used to protect sensitive data on wireless
networks such as encrypting communication prior to transmission and decrypting it afterwards.

While wireless ATM and POS security requirements are based on “wired-devices” requirements, there are no
such X9 or ISO standards, thus within the scope of this Standard the following topics are addressed:

= End-to-end encryption to protect transactional and operational information from unauthorized entities.

= Patches and modification management to protect systems from vulnerabilities.

= Configuration management to protect wireless systems from weaknesses.

= Physical and logical security controls to protect wireless access.

= Network segmentation to protect against attacks originating from wired and wireless environments.

= Monitoring controls to detect threats from higher risk environments.
Wireless technology, while potentially reducing the cost or complexity of a financial system implementation, may
introduce additional fraud risks or enable other criminal activities. Use of appropriately secure wireless technology,
methods and controls can help identify and mitigate these risks.
This Standard is applicable to radio frequency wireless technologies including IEEE 802.11, Global System for
Mobile Communications (GSM), Code-Division Multiple Access (CDMA) General Packet Radio Services (GPRS)

and Satellite. However non-radio frequency wireless technologies, such as infrared and lasers, are not in scope.

Note that data classification and risk assessments, regardless of whether data transmission is over wired or
wireless environments, are part of general security policy and best practices.

= Part 1 of this Standard provides an overview of wireless radio frequency (RF) technology risks and
general requirements applicable to all wireless implementations for the financial services industry.

= Part 2 of this Standard provides an interpretation of Part 1 technology and general requirements for
automated teller machines (ATM) and point of sale (POS) terminals environments.
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