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Foreword

Approval of an American National Standard requires verification by ANSI that the requirements for due process,
consensus, and other criteria for approval have been met by the standards developer.

Consensus is established when, in the judgment of the ANSI Board of Standards Review, substantial agreement
has been reached by directly and materially affected interests. Substantial agreement means much more than a
simple majority, but not necessarily unanimity. Consensus requires that all views and objections be considered,

and that a concerted effort be made toward their resolution.

The use of American National Standards is completely voluntary; their existence does not in any respect preclude
anyone, whether he has approved the standards or not from manufacturing, marketing, purchasing, or using
products, processes, or procedures not conforming to the standards.

The American National Standards Institute does not develop standards and will in no circumstances give an
interpretation of any American National Standard. Moreover, no person shall have the right or authority to issue an
interpretation of an American National Standard in the name of the American National Standards Institute.
Requests for interpretation should be addressed to the secretariat or sponsor whose name appears on the title
page of this standard.

CAUTION NOTICE: This American National Standard may be revised or withdrawn at any time. The procedures

of the American National Standards Institute require that action be taken to reaffirm, revise, or withdraw this
standard no later than five years from the date of approval.
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Introduction

NOTE The user's attention is called to the possibility that compliance with this standard may require use of an
invention covered by patent rights.

By publication of this standard, no position is taken with respect to the validity of this claim or of any patent rights
in connection therewith. The patent holder has, however, filed a statement of willingness to grant a license under
these rights on reasonable and nondiscriminatory terms and conditions to applicants desiring to obtain such a
license. Details may be obtained from the standards developer.

Suggestions for the improvement or revision of this Standard are welcome. They should be sent to the X9
Committee Secretariat, Accredited Standards Committee X9, Inc., Financial Industry Standards, 1212 West
Street, Suite 200, Annapolis, MD 21401 USA.

This Standard was processed and approved for submittal to ANSI by the Accredited Standards Committee on
Financial Services, X9. Committee approval of the Standard does not necessarily imply that all the committee
members voted for its approval.
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This standard replaces all previous versions of X9.112 Wireless Management and Security — Part 1: General
Requirements and has been updated to align with Part 2: ATM and POS.
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X9.112-2016 Wireless Management and Security — Part 1: General Requirements

1 Scope

In today’s world, both private and public sectors depend upon information technology systems to perform
essential and mission-critical functions. In the current environment of increasingly open and interconnected
systems and networks, network and data security are essential for the effective use of information technology.
Privacy and regulatory requirements highlight this need. For example, systems that perform electronic
commerce must protect against unauthorized access to confidential records and unauthorized modification of
data.

Wireless technologies are rapidly emerging as significant components of these networks. As such, data
classification and risk assessments should be performed to determine the sensitivity of, and risk to, data
transmitted over wireless networks. Various methods and controls should be considered for data that is
sensitive, has a high value, or represents a high value if it is vulnerable to unauthorized disclosure or undetected
modification during transmission over wireless networks. These methods and controls support communications
security, for example by encrypting the communication prior to transmission and decrypting it at receipt.

Note that data classification and risk assessments, regardless of whether data transmission is over wired or
wireless environments, should be part of an organization’s general security policy and best practices. Refer to
Annex A Wireless Validation Control Objectives for further details.

Part 1 of this Standard provides an overview of wireless radio frequency (RF) technologies and general
requirements applicable to all wireless implementations for the financial services industry. Subsequent parts of
this Standard will address specific applications to wireless technology and associated risks, as well as
technologies, methods and controls that mitigate those risks.

Note that other wireless non-radio frequency technologies, such as infrared and lasers are considered out of
scope of this Standard.

For the purposes of this Standard the use of the terms “shall” and “must” are requirements and therefore
mandatory, whereas “should” is a recommendation.

Refer to Annex B Wireless Technology for examples.

1.1 Audience

This document should be used by organizations that manage, produce, use, audit, or regulate Financial Industry
(FI) systems which use wireless technology in their implementation and operation. It addresses the needs of Fl
businesses of any size.

The goal is to provide the aforementioned parties with sufficient information to allow them to make informed
decisions about the wireless technologies and methods that will meet their specific needs to protect the
confidentiality, integrity and availability of data that is transmitted over a network.

This document is not intended to provide information on the procurement process or provide a technical
discussion of wireless technologies.
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