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Introduction 

Institutions and intermediaries are building infrastructures to provide new electronic financial transaction 
capabilities to consumers.  As the volume of electronic financial transactions continues to grow it is imperative that 
advanced security techniques (technology and business process) for identifying and authenticating counter 
parties and services become part of the financial transaction process. Financial transaction systems incorporating 
advance security technology have requirements to ensure the identity and authenticity of customers and of the 
underlying financial services, in support of financial transactions conducted over communications networks. 

The financial services industry relies on several time-honored methods of electronically identifying, authorizing, 
and authenticating entities and protect financial transactions.  These methods include, but are not limited to: 
Personal Identification Numbers (PINs) and Message Authentication Codes (MACs) for retail and wholesale 
financial transactions, user IDs and passwords for network and computer access, and key management for 
network connectivity.  Over the last forty years banks, investment, and insurance companies have developed risk 
management processes and policies to support the use of these technologies in financial applications. 

The environment in which consumers and financial institutions conduct business has changed over the last 
several years.  The Internet has become a channel that makes it convenient to conduct business.   As this 
environment has changed, so have the associated threats.  In particular, there have been threats such as 
phishing, pharming, spyware and other tools that have made it easy for someone to steal identities and conduct 
fraudulent transactions.  It is also difficult for a consumer to verify that they are conducting business with a trusted 
party: are they in fact on their financial institution‟s website?  Likewise, is the financial institution able to verify the 
consumer? Without this verification, and the sophistication of people and groups that are determined to steal 
information and financial assets, it is difficult to assure a consumer that they are logged onto the correct website, 
and likewise difficult for the institution to validate the person logging onto their website is who they claim to be.  
This changing environment has become a driver to adopt stronger methods of authentication. 

The purpose of this standard is to create an authentication framework that can be adopted by both financial 
institutions and their customers that allows them to achieve a higher level of confidence they are communicating 
and transacting with the appropriate party.  The overall intent of this standard and the framework is to enable a 
reduction of risk and exposure of both the financial institutions and their customers.   

NOTE The user's attention is called to the possibility that compliance with this standard may require use of an invention 
covered by patent rights. 

By publication of this standard, no position is taken with respect to the validity of this claim or of any patent rights in connection 
therewith. The patent holder has, however, filed a statement of willingness to grant a license under these rights on reasonable 
and nondiscriminatory terms and conditions to applicants desiring to obtain such a license. Details may be obtained from the 
standards developer. 

Suggestions for the improvement or revision of this Standard are welcome. They should be sent to the X9 
Committee Secretariat, Accredited Standards Committee X9, Inc., Financial Industry Standards, P.O. Box 4035, 
Annapolis, MD 21403 USA. 

This Standard was processed and approved for submittal to ANSI by the Accredited Standards Committee on 
Financial Services, X9. Committee approval of the Standard does not necessarily imply that all the committee 
members voted for its approval. 

The X9 committee had the following members: 
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This standard supersedes the previous ANS X9.49-1998 Secure Remote Access to Financial Services.  Changes 
in this standard include the following:  

X9.117–2012 Secure Remote Access – Mutual Authentication 

1 Scope 

This standard defines a taxonomy, requirements, operating principles, controls objectives, techniques, and 
technical approaches to enable financial institutions (FI) to support secure remote access.  

Topics considered within the scope of this standard include the following:  

 Risk management 

 Mutual authentication between two entities, i.e., an end user and a financial services application, 
performing a financial transaction 
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 End user multi-factor and multi-channel authentication  

 End user interface devices, e.g., browser and other computer applications, cell phones, USB fobs, and 
RFID 

 Financial services applications, e.g.,  Internet / home banking, loan applications, insurance, bill 
presentment, and bill payment, account to account funds transfer, brokerage  

 Financial services applications operated by any financial institution, agent, affiliate and service providers 

 Authentication assurance value for various authentication mechanisms  

 Layered security approach – Security approach that requires a criminal to penetrate or overcome a series 
of security layers before reaching a target, where a layer can refer to different techniques, different points 
in the technology stack, or at different steps in the business process. 

Topics considered out of scope of this standard include the following:  

 Identity provisioning and management. 

 Federation and user system provisioning. 

 Physical security.  

 ATM, POS, kiosks, and Bluetooth enabled devices 

 Risk assessment methods 

 Transactions mediated by a human, such as a customer service agent 

Assumptions applicable to this standard include the following:  

 Financial institutions are capable of performing a risk assessment and can select a solution based on the 
associated risk.   

 Mutual authentication will be used to support financial transactions. 

 Multi-factor authentication will be used to support financial transactions based on risk. 

 Remote access may occur from any endpoint such as home PCs, laptops and cell phones.  These 
endpoints may be trusted or not (i.e., untrusted).  

 There is a relationship with the financial institution and their customers such that all provisioning of 
identifiers and authenticators will be managed according to each institution‟s security policies.  

 The appropriate security controls for mutual authentication, integrity, confidentiality and privacy for an 
application service will be determined by the FI, or by the application service provider, and approved by 
the financial institution‟s appropriate management authority, for outsourced applications. 

 The FI utilizes back-end controls in addition to authentication, to prevent fraud and safeguard customer 
information. 

Organizations considering remote access to financial services should perform a business risk assessment and 
evaluate their needs against the authentication framework provided in this standard to determine their 
requirements.  Organizations implementing remote access methods should evaluate solutions against the 
requirements provided in this standard to measure compliance.  Organizations validating compliance should use 
the control objectives provided in this standard.  Manufacturers or implementers of remote access solutions 
should provide or enable sufficient functionality to achieve compliance with this standard.  
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