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Foreword 

Approval of an American National Standard requires verification by ANSI that the requirements for due process, 
consensus, and other criteria for approval have been met by the standards developer. 

Consensus is established when, in the judgment of the ANSI Board of Standards Review, substantial agreement 
has been reached by directly and materially affected interests. Substantial agreement means much more than a 
simple majority, but not necessarily unanimity. Consensus requires that all views and objections be considered, 
and that a concerted effort be made toward their resolution. 

The use of American National Standards is completely voluntary; their existence does not in any respect preclude 
anyone, whether he has approved the standards or not from manufacturing, marketing, purchasing, or using 
products, processes, or procedures not conforming to the standards. 

The American National Standards Institute does not develop standards and will in no circumstances give an 
interpretation of any American National Standard. Moreover, no person shall have the right or authority to issue an 
interpretation of an American National Standard in the name of the American National Standards Institute. 
Requests for interpretation should be addressed to the secretariat or sponsor whose name appears on the title 
page of this standard. 

CAUTION NOTICE: This American National Standard may be revised or withdrawn at any time. The procedures 
of the American National Standards Institute require that action be taken to reaffirm, revise, or withdraw this 
standard no later than five years from the date of approval. 
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Introduction  

Suggestions for the improvement or revision of this Standard are welcome. They should be sent to the X9 
Committee Secretariat, Accredited Standards Committee X9, Inc., Financial Industry Standards, 275 West Street, 
Suite 107, Annapolis, MD 21401 USA. 

This Standard was processed and approved for submittal to ANSI by the Accredited Standards Committee on 
Financial Services, X9. Committee approval of the Standard does not necessarily imply that all the committee 
members voted for its approval. 
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At the time this standard was approved, the X9F6-1 X9.119 Protection of Sensitive Payment Card Data working 
group which developed this standard had the following active members: 

Scott Spiker, Chairman and Sarah McCrary, Project Editor 
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Retail Financial Services — Requirements for Protection of 
Sensitive Payment Card Data — Part 1: Using Encryption Methods 

1 Scope  

This part of X9.119 defines minimum security requirements when employing encryption methods to protect 
sensitive payment card data. For the purpose of this standard “protection” refers to maintaining the secrecy of the 
data from unauthorized disclosure.  It applies to protection of the data from the point of encryption to the point of 
decryption, wherever those points may be in a given system. 
 
Additional parts may be created to address alternative methods for protecting sensitive payment card data.   
 
The following are outside the scope of the standard: 

 Methods of cardholder authentication, such as Personal Identification Number (PIN) 
 

 Physical or logical security requirements for protecting the sensitive payment card data at the point of 
entry prior to entering a Secure Cryptographic Device (SCD). 
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