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Introduction 

The user's attention is called to the possibility that compliance with this standard may require use of an invention 
covered by patent rights. 

By publication of this standard, no position is taken with respect to the validity of this claim or of any patent rights 
in connection therewith. The patent holder has, however, filed a statement of willingness to grant a license under 
these rights on reasonable and nondiscriminatory terms and conditions to applicants desiring to obtain such a 
license. Details may be obtained from the standards developer. 

Today, billions of dollars in funds are transferred electronically by various communication methods. Transactions 
are often entered remotely, off-premise from financial institutions, by retailers or by customers directly. Such 
transactions are transmitted over potentially non-secure media. The vast range in value, size, and the volume of 
such transactions expose institutions to severe risks, which may be uninsurable. 

To protect these financial messages and other sensitive information, many institutions are making increased use 
of the American National Standards Institute Triple Data Encryption Algorithm (TDEA) and the Advanced 
Encryption Standard (AES). Specific examples of its use include standards for message authentication, personal 
identification number encryption, other data encryption, and key encryption. 

AES and the TDEA are in the public domain. The security and reliability of any process based on AES or the 
TDEA is directly dependent on the protection afforded to secrets called cryptographic keys. This part of this 
standard deals exclusively with management of symmetric keys using symmetric techniques.  ANS X9.24-2 
addresses management of symmetric keys using asymmetric techniques. 

A familiar analogy may be found in the combination lock of a vault. The lock design is public knowledge. Security 
is provided by keeping a number, the combination, a secret. Secure operation also depends on protective 
procedures and features which prevent surreptitious viewing or determination of the combination by listening to its 
operation. Procedures are also required to ensure that the combination is random and cannot be modified by an 
unauthorized individual without detection. 

Suggestions for the improvement or revision of this Standard are welcome. They should be sent to the X9 
Committee Secretariat, Accredited Standards Committee X9, Inc., Financial Industry Standards, 275 West Street, 
Suite 107, Annapolis, MD 21401 USA. 

This Standard was processed and approved for submittal to ANSI by the Accredited Standards Committee on 
Financial Services, X9. Committee approval of the Standard does not necessarily imply that all the committee 
members voted for its approval. 

At the time this standard was approved, the X9 committee had the following members: 

Roy DeCicco, X9 Chairman 
Angela Hendershott, X9 Vice-Chairman 
Steve Stevens, Executive Director 
 

Organization Represented Representative 

ACI Worldwide .......................................................................................................... Dan Kinney 
American Bankers Association ................................................................................. Diane Poole 
American Express Company .................................................................................... David Moore 
Bank of America ....................................................................................................... Daniel Welch 
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Retail Financial Services  
Symmetric Key Management  
Part 1: Using Symmetric Techniques 

1 Purpose 

This key management standard, utilized in conjunction with the National Institute for Standards and Technology 
Triple Data Encryption Algorithm (TDEA) (see Reference 1) and the Advanced Encryption Standard (AES) (see 
Reference 5), is used to manage symmetric keys that can be used to protect messages and other sensitive 
information in a financial services environment.  The security and reliability of any process based on AES or the 
TDEA is directly dependent on the protection afforded to secret parameters called cryptographic keys. 

This standard establishes requirements and guidelines for the secure management and application-level 
interoperability of keying operations.  Such keys could be used for authenticating messages (see References 11, 
14, and 16), for encrypting Personal Identification Numbers (PIN) (see Reference 10), for encrypting other data, 
for encrypting other keys, or for other purposes. 

2 Scope 

2.1 General 

This part of this standard covers both the manual and automated management of keying material used for 
financial services such as point-of-sale (POS) transactions (debit and credit), automated teller machine (ATM) 
transactions, messages among terminals and financial institutions, and interchange messages among acquirers, 
switches and card issuers.  This part of this standard deals exclusively with the management of symmetric keys 
using symmetric techniques.  Requirements for symmetric keys protected by asymmetric keys are addressed in 
X9.24-2.  Any requirements stated in this part are not meant to invalidate the requirements provided for in Part 2.  
This part of the standard specifies the minimum requirements for the management of keying material.  Addressed 
are all components of the key management life cycle, including the generation, distribution, utilization, storage, 
archiving, replacement and destruction of the keying material.  An institution's key management process, whether 
implemented in a computer or a terminal, is not to be implemented or controlled in a manner that has less 
security, protection, or control than described herein.  The intention is that if two nodes implement compatible and 
secure versions of key management methods, key identification techniques, and key separation methods in 
accordance with this part of this standard, they will be interoperable at the application level.  Other characteristics 
may be necessary for node interoperability; however, this part of this standard does not cover such characteristics 
as message format, communications protocol, transmission speed, or device interface. 

The definition of the DUKPT algorithm is addressed in X9.24 Part 3.  Information contained in previous versions of 
this standard related to the implementation of DUKPT has been moved to that standard. 

2.2 Application 

This part of this standard is applicable for institutions implementing techniques to safeguard the cryptographic 
keys used for the authentication and encryption of messages and other sensitive data.  For example, this applies 
to institutions in the financial services industry implementing References 10, 11, or 18. 

Mandatory standard techniques and procedures are indicated by the word 'SHALL'.  Guidelines are indicated by 
the word 'SHOULD'. 

This is a preview of "ANSI X9.24-1-2017". Click here to purchase the full version from the ANSI store.
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