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preclude anyone, whether he has approved the standards or not from manufacturing, marketing,
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i

FOREWORD
(This Foreword is included for information only and is not part of this Standard)

Business practice has changed with the introduction of computer-based technologies.  The substitution of
electronic transactions for their paper-based predecessors has reduced costs and improved efficiency.
Trillions of dollars in funds and securities are transferred daily by telephone, wire services, and other
electronic communication mechanisms.  The high value or sheer volume of such transactions within an
open environment exposes the financial community and its customers to potentially severe risks from
accidental or deliberate alteration, substitution or destruction of data.  This risk is compounded by
interconnected networks and the increased number and sophistication of malicious adversaries.

Some of the conventional "due diligence" controls used with paper-based transactions are unavailable in
electronic transactions.  Examples of such controls are safety paper which protects integrity, and
handwritten signatures or embossed seals which indicate the intent or the originator to be legally bound.  In
an electronic-based environment, controls must be in place that provide the same degree of assurance and
certainty as in a paper environment.

In order to maintain the appropriate access security for financial systems, means are required to provide the
authorized user with credentials which reliably identify the user to the protected system or application.
Having established an authenticated identity, it is then necessary to provide the means for the user to
securely pursue his/her legitimate business session with the protected system and applications.

The effectiveness of the security afforded by the credentials employed in the identity authentication
procedure, however, is dependent upon each user having credentials that are user unique and which are
highly resistant to counterfeit.

The effectiveness of the security afforded by the session security measures are dependent upon the specific
security services invoked for that purpose.

The process whereby specific security services are selected and configured for purposes of user
authentication and session security is the subject of this Standard.

Suggestions for the improvement or revision of this Standard are welcome.  They should be sent to Accredited
Standards Committee X9, Inc., P.O. Box 4035, Annapolis, Maryland, 21403 USA.

This Standard was processed and approved for submittal to ANSI by the Accredited Standards Committee
on Financial Services, X9.  Committee approval of the Standard does not necessarily imply that all the
committee members voted for its approval.  At the time that this Standard was approved, the X9
Committee had the following members:

Harold Deal, X9 Chair
Bill Lyons, X9Vice Chair
Cynthia Fuller, Managing Director
Darlene Schubert, Program Manager
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