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This Standard is agorithm independent, and as new cryptographic agorithms with perhaps longer key
lengths than currently in use are developed and adopted by the Financial Community this Standard will

still apply.

While the techniques specified in this Standard are designed to maintain the security of keys, and to
prevent abuses and attacks on keys, the Standard in no way guarantees that a particular implementation
of the techniquesis secure. It is the responsibility of the financia intitution to put an overall processin
place with the necessary controls to ensure the process is securely implemented. Furthermore, the
controls should include the application of appropriate audit tests in order to verify compliance with this
Standard. Suggestions for the improvement or revision of this Standard are welcome. They should be
sent to Accredited Standards Committee X9, Inc., P.O. Box 4035, Annapolis, Maryland 21403 USA.
This Standard was processed and approved for submittal to ASC X9 by the Accredited Standards
Committee on Financia Services, X9. Committee approval of the Standard does not necessarily imply
that all committee members voted for its approval.

NOTE - The user’s attention is called to the possibility that compliance with this Standard
may require use of an invention covered by patent rights. By publication of this Standard,
no position is taken with respect to the validity of this claim or of any patent rights in
connection therewith. The patent holder has, however, filed a statement of willingness to
grant a license under these rights on reasonable and nondiscriminatory terms and
conditions to applicants desiring to obtain such a license. Details may be obtained from
the publisher.

At the time that this Standard was approved, the X9 Committee had the following members:

Harold Ded, X9 Chairman

William E. Lyons, X9 Vice Chairman
Cynthia Fuller, Managing Director
Darlene J. Schubert, Program Manager

Organization Represented Representative
American Bankers Association Anne Livingston
Kawika Daguio
American Express Company Bonnie Howard
Applied Communications Douglas Grote
Cindy Rink
Automated Financial Services Tom Clute
Banc One Services Corporation William Lyons
Bank of America Gretchen Breiling
Bankers Roundtable Kit Needlam
Keviar Warner
Canadian Bankers Association Christine Arjoonla
MaraBakic
Chase Manhattan Bank Christopher Dowdell

Francis Keenan
Citibank Seymour Rosen
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This Standard defines methods for the generation and control of keys used in symmetric cryptographic
agorithms. The Standard defines a constructive method for the creation of symmetric keys, by
combining two or more secret key components. The Standard also defines a method for attaching a
key usage vector to each generated key, that prevents abuses and attacks against the key. The two
defined methods can be used separately or in combination.

1.1 Aspects Not Covered

The Standard does not cover aspects of key management, such as:

- Key establishment mechanisms, see for example ANSI X9.17 Financial Ingtitution Key Management
(Wholesale), ANSI X9.24 Financia Institution Key Management (Retail), or ISO/IEC 11770-2, Key
Management, Part 2: Mechanisms using symmetric techniques;

- mechanisms to store, archive, delete, destroy, etc. keys,

- mechanisms for key recovery in the event of the failure or loss of keys.

The Standard also does not define the implementation of key management mechanisms; there may be
different products that comply with this Standard and yet are not interoperable.

2 Definition(s)
Dua Control - A process of utilizing two or more separate entities (usually persons), operating in
concert, to protect sensitive functions or information whereby no single entity is able to access or utilize
the materias, e.g. cryptographic key.

Credential - A set of access permissions.

Data Separation - Using encryption as a means of access control.

Fixed Split - Secret key(s) used in al encryption/decryption operations; this split is unique to a particular
organization or group.

Header — Contains Labels, Random Split, Identity of author, Identity of Credential Manager, Date/time
when encrypted, and other information deemed appropriate by Policy Manager.

Key usage vector - Specifies cryptographic services, modes and key values, in which the associated key
may be used.
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