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Introduction  

Financial business practices have changed with the introduction of computer and network-based technologies. 
Increased reliance on electronic transactions has heightened the need to manage the security of information and 
communications technology. Huge amounts in funds and securities are transferred daily by electronic 
communication mechanisms controlled by security practices based on business policies.  

The high value or sheer volume of such transactions within an open environment exposes the financial community 
to the risk of potentially severe consequences from accidental or deliberate disclosure, alteration, substitution, or 
destruction of data. This risk is compounded by interconnected networks, and the increased number and 
sophistication of malicious adversaries. And when financial transactions involve systemically important payment 
systems, these consequences may adversely affect national and global financial markets. 

This Standard defines a cryptographic message syntax which can be used to protect financial transactions and other 
information from the threats described above. The syntax is easily extensible in design to allow the use of any 
cryptographic algorithm defined in current or future standards appropriate for use by the financial services. The 
cryptographic syntax is suitable for the protection of the identity and rights management information critical for secure 
access control. 

The syntax provides support for data confidentiality, data integrity, data origin authentication, and non-repudiation 
services needed to provide strong, mutual authentication. These services can be applied to prevent innovative 
types of fraud such as 'phishing' that are aimed at identity impersonation and theft, and which threaten the 
interests of financial institutions and their customers, the merchants, consumers and other actors of commerce.  

Flexibility of key management techniques is provided through support for a variety of key establishment 
mechanisms, including key exchange, key agreement, password-based encryption and constructive key 
management. These techniques can be employed to mitigate risks, and to help financial institutions meet the legal 
and regulatory requirements of protecting sensitive business information, and the personal information of their 
customers and employees. 

Use of this widely deployed syntax will lead to quick market acceptance in the financial community, lower costs 
due to economy of scale, and interoperability with a large number of existing standards and applications. 

Suggestions for the improvement or revision of this Standard are welcome. They should be sent to the X9 
Committee Secretariat, Accredited Standards Committee X9, Inc., Financial Industry Standards, 1212 West 
Street, Suite 200, Annapolis, MD 21401 USA. 

This Standard was processed and approved for submittal to ANSI by the Accredited Standards Committee on 
Financial Services, X9. Committee approval of the Standard does not necessarily imply that all the committee 
members voted for its approval. 

At the time this standard was approved, the X9 committee had the following members: 

Roy DeCicco, X9 Chairman 
Vincent DeSantis, X9 Vice-Chairman 
Cynthia Fuller, Executive Director 
Janet Busch, Program Manager X9 Chairman 
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standards, and provides a common, abstract, cryptographic messaging schema that supports both a compact 
binary and a verbose textual format of its messages. 
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Cryptographic Message Syntax - ASN.1 and XML 

1 Scope 

This Standard specifies a cryptographic syntax scheme which can be used to protect financial transactions, files 
and other messages from unauthorized disclosure and modification. The cryptographic syntax scheme is based 
on an abstract Cryptographic Message Syntax (CMS) schema whose concrete values can be represented using 
either a compact, efficient, binary encoding, or as a flexible, human-readable,  XML markup format. The syntax 
scheme has the following characteristics: 

1) Protected messages are represented as XML markup using the Canonical XML Encoding Rules (cXER), 
or represented in a binary format that is backward compatible with existing deployed systems that rely on 
cryptographic message syntax, using the Basic Encoding Rules (BER) or the canonical subset of BER, 
the Distinguished Encoding Rules (DER). 

2) Messages are protected independently. There is no cryptographic sequencing (e.g., cipher block 
chaining) between messages. There need not be any realtime connection between the sender and 
recipient of the message. This makes the syntax suitable for use over store-and-forward systems, e.g. 
Automated Clearing House (ACH) or Society for Worldwide Interbank Financial Telecommunication 
(SWIFT).  

3) Standard attributes are defined using an extensible design to allow any organization with a need to 
define additional attributes for any purpose. Attributes are defined that allow Security Assertion Markup 
Language (SAML) and Extensible Markup Language (XML) Key Management Specification (XKMS) 
content to be carried in each of the cryptographic types defined in X9.73. 

4) The syntax is cryptographic algorithm independent and extensible. It supports provision of data 
confidentiality, data integrity, data origin authentication, and non-repudiation services. Any algorithm may 
be used for message encryption, digital signature, MAC, and key management. A variety of key 
management techniques are supported, including key exchange, key agreement, password-based 
encryption and constructive key management.  

5) Selective field protection can be provided in two ways. First by combining multiple instances of this 
syntax into a composite message. And second by using identifier and type markup tag names to select 
message components to be protected in a single message. This approach allows reusable message 
components to be moved between documents without affecting the validity of the signature. 

6) Precise message encoding and detailed cryptographic processing requirements of binary and XML 
markup message representations are provided. 

Simple Object Application Protocol (SOAP) message extensions are defined for each of the cryptographic types 
defined in X9.73 to enable protection of financial services information in Web Services environments. 

2 Normative references  

The following referenced documents are indispensable for the application of this document. For dated references, 
only the edition cited applies. For undated references, the latest edition of the referenced document (including any 
amendments) applies. 
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