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Approval of an American National Standard requires verification by ANSI that the requirements for due 
process, consensus, and other criteria for approval have been met by the standards developer. 
 
Consensus is established when, in the judgment of the ANSI Board of Standards Review, directly and 
materially affected interests have reached substantial agreement. Substantial agreement means much 
more than a simple majority, but not necessarily unanimity. Consensus requires that all views and 
objections be considered, and that a concerted effort be made toward their resolution. 
 
The use of American National Standards is completely voluntary; their existence does not in any respect 
preclude anyone, whether he has approved the standards or not from manufacturing, marketing, 
purchasing, or using products, processes, or procedures not conforming to the standards. 
 
The American National Standards Institute does not develop standards and will in no circumstances give 
an interpretation of any American National Standard. Moreover, no person shall have the right or authority 
to issue an interpretation of an American National Standard in the name of the American National 
Standards Institute. Requests for interpretations should be addressed to the secretariat or sponsor whose 
name appears on the title page of this standard. 
 
CAUTION NOTICE:  This American National Standard may be revised or withdrawn at any time. The 
procedures of the American National Standards Institute require that action be taken to reaffirm, revise, or 
withdraw this standard no later than five years from the date of approval. 
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Introduction 
Business practice has changed with the introduction of computer-based technologies.  The substitution of 
electronic transactions for their paper-based predecessors has reduced costs and improved efficiency. 
Trillions of dollars in funds and securities are transferred daily by telephone, wire services, and other 
electronic communication mechanisms.  The high value or sheer volume of such transactions within an 
open environment exposes the financial community and its customers to potentially severe risks from 
accidental or deliberate alteration, substitution or destruction of data.  Interconnected networks, and the 
increased number and sophistication of malicious adversaries compound this risk. 
 
The inevitable advent of electronic communications across uncontrolled public networks, such as the 
Internet, is also increasing risk to the financial industry.  The necessity to expand business operations 
onto these environments has elevated the awareness for strong identification and authentication (I&A) 
and created the need for alternate forms of I&A.  The financial community is responding to these needs. 
 
Biometrics, the “something you are” identity factor, has come of age, and includes such technologies as 
finger image, voice identification, eye scan, facial image, and the like.  The cost of biometric technology 
has been decreasing while the reliability has been increasing, and both are now acceptable and viable for 
the financial industry. 
 
This Standard, ANSI X9.84-2002, Biometrics Management and Security, describes adequate controls and 
proper procedures for using biometrics as an identification mechanism and authentication mechanism for 
secure remote electronic access or local physical access controls for the financial industry. 
 
Biometrics can be used for human identification and authentication for physical and logical access.  
Logical access can include access to applications, services, or entitlements.  This standard promotes the 
integration of biometrics into the financial industry.  It positions biometric technology to strengthen public 
key infrastructures (PKI) for higher I&A by providing stronger methods as well as multi-factor 
authentication.  In addition, this Standard allows continuous reassurance that the entity about to generate 
a digital signature is, in fact, the person authorized to access the private key. 
 
This standard assumes that the identity of the individual is recognized as part of the transaction process 
and that the use of the biometric is solely for the purpose of facilitating a financial transaction.  It also 
assumes that any individual using a biometric form of identification for a legitimate financial transaction 
does so willingly and with the full knowledge of both when a biometric measurement is being taken and 
what is being measured. 
 
The techniques specified in this Standard are designed to maintain the integrity and confidentiality of 
biometric information and provide strong authentication.  However, the Standard does not guarantee that 
a particular implementation is secure.  It is the responsibility of the financial institution to put an overall 
process in place with the necessary controls to ensure that the process is securely implemented. 
Furthermore, the controls should include the application of appropriate audit tests in order to verify 
compliance with this Standard. 
 
Suggestions for the improvement or revision of this Standard are welcome. They should be sent to the X9 
Committee Secretariat, Accredited Standards Committee X9 Incorporated, Financial Industry Standards 
P. O. Box 4035, Annapolis MD 21403.  
 
This Standard was processed and approved for submittal to ANSI by the Accredited Standards 
Committee on Financial Services, X9. Committee approval of the Standard does not necessarily imply 
that all the committee members voted for its approval 
 
The X9 Committee had the following members: 
Gene Kathol, Chairman, First Data Corporation  
Vincent DeSantis, Vice Chairman, The Clearing House  
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ANS X9.84-2003 

Biometric Information Management and Security 
for the Financial Services Industry 
 

1 Scope 
This Standard specifies the minimum security requirements for effective management of biometric data.  
Within the scope of this Standard the following topics are addressed: 
 

• Security for the collection, distribution, and processing, of biometric data, encompassing data 
integrity, authenticity, and non-repudiation.   

• Management of biometric data across its life cycle comprised of the enrollment, transmission and 
storage, verification, identification, and termination processes. 

• Usage of biometric technology, including one-to-one and one-to-many matching, for the 
identification and authentication of banking customers and employees. 

• Application of biometric technology for internal and external, as well as logical and physical 
access control. 

• Encapsulation1 of biometric data. 

• Techniques for the secure transmission and storage of biometric data. 

• Security of the physical hardware used throughout the biometric data life cycle. 

• Techniques for integrity and privacy protection of biometric data. 
 
Items considered out of scope and not addressed in this Standard include the following: 
 

• The individual’s privacy and ownership of biometric data. 

• Application specific requirements and limitations for employing biometric technology. 
 
This standard does not require nor recommend confidentiality of biometric information for purposes of 
security, however §9 Techniques provides the mandatory means whereby biometric information may be 
encrypted for reasons of privacy or other perceived liabilities.  
 
This standard assumes that identification of an individual is on a voluntary basis whereby the individual is 
recognized as part of the transaction process and is not intended for surreptitious activity. 
This standard is organized as follows: 
 

2 Conformance and Organization 
A biometric authentication system may claim compliance to this standard if the implementation satisfies 
the management and security requirements identified in §8 Management and Security Requirements. 
 
A biometric authentication system that utilizes the methods recommended in §9 Techniques and has 
implemented appropriate policies, practices and operational procedures should comply with this standard.  
 
Compliance of a biometric authentication systems can be verifed if the implementation and its associated 
policies, practices and operational procedures meet the the validation control objectives identied in Annex 
F: (Informative) Biometric Validation Control Objectives.  
                                                      
1 Analogous to the ANSI PIN Block, refer to ANSI X9.8 and ISO 9564 PIN Management and Security standards. 
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