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Introduction

As financial institutions increasingly conduct more business electronically, it is correspondingly becoming
more important to ensure that there is a secure, standardize methodology to prove what and when digital
data was created, transmitted, received, modified or stored. The duality of proving the “what” and the
“when” necessitates that the methodology provides the ability to verify the integrity of the digital data and
the time of the digital event. Such a time stamp must therefore be issued from a trustworthy authority,
whose time originates from a trustworthy source, and whose time stamp is irrefutably verifiable. Such a
methodology is applicable for financial institutions, their business partners, retailers and third party
financial service providers.

There are numerous examples of financial applications where an electronic message (e.g., stock
transaction, money transfers, document filing, clearing and settlement transaction) needs a time stamp
that cannot be undetectably tampered with and offers an evidentiary trail of authenticity.

It is likewise essential from the standpoint of legal sufficiency, to provide the non- refutable time when a
financial transaction has been digitally signed, that is there must be proof that the time of the digital
signature is in fact the actual time when the document was signed.

This American National Standard defines the requirements to securely operate a Time Stamp Authority
that issues time stamp tokens, provides recommendations to other Time Stamp Entities to manage time
stamp tokens, describes time stamp token techniques, and offers a comprehensive set of control
objectives and evaluation criteria to assess Time Stamp Entities that is suitable for use by a professional
audit practitioner.

However, this Standard does not guarantee that a particular implementation is secure. It is the
responsibility of the financial institution or integrator to put an overall process in place with the necessary
controls to ensure that the process is securely implemented. Furthermore, the controls should include the
application of appropriate audit tests in order to verify compliance with this Standard.

The user's attention is called to the possibility that compliance with this standard may require use of an
invention covered by patent rights. By publication of this standard, no position is taken with respect to the
validity of this claim or of any patent rights in connection therewith. The patent holder has, however, filed
a statement of willingness to grant a license under these rights on reasonable and nondiscriminatory
terms and conditions to applicants desiring to obtain such a license. Details may be obtained from the
standards developer.

Suggestions for the improvement or revision of this Standard are welcome. They should be sent to the
Accredited Standards Committee X9 Incorporated, Financial Industry Standards, 275 West Street, Suite
107, Annapolis, MD 21401 USA.

This Standard was processed and approved for submittal to ANSI by the Accredited Standards

Committee on Financial Services, X9. Committee approval of the Standard does not necessarily imply
that all the committee members voted for its approval.

Vi
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Trusted Time Stamp Management and Security
for the Financial Services Industry

1 Scope

This standard specifies the minimum security requirements for the effective use of time stamps in a
financial services environment. Within the scope of this Standard the following topics are addressed:

e Requirements for the secure management of the time stamp token across its life cycle, comprised of
the generation, transmission and storage, validation, and renewal processes. The requirements in
this Standard identify the means to securely and verifiably distribute time from a national time source
down to the application level.

e Requirements for the secure management of a Time Stamp Authority (TSA)

e Requirements of a TSA to ensure that an independent third party can audit and validate the controls
over the use of a time stamp process

e Techniques for the coding, encapsulation, transmission, storage, integrity and privacy protection of
time stamp data

o Usage of time stamp technology

Items considered out of scope and not addressed in this Standard include the following:

e Requirements for a National Timing Authority imposed by the International Timing Authority
e Application specific requirements and limitations for employing time stamp technology

e Theindividual’s privacy and ownership of time stamp data

Although this standard focuses on the financial services industry, it may be applied to other applications
where the management and security of time stamps are necessary.

2 Normative References

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. Nevertheless, parties to agreements based on this document
are encouraged to consider applying the most recent edition of the referenced documents indicated
below. For undated references, the latest edition of the referenced document (including any amendments)
applies.

ANS X9.19-1996 Financial Institution Retail Message Authentication

ANS X9.30-1997 Public Key Cryptography Using Irreversible Algorithms for the Financial Services
Industry, Part 1: The Digital Signature Algorithm (DSA)

ANS X9.30-1997 Public Key Cryptography Using Irreversible Algorithms for the Financial Services
Industry, Part 2: The Secure Hash Algorithm (SHA)

ANS X9.31-1998 Public Key Cryptography Using Reversible Algorithms for the Financial Services
Industry: The RSA Signature Algorithm

21. ANS X9.62-2005 Public Key Cryptography for the Financial Services Industry: The Elliptic Curve
Digital Signature Algorithm (ECDSA)
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