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Introduction 
 
This Standard specifies key establishment techniques using public-key cryptography based on the 
problems of finding short vectors or close vectors in a lattice. The keying material established may be 
used to obtain one or more individual keys used to provide other cryptographic services outside the scope 
of this Standard, e.g. data confidentiality, data integrity, or symmetric-key-based key establishment 
 
There are two primary reasons to consider the use of the techniques in this Standard: 
 

1. The techniques are based on a different hard problem than other X9 approved public key 
algorithms. If the integer factorization problem, the finite field discrete logarithm problem and the 
elliptic curve discrete logarithm problem were all to be broken (for example, by the realization of a 
quantum computer of sufficient size), this method might remain unbroken. 

2. The techniques may have performance advantages in some environments, provided that the 
stated security levels for domain parameters and key sizes specified herein are accurate. 

 
The techniques described in this Standard were developed more recently than the techniques described 
in other X9 standards that use public key cryptography. As such, although this standard reflects the state 
of the art in knowledge about the security of these techniques, they may be considered to face a greater 
risk than other public key techniques that improved attacks will be discovered. Implementers who are 
considering implementing this system should determine for themselves how to balance this potentially 
greater risk with the benefits described above. 
 
NOTE The user's attention is called to the possibility that compliance with this standard may require use of an 
invention covered by patent rights. 
 
By publication of this standard, no position is taken with respect to the validity of this claim or of any 
patent rights in connection therewith. The patent holder has, however, filed a statement of willingness to 
grant a license under these rights on reasonable and nondiscriminatory terms and conditions to 
applicants desiring to obtain such a license. Details may be obtained from the standards developer. 
Suggestions for the improvement or revision of this Standard are welcome. They should be sent to the X9 
Committee Secretariat, Accredited Standards Committee X9, Inc., Financial Industry Standards, 275 
West Street, Suite 107, Annapolis, MD 21401 USA. 
 
This Standard was processed and approved for submittal to ANSI by the Accredited Standards 
Committee on Financial Services, X9. Committee approval of the Standard does not necessarily imply 
that all the committee members voted for its approval. 
 
At the time this standard was approved, the X9 committee had the following members: 
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Lattice-Based Polynomial Public Key Encryption Algorithm for the 
Financial Services Industry, Part 1: Key Establishment 
 

1 Scope 
This Standard specifies the cryptographic functions for establishing symmetric keys using a lattice-based 
polynomial public key encryption algorithm and the associated parameters for key generation (see Note 
1).  The mechanism supported is key transport, where one party selects keying material and conveys it to 
the other party with cryptographic protection. The keying material may consist of one or more individual 
keys used to provide other cryptographic services outside the scope of this Standard, e.g. data 
confidentiality, data integrity, or symmetric-key-based key establishment. The standard also specifies key 
pair generators and corresponding key pair validation methods supporting the key transport schemes 
(see Note 2).  
 
This standard does not address the distribution of the public and private keys, associated parameters and 
other keying material.  The integrity and authenticity of the public key and its associated parameters is 
outside the scope of this standard, and are assumed to be securely managed using the appropriate X9 
standards.  The confidentiality of the private key and its associated parameters is outside the scope of 
this standard, and are assumed to be securely managed using the appropriate X9 standards.   
 
This version of the Standard is limited to a small number of possible lattice-based polynomial public key 
establishment schemes and key pair generators and validation methods. Future versions may include 
additional schemes with different attributes (see Note 3). 
 
NOTE: A key pair validation method determines whether a candidate public-key/private-key pair meets the 
constraints for key pairs produced by a particular key generation method. A public-key validation method determines 
whether a candidate public key meets those constraints, without knowledge of the private key. Full public-key 
validation methods are not specified in this version of the Standard, but are expected to be developed in future X9 
work. 

2 Conformance to this Standard  
An implementation may claim conformance with this Standard if it implements at least one key pair 
generator, public key validation, or key transport scheme in this Standard with at least one approved set 
of parameters. An implementation claiming conformance with this Standard shall indicate the specific 
techniques with which conformance is claimed and the parameter sets for which conformance is claimed. 
 
Key pair generators with which conformance may be claimed are: lbp-kgp-3 (see section 11.3.1.1). 
 
Key transport mechanisms with which conformance may be claimed are: kts1-basic (see section 15.2.3) 
and kts1-receiver-confirmation (see section 15.2.4). 
 
Key pair validation mechanisms with which conformance may be claimed are: kpv3 (see section 
13.4.3.1). 
 
Public key validation mechanisms with which conformance may be claimed are described in section 
13.4.5.2. 
 
Parameter sets with which conformance may be claimed are: ees401ep1, ees541ep1, ees659ep1, 
ees449ep1, ees613ep1, ees761ep1, ees677ep1, ees887ep1, ees1087ep1, ees1087ep2, ees1171ep1, 
ees1499ep1. 
. 
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