This is a preview of "ANSI X9.99:2004". Click here to purchase the full version from the ANSI store.

ican Natj
3 Nﬂen Ehﬂnal g

", American National Standard
for Financial Services

X9.99-2004

Privacy Impact Assessment Standard

Accredited Standards Committee X9, Incorporated
Financial Industry Standards

Date Approved: September 2, 2004

American National Standards Institute


https://webstore.ansi.org/Standards/ASCX9/ANSIX9992004?source=preview

This is a preview of "ANSI X9.99:2004". Click here to purchase the full version from the ANSI store.

ANSX9.99-2004

Contents Page
1 Scope 12
2 References 13
21 NOIrmMative RefErENCES. ... ... e e e e e e e e s 13
211 Gramm-Leach-Bliley Act RefErenCes .........ccccirireecerircssirrrrsr s s r e se e s s e e nennnes 13
2.2 Informative RefErenCes.........ccoiiieiiicr e 13
2.2.1 Bank Regulator GUIdeliNeS.......ccccceeiicceicemmiiniiiissccssenesn s ns s sssssss e s s ss s s ssssne s e s s sesssssasnmesenssesssssnnnns 13
2.2.2 Papers on Privacy Impact Assessment References..........cccoeiiiiccccccrinniinssscccsssesee s sssssssnnns 13
2.2.3 Government Privacy References .........cccciiiiiiiiniiiniiniis s 13
3 Terms and Definitions 14
31 Gramme-Leach-Bliley ACt TErmMS ........ciiiiiiiiiiir s 14
B e T . N i 1 T Z= N (T 14
B e 2 00T 4 £ W[y 1= (1 I ) 14
3.1.3  CUSEOMEr (GLB) ....uuiiiiieeie iR 14
3.1.4 Federal Functional Regulator (GLB): ........cccccvirooierirrerersrssmerssssme s s s sme e e s sme e e s sms e e s smne s s s smnenes 14
3.1.5 Financial Activities (GLB) ......ccccecociereresrerrrssererrsssserssssseess s sme s ssssme e sesssmee e e s smse s esssmneeesssnnenessanenes 14
3.1.6  Financial INStitution (GLB)..........ccccriiriirirrrrrerseee e e sce s e sme e e s smr e s s e e s sme e e e me e e s smn e s nmnnees 14
3.1.7  Joint Agreement (GLB) .......cccciiiiiiiiiieeririiisssscssmssee s sssss s sssms s s e s e s ss s mme e e s e e sa s nme e e e eesan s nnmnnnenn 14
3.1.8 Nonpublic Personal Information (GLB)...........cccccimiiiiiiccissmmrinr s csssssse s s s s ss s ssssss e s s ssssssssssmsenes 14
3.1.9 Nonaffiliated Third Party (GLB)........ccccciiiiiiciiemrirrrinsscccssceres s s s s sssssese e s ssss s sssms s e s e s sssss s smnnnenas 14
3.1.10 Personally Identifiable Financial Information (GLB)...........cccouniimminiimnininen e 14
3.1.11 State Insurance Authority (GLB)..........cccouiimminniimirr i 14
3.2 Federal Trade COmMMISSION terMS...........cciiiiiiiiicccirrr e smr e e e snmn e e s nnan 14
3.21  Fair information practiCes ... e 14
B 070y 0 4 ==Y o | 14
B 0, - X o= 14
B 0 S 1 4y {0 (oY 41T 14
B 07 T o - 14
B T - o 1 4 | 7 15
4 Symbols and Abbreviated Terms 16
5 Privacy Impact Assessment Requirements 17
5.1 General PIA process reqUIreMENtS ........ccccccceririiiisssssssmerssessssssssssssessssssssssssssssssssssssssssssmssssssessas 17
5.2 Specific PIA process reqUIiremMeNnts .........ccccuvceeirinnierrinsis s 17
LI T I T8 o 1 N o - o SRR 17
5.2.2 The PIA ASSESSMENT ........cuiiiiiiiiiciccire s s e s s smmsr e e e s sa s s snmn e e e e e e s s s smnnn e e e e s sasnnnnenssan 18
L0 T I T8 o 1N 2 =T o T o 19
5.2.4 The PIA process requires competent eXpertise ... 19
5.2.5 The PIA process requires a degree of independence and public aspects.............ccceeemrnnnnn. 19
5.2.6 The PIA Process requires use in Proposal decision-making .........cccccciniiiiiimrnninnicccsncennnn, 19
Annex A (Informative) PIA Frequently Asked Questions 20
A1 L= 1= - | SR 20
A.2 Questions about Privacy Impact ASSESSMENLS .........ccccccrriiiiierinisririner e 20
A.21 What is a Privacy Impact ASSeSSMENt?.........cccoceimiiiiiiiicisemrrrre s sss s sssses s e s s s ss s s sssssesssssssssssnnnns 20
A.2.2 What is the difference between a privacy impact assessment and a privacy compliance

= W T 112 SRS SRR 20
A.2.3 When is a PIA a useful tool to ensure data protection?..........cccccciiriicmrinnisnn 20

© ASC X9, Inc. [[2004]] — All rights reserved


https://webstore.ansi.org/Standards/ASCX9/ANSIX9992004?source=preview

This is a preview of "ANSI X9.99:2004". Click here to purchase the full version from the ANSI store.

ANSX9.99-2004

A.2.4 My system changes frequently. Do | need to repeat a privacy impact assessment for each

system change? Or can | perform a PIA just to address the new changes?..........cccccccevnunnes 22
A.2.5 What are the potential consequences of invading the privacy of my clients, current and
0 0= 22
A.2.6 What are some of the problems that may be identified by performing the PIA process?....22
A.2.7 Could my Y2K analysis provide useful information for a PIA? ........cccconriiriiniccnncceinnnnne, 22
A.2.8 How can a PIA help when a “privacy crisis” erupts for my business? ..........cccccerriimrririnnnn 22
A.2.9 What are the benefits of the PIA ProCess? ........cccciiiimiinninnn s e 22
A.2.10 What are some of the PIA process implementation strategies? .........ccccooriiiiiiiriiiccciinees 23
A.2.11 What are some of the PIA implementation challenges? .........ccccccciiniisniiss e, 23
A.2.12 How does one prepare for a PIA? ... 23
A.2.13 How can @ CPO USE PIAY ... e rrrcre s s sn e e s s smne s s smme e s s me e s me e e me e e e e e e e s smn e n e s e e s 24
A3 Questions about the PIA Standard ... e enas 24
A.3.1 Canl use this standard for both a PIA and a Privacy Compliance Audit?.............ccccccvvruunen. 24
A.3.2 What constitutes competent eXpertisSe? .........ccccccririiiiccissmirrrr e 25
A.3.3 What is meant by a degree of independence and public aspects?.........ccccccvevcrrrrrriiscccisnnnns 25
A.3.4 How could a PIA be used in a proposal decCiSION? .........ccccccmiiiiiscisscmrrnrnnn e e sssnenenns 25
A.3.5 How can | use this standard to improve my privacy compliance? .........cccccrrvimriniiicnnnniiennn 25
A.3.6 Could your marketing strategy include a reference to the use of privacy impact assessment
L3 T e - T o £ O 25
A.3.7 Can aPlA report be reUSed? ... 25
A.3.8 What is meant by a “proposal”? ... e 25
A.3.9 How do | use this standard as part of my organization? ...........ccccceiriiiiinniicnii s 26
A.3.10 What are the benefits of using the standard to articulate process?........cccccceeeecmrrrcccerrnccncen 26
A.3.11 Are there any tips on completing the PIA Privacy Analysis Questionnaires?.........cc.c..cuce... 26
A.3.12 Are there any tips for completing the PIA RepOrt?..........occocimircermmrrrrsre e e e ssssme e ensans 26
A.3.13 What internal capacity is required for completing privacy impact assessment reports?....27
Annex B (Informative) General Questionnaire to Determine When to Begin a PIA 28
B.1 7= 1= - | 28
B.2 L LU =TS T T T 28
Annex C (Informative) Key Concepts for GLB Compliant Systems 30
CA1 (.7 4 =T - 30
C.2 Key concepts for GLB compliant Systems ..........ccccccvirinimne e 30
Annex D (informative) Annex Questionnaire for PIA Objectives 40
D.1 (7= 4 =T o | 40
D.2 O T3 oY T 11 40
Annex E (informative) Questionnaire PIA Initial Procedures 41
E.1 7= 1= - | R 41
E.2 L@ 10 T3 o ] T 11 - 41
Annex F (Informative) Questionnaire on Adequacy of Internal Controls and Procedures 43
F.A1 7= 0 1= - | 43
F.2 L LU =TSy a4 B T 43
Annex G (Informative) PIA Questionnaire for Assessing Privacy Impacts to GLB Compliant Systems
45
G.1 (€7 4 =T - 45
G.2 Basic Areas of Privacy ASSESSMENt ..........ccvcriiiiiimnininss s s snane 45
G.3 L@ LU =TSy T T T 45
Annex H (Informative) Privacy related Regulatory and Legislative information 57
H.1 7= 1= - | R 57
H.2 What opting ouUt MEANS.........coiiiiiiri e 57
H.3 LT 1L o T o 4 o 11 | S 57
H.4 e Y= Loy YA 1 o oY 57

© ASC X9, Inc. [[2004]] — All rights reserved


https://webstore.ansi.org/Standards/ASCX9/ANSIX9992004?source=preview

This is a preview of "ANSI X9.99:2004". Click here to purchase the full version from the ANSI store.

ANSX9.99-2004

H.5 Financial INSttUtioN...........o 58
H.5.1  Financial ActiVities ... 58
H.5.2 Examples of businesses that engage in "financial activities" and are "financial institutions™

for purposes of the GLB ACH(1):.....ccccceiiiiiicciicrrr s ssssssme s e s sssmnr e e s s snme e e e e s s s smnnnneas 59
H.5.3 "Significantly Engaged” in Financial Activities.........ccccccoiiiiiiiimmriiccccceeerr e 59
H.5.4 Consumers and CUSTOMEIS ........ccccciiiiiiiiiiiisnmrrrrrsssssssssmnr e s s s ssssssssmss s s e s ssssssssssnssensssssssssnnnnesnsssnsan 59
H.5.5 Nonpublic Personal Information ("NPI™) ... e 61
H.5.6 NPI and lists: always consider how the list is derived. ..........cccoiriiiiinniinc e, 62

© ASC X9, Inc. [[2004]] — All rights reserved


https://webstore.ansi.org/Standards/ASCX9/ANSIX9992004?source=preview

This is a preview of "ANSI X9.99:2004". Click here to purchase the full version from the ANSI store.

ANSX9.99-2004

Foreword

Approval of an American National Standard requires verification by ANSI that the requirements for due process,
consensus, and other criteria for approval have been met by the standards developer.

Consensus is established when, in the judgment of the ANSI Board of Standards Review, substantial agreement
has been reached by directly and materially affected interests. Substantial agreement means much more than a
simple majority, but not necessarily unanimity. Consensus requires that all views and objections be considered,
and that a concerted effort be made toward their resolution.

The use of American National Standards is completely voluntary; their existence does not in any respect preclude
anyone, whether he has approved the standards or not, from manufacturing, marketing, purchasing, or using
products, processes, or procedures not conforming to the standards.

The American National Standards Institute does not develop standards and will in no circumstances give an
interpretation of any American National Standard. Moreover, no person shall have the right or authority to issue an
interpretation of an American National Standard in the name of the American National Standards Institute.
Requests for interpretation should be addressed to the secretariat or sponsor whose name appears on the title
page of this standard.

CAUTION NOTICE: This American National Standard may be revised or withdrawn at any time. The procedures
of the American National Standards Institute require that action be taken to reaffirm, revise, or withdraw this
standard no later than five years from the date of approval.
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No part of this publication may be reproduced in any form, in an electronic retrieval system or otherwise, without
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Introduction

NOTE Compliance with this standard may require use of an invention covered by patent rights.

By publishing this standard, no position is taken with respect to the validity of this claim or of any patent rights in connection
therewith. The patent holder has, however, filed a statement of willingness to grant a license under these rights on reasonable
and nondiscriminatory terms and conditions to applicants desiring to obtain such a license. Details may be obtained from the
standards developer.

Rapid advances in computer systems and networking allow institutions to record, store, and retrieve vast amounts
of consumer data with more speed and efficiency than ever before. These advances enable businesses to
acquire and process consumer data in ways that were previously out of reach to many businesses due to the cost
or to the specialized knowledge and training necessary to build and use these technologies. Advanced data
processing, storage, collection, and retrieval technology is now available to all sectors of business and
government.

Businesses have access to extremely powerful technology with significantly better price/performance than in the
past. With these new abilities, businesses can effortlessly process information in ways that—intentionally or
unintentionally—impinge on the privacy rights of their customers and partners. These capabilities raise concerns
about the privacy of individuals in these large networked information technology environments. Furthermore,
regulated industries such as financial services, law, and policy now place additional conditions on how personal
information is collected, stored, shared, and used.

Privacy means an individual’s interest in limiting who has access and/or can use their personal information. The
public is concerned that corporations that offer financial services and use highly integrated information systems
will encroach on their privacy rights. The Federal Trade Commission (FTC) has established Fair Information
Practices related to corporate use and management of consumer information. The five principles of Fair
Information Practices are: access, consent, enforcement, notice and security. Furthermore, criminals find these
increasingly massive, complex, interconnected systems attractive targets. As a result, there has been a significant
increase in identity-related fraud. To ensure the safety of personal financial data and to maintain the public’s trust,
institutions must commit to a proactive and aggressive approach to protect and not abuse individual’s privacy.

The financial services community recognizes how important it is to protect and not abuse their customers’ privacy,
not just because it is required by law, but also because as systems are developed or updated there is an
opportunity to enhance business processes and to provide improved services to customers.

There are many ways to ensure that an institution’s privacy policies are consistent with fair information practices,
such as having an external body establish a set of rules, guidelines, or prohibitions. The presence of an external
body may encourage corporations to protect financial information, either to simply comply with the letter of the law
or to enhance their privacy protection in general. New ways of using existing technology and new technologies
bring new or unknown risks. Corporations handling financial information should be proactive in protecting and not
abusing the privacy of their consumers and partners.

One way of addressing privacy and fair information practices proactively is to follow a privacy impact assessment
process, such as the one recommended in this standard. A privacy impact assessment (PIA) is a tool that, when
used effectively, can identify risks and help organizations plan to mitigate those risks. A privacy impact
assessment may be conducted multiple times during the life cycle of an information system.

Privacy issues, as with many risk issues, are best managed when systems are being developed, when issues are
cheaper and easier to remedy. Thus, privacy protection and fair information practices must be integrated into
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these systems during the development life cycle. As the system changes, a privacy impact assessment can
ensure that the privacy risks associated with the system changes are addressed and mitigated as the system
matures. Additionally, the PIA process also can provide assurance that a system complies with applicable laws
and regulations governing customer and consumer privacy.

A PIA process will identify risks associated with:

e a new technology or the convergence of existing technologies (for instance, electronic road pricing, caller
ID, and smart cards);

e the consolidation of business systems and databases that are ultimately used to service customer
transactions

e known privacy-intrusive technology that will be used in new ways (for instance, expanding data matching
or drug testing or installing more video surveillance cameras in public places);

o identity theft, pretexting, and misuse of information for denial of service;
e unauthorized disclosure of nonpublic personal information to nonaffiliated third parties;

e a major endeavor or change in practice that may have significant effects on privacy; and will identify
strategies to minimize those risks.

This Privacy Impact Assessment Standard provides common requirements for the PIA Process and a number of
Informative Annexes in support of common privacy impact assessment (PIA) process to help corporations that
handle financial information to identify applicable privacy enhancing technologies for use with or in their systems
and to consider the risks, costs, and benefits of using these technologies versus using other technologies or using
none at all.

In many cases, a privacy impact assessment report that accompanies a PIA can allay privacy risk concerns
associated with business systems. The reports will also assist in other endeavors that propose to use the same
business systems (or a variant). In later years, this PIA report may also be used to re-evaluate the proposed
financial system (PFS) and to ensure that the design and operation of the business system remains within the
original guidelines intended to protect consumer privacy.

A high quality PIA can significantly help to protect privacy. However, a PIA is most beneficial when the process is
undertaken by competent and credible people and the process itself demonstrates integrity throughout. This
involves a systematic process carried out by a team with knowledge of the particular business system(s), and its
objectives, technologies, and compliance requirements.
A PIA is not a substitute for the legal protection of privacy and the granting to individuals of enforceable
entittements. The process should fit with whatever policy or process method a control has. If there is a data
protection or privacy law in place, the PIA will help to ensure that:

¢ individual entittlements are not undermined

e agencies are helped to comply with the law

e regulatory agencies are informed enough to make decisions

e existing and future national identification and authentication initiatives are leveraged to reduce identity
theft
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Suggestions for the improvement or revision of this standard are welcome. Send suggestions to the X9
Committee Secretariat, Accredited Standards Committee X9, Inc., Financial Industry Standards, P.O. Box 4035,
Annapolis, Maryland, 21403, USA.
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1 Scope

This standard recognizes that a Privacy Impact Assessment (PIA) is an important management tool that
should be used within an organization or by third parties to identify and mitigate privacy issues and risks
associated with processing consumer data using automated, networked information systems. This PIA
Standard scope:

e provides references to educate the reader on privacy topics and financial privacy in particular
e describes the privacy impact assessment activity, in general

e defines the common components of a PIA regardless of business system affecting financial
institutions, and

e explains how to improve the quality of business-system specific PIAs

A privacy impact assessment (PIA) is different than a privacy compliance audit. A compliance audit
determines an institution’s current level of compliance with the law and identifies steps to avoid future non-
compliance with the law. While there are similarities between PIAs and privacy compliance audits, in that
they use some of the same skills and that they are tools used to avoid breaches of privacy, the primary
concern of a compliance audit is to just meet the requirements of the law, whereas a PIA should delve
much further to identify ways to optimally safeguard privacy. Note: Some laws (e.g. the Gram Leach Bliley
act (GLB) address both financial privacy rules and financial security guidelines. X9.99 addresses the
privacy aspects, but does not address the security aspects (e.g. the implementation of an information
security program (ISP)).

This standard recognizes that the choices of system development and risk management procedures are
business decisions and as such, the business decision makers must be informed in order to make
educated decisions for their institutions. This standard provides a privacy impact assessment structure
(e.g., common PIA components, definitions, and informative annexes) for institutions that handle financial
information who are seeking to use a PIA as a tool to plan for and to manage privacy issues within
business systems that they consider to be vulnerable.
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