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Foreword

The widespread use of cryptography to protect financial fransactions from fraud has
led to a need for a standard set of terms, acronyms and notation conventions, with
which to communicate among the parties involved in transaction processing. This
guideline has been prepared to address that need. The focus is on the most
commonly used terms related to personal identification number (PIN) encryption
and verification, data authentication and encryption, and the cryptographic keys
used to perform those functions.

This guideline was prepared by Accredited Standards Committee X9 ~ Financial
Services.

Suggestions for the improvement or revision of this standard are welcome.
They should be sent to Accredited Standards Committee X9, Inc., P.O. Box
4035, Annapolis, Maryland, 21403, USA.
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TECHNICAL GUIDELINE

X9/TG-4,1993

Recommended Notation for
DEA Key Management in Retail
Financial Networks —

Guideline
1 Scope and purpose
1.1 Scope

The aspects of transaction security covered in-
clude PIN encryption and verification, data
authentication and encryption, and cryptographic
key management, using the American National
Standards Institute Data Encryption Algorithm
(DEA).

This document does not address how the ele-
ments of this vocabulary are used in security tech-
nigues. See Section 2, References, for
information on the use of the DEA in security
techniques.

1.2 Purpose

It is the purpose of this document to establish a
framework for a common vocabulary which can be
used to describe retail financial transaction secu-
rity, specifically cryptographic security, based on
the use of secret keys.

2 References

The reader is referred to the following publications
for information on the use of cryptography in finan-
cial transaction processing:

ANSI X3.92-1987, Data Encryption Algorithm
(DEA)

ANSI X3.106—-1983, Modes of DEA Operation

ANSI X9.8-1991, Personal Identification Number
(PIN) Management and Security

ANSI X9.19-1986, Financial Institution Retail
Message Authentication

ANSI X9.24-1992, Financial Services Retail Key
Management

ANS! X9.17-1991, Financial Institution Key Man-
agement (Wholesale)

ANSI X9.8~1886, Financial Institution Message
Authentication (Wholesale)

3 Document organization

The remainder of this document is divided into two
sections:

—  Section 4 defines a set of acronyms to
represent different cryptographic key types.

- Section 5 defines notation conventions to
use in the description of various crypto-
graphic and key management processes.

4 Acronyms for cryptographic
keys
4.1 General

Presented below is a system of acronyms for use
in the representation of classes of cryptographic
keys. The acronyms used for representing key
types can be as few as two, and as many as four
tetters in length, depending on how broad or how
specific the reference to the key type needs to be.
Some users may never need more than a two-let-
ter acronym, and some may require four-letter
acronyms, depending on the complexity or level of
detail desired.

Also included are hyphenated acronyms. Thisis a
special class of acronyms used only with key-en-
crypting keys, for the purpose of specifying the
type of key encrypted. Hyphenated acronyms can
be greater than four letters in length.

4.2 First position

All cryptographic key acronyms begin with upper
case "K" in the first position.

4.3 Second position

The second position classifies the key as follows:

K -  key-encrypting

P - PIN-related

D -  non-PIN data encryption
A - authentication

The following two-letter acronyms may be used to
represent keys where only their broadest func-
tional classification needs to be communicated:

KK - key-encrypting key
KP - PIN-related key
KD -  non-PIN data encryption key

KA

authentication key
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