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INFORMATION SECURITY X9/TG-5,1992 

Information Security 
Guideline for Financial 
Institutions 

1 introduction 

1.1 Scope and purpose 

This document presents an information security 
program structure together with a guideline which 
defines accepted prudent business practice. 
Adoption of this guideline will result in a more 
uniformly secure banking system. Recognizing 
that information security demands can vary greatly 
from institution to institution, or from application to 
application, flexibility was built into this document. 
Where appropriate, this document references and 
is consistent with existing standards. 

While many of the controls described in this docu- 
ment represent powerful tools for implementing 
information security, the ultimate strength of any 
information security program derives from a dili- 
gent work force. Special attention to “human is- 
sues” should be part of any information security 
program. 

While financial institutions have many diverse se- 
curity concerns, this document addresses only 
information security. Other security issues are 
discussed only when they are related to informa- 
tion security. 

This document focuses on business practices of 
the financial industry. Care has been taken to 
balance business concerns against the require- 
ments of sound security practice. 

1.2 Application 

This document is intended for use by financial 
institutions of all sizes and types that wish to 
employ a prudent and commercially reasonable 
information security program. It is also useful to 
providers of service to financial institutions. 

This document may also serve as a source docu- 
ment for educators and publishers serving the 
financial industry. 

1.3 Note on definitions 

This document uses terms familiar to information 
security practitioners. However, some of these 
terms, such as audit and ri&, may not confer the 

same meaning to security practitioners and finan- 
cial experts. A Glossary is included in this docu- 
ment. 

2 References 

2.1 Standards referenced in text: 

Personal Identification Number (PIN) Managment 
and Security-X9.8 

Financial Services Retail Key Management - 
x9.24 

Financial Institution Retail Message Authentica- 
tion -X9.19 

Guideline for Understanding and Designing 
Checks - X9/TG-2 

Financial Institution Message Authentication 
(Wholesale) -X9.9 

Financial Institution Key Management (Whole- 
sale) -X9.17 

Encryption of Wholesale Financial Messages - 
x9.23 

Financial Institution Sign-On Authentication for 
Wholesale Financial Transactions - X9.26 

2.2 Regulations referenced in text: 

Export Administration Regulations, 15 CFR 768- 
799. 

international Trade in Arms Regulations, 22 CFR 
120, et seq. Office of the Comptroller of the Cur- 
rency: 

Banking Circular 5C 229, subject: Information Se- 
curity 

Banking CircularBC226, subject: End-User Com- 
puting 

Banking Circular BC 787, subject: Financial Infor- 
mation on Data Processing Servicers 

Banking Circular BC 177, subject: Corporate Con- 
tingency Planning 

Banking Circular BC 119, subject: “Remote” or 
“Off-Premise” Backup for Data Processing Files. 

Advisory Letter AL 97-4, subject: Unauthorized 
Access to Customer Accounts. 

Fair Credit Reporting Act, Public Law 91-508 
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