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Foreword

Several emerging X9 standards define data structures, such as certificates, using
Abstract Syntax Notation One (ASN.1). ASN.1 is a language for specifying data
types and values of those types. In this respect, it can be thought of as a
programming language whose syntax allows the definition of complex data struc-
tures. Several sets of encoding rules, for representing instances of these data
structures during communication between two entities, are also defined. For exam-
ple, the Basic Encoding Rules (BER) encodes a data item as a set of three fields:
identifier octets, length octets. and contents octets. Other sets of encoding rules are
optimized for various network environments or other criteria.

This document presents an overview of those ASN.1 mechanisms used by the X9
standards. The references below cite the base standards and other useful docu-
ments dealing with ASN.1. It is suggested that protocol designers use ASN.1 to
specify data types, and use the standard encoding rules to convey these data types
in an open systems environment.

This is a tutorial document designed to familiarize the reader of other X9 standards
with ASN.1 to a sufficient degree as to be able to understand the notation used in
those standards, without requiring the reader to obtain and read the international
standards covering ASN.1. In the event of contradictions between this guideline and
the international standards, the latter are always to be used as the authoritative

document.

Suggestions for the improvement or revision of this standard are welcome.
They should be sent to Accredited Standards Committee X9, Inc., P.O. Box
4035, Annapolis, Maryland, 21403, USA.
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TECHNICAL GUIDELINE

X9/TG-8-1985

Abstract Syntax Notation
& Encoding Rules for
Financial Industry
Standards

1 Introduction

Several emerging ANSI X9 standards define data
structures, such as certificates, using Abstract
Syntax Notation One (ASN.1). ASN.1 is a lan-
guage for specifying data types and vaiues of
those types. in this respect, it can be thought of as
a programming language whose syntax allows the
definition of complex data structures. Several sets
of encoding rules, for representing instances of
these data structures during communication be-
tween two entities, are also defined. For example,
the Basic Encoding Rules (BER) encodes a data
item as a set of three fields: identifier octets, length
octets. and contents octets. Other sets of encod-
ing rules are optimized for various network envi-
ronments or other criteria.

1.1 Scope and organization

This document presents an overview of those
ASN.1 mechanisms used by the X9 standards.
The references below cite the base standards and
other useful documents dealing with ASN.1. It is
suggested that protocol designers use ASN.1 to
specify data types, and use the standard encoding
rules to convey these data types in an open sys-
tems environment. This document suggests sev-
eral other encoding mechanisms for use in 7-bi
ASCIl and other environments which do not sup-
port transparent 8-bit communication. Regardless
of the communications environment (and encod-
ing scheme), the emphasis of the document is on
using ASN.1 as a specification tool.

Section 2 of this document defines the syntax used
to specify ASN.1 types. Section 3 defines some
extensions to the basic type notation. Section 4
presents one set of encoding rules (the Basis
Encoding Rules (BER)), and discusses some
other encoding rules. Section 5 presents some
examples, and Section 6 lists references used in
the preparation of the guideline.

The intent of this document is to describe the use
of ASN.1 as a specification tool, to a sufficient level

of detail to understand the types defined in the X9
security standards. Information on representation
schemes is presented to illustrate the require-
ments on encoding schemes which might be de-
veloped by X9, and to aid the reader in evaluating
conformance of ASN.1 compilers and other prod-
ucts to the base standards (see references 2-6).
This document is not meant to be the sole source
used to implement such ASN.1 tools, however.
Implementors should obtain the base standards,
as this document does not present all features of
ASN.1 to a sufficient level of detail for implemen-
tation.

1.2 History

X.409 was developed by CCITT in 1984 for use in
the X.400 Message Handling System (MHS).
Other Open Systems interconnect (OS) applica-
tion protocol designers quickly recognized that the
tanguage defined in X.409 had much wider appli-
cation than just

MHS, so X.409 was restructured into X.208
(ISO/IEC 8824) and X.209 (ISO/IEC 8825) and
moved to the X.200 series of Recommendations
in 1988, and a number of useful features were

added.

in 1992, several alternative sets of encoding rules
were defined, the type notation was extended to
allow parameterized types, and the macro notation
defined in X.208 was replaced with tools for defin-
ing classes of information objects.

Most QS| application protocols now use ASN.1 for
both data structure definition (abstract syntax, in
OSI terminclogy) and encoding for transmission
{transfer syntax); these include:

» Network Management (X.700),
« Directories (X.500),

» Message Handling (X.400), and
« File Transfer.

1.3 Terminology

A type is a named set of values (possibly uniimited
in size}. The structure of a value is determined by
its type specification. ASN.1 defines a number of
primitive types, e.g., integers and bit strings. New
data types are defined by combining a small
number of these primitive types in various ways
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