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Foreword

Publication of this Technical Report that has been registered with ANSI has been approved by the
Accredited Standards Committee X9, Incorporated, P.O. Box 4035, Annapolis, MD 21403. This
document is registered as a Technical Report according to the “Procedures for the Registration of
Technical Reports with ANSI.” This document is not an American National Standard and the material
contained herein is not normative in nature. Comments on the content of this document should be
sent to: Attn: Executive Director, Accredited Standards Committee X9, Inc., P.O. Box 4035,
Annapolis, MD 21403.

Published by

Accredited Standards Committee X9, Incorporated
Financial Industry Standards

P.O. Box 4035

Annapolis, MD 21403 USA

X9 Online http://lwww.x9.0rg

Copyright © 2005 ASC X9, Inc.

All rights reserved.

No part of this publication may be reproduced in any form, in an electronic retrieval system or otherwise, without
prior written permission of the publisher. Published in the United States of America.
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Introduction

The retail financial transactions industry has in the past lacked an interoperable method for secure key exchange.
While this has always been an issue, the planned move to Triple DEA (TDEA) encryption has made this issue
more acute, as methods for the secure exchange of TDEA keys are non-obvious. This Technical Report is
intended to give the reader an implementation that meets the requirements for secure key management as set
forth in ANS X9.24 Retail Financial Services Symmetric Key Management Part 1: Using Symmetric Techniques.

NOTE The user's attention is called to the possibility that compliance with this technical report may require use
of an invention covered by patent rights.

By publication of this technical report, no position is taken with respect to the validity of this claim or of any patent
rights in connection therewith. The patent holder has, however, filed a statement of willingness to grant a license
under these rights on reasonable and nondiscriminatory terms and conditions to applicants desiring to obtain such
a license. Details may be obtained from the standards developer.

Suggestions for the improvement or revision of this Technical Report are welcome. They should be sent to the X9
Committee Secretariat, Accredited Standards Committee X9, Inc., Financial Industry Standards, P.O. Box 4035
Annapolis, MD 21403 USA.

This Technical Report was processed and approved for registration with ANSI by the Accredited Standards
Committee on Financial Services, X9. Committee approval of this Technical Report does not necessarily imply
that all the committee members voted for its approval.

The X9 committee had the following members:
Gene Kathol, X9 Chairman

Vincent DeSantis, X9 Vice-Chairman

Cynthia Fuller, Executive Director

Isabel Bailey, Managing Director
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TR-31 2005

Interoperable Secure Key Exchange Key Block Specification for
Symmetric Algorithms

1 Scope

This document describes a method consistent with the requirements of ANS X9.24 Retail Financial Services
Symmetric Key Management Part 1 for the secure exchange of keys and other sensitive data between two
devices that share a symmetric key exchange key. This method may also be used for the storage of keys under a
symmetric key. This method is designed to operate within the existing capabilities of devices used in the retail
financial services industry.

This document is not a security standard and is not intended to establish security requirements. It is intended
instead to provide an interoperable method of implementing security requirements and policies.

2 References

The following referenced documents are indispensable for the application of this document. For dated references,
only the edition cited applies. For undated references, the latest edition of the referenced document (including any
amendments) applies.

1. ANS X9.24 Retail Financial Services Symmetric Key Management Part 1: Using Symmetric Techniques:
2004

2. ANS X9.24 Retail Financial Services Symmetric Key Management Part 2: Using Asymmetric Techniques
for the Distribution of Symmetric Keys; (draft)

3. ANS X3.92 Data Encryption Algorithm (DEA)
4. ANS X9.52:1998 Triple Data Encryption Algorithm Modes of Operations

5. 1SO 9797 Information technology -- Security techniques -- Message Authentication Codes (MACs) -- Part
1: Mechanisms using a block cipher: 1999

6. ANS X9 TG 3 PIN Security Compliance Guideline
7. ANS X9 TG 7 Initial DEA Key Distribution for PIN Entry and Transaction Originating Devices Guideline

8. IS0 16609-2004, Banking — Requirements for message authentication using symmetric techniques
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