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Foreword

Approval of an American National Standard requires verification by ANSI that the requirements for due process,
consensus, and other criteria for approval have been met by the standards developer.

Consensus is established when, in the judgment of the ANSI Board of Standards Review, substantial agreement
has been reached by directly and materially affected interests. Substantial agreement means much more than a
simple maijority, but not necessarily unanimity. Consensus requires that all views and objections be considered,
and that a concerted effort be made toward their resolution.

The use of American National Standards is completely voluntary; their existence does not in any respect preclude
anyone, whether he has approved the standards or not from manufacturing, marketing, purchasing, or using
products, processes, or procedures not conforming to the standards.

The American National Standards Institute does not develop standards and will in no circumstances give an
interpretation of any American National Standard. Moreover, no person shall have the right or authority to issue an
interpretation of an American National Standard in the name of the American National Standards Institute.
Requests for interpretation should be addressed to the secretariat or sponsor whose name appears on the title
page of this standard.

CAUTION NOTICE: This American National Standard may be revised or withdrawn at any time. The procedures
of the American National Standards Institute require that action be taken to reaffirm, revise, or withdraw this
standard no later than five years from the date of approval.
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Introduction

The protection of the integrity/authenticity of confidential data is often important and sometimes crucial to the
security of an information system. However, the interaction of an encryption algorithm with a separate
authentication algorithm can lead to unexpected vulnerabilities; see Ref. [5], for example. Therefore, recent
years have seen the development of dedicated, single mechanisms for authenticated encryption. This Standard
specifies several such mechanisms, called key wraps, that are intended for the protection of cryptographic keys
and other specialized data, whether in storage or in transport.

For general use, this Standard specifies a particularly robust mechanism that is based on the AES algorithm; an
analogue based on the Triple Data Encryption Algorithm (TDEA) is also specified. The conservative security of
these mechanisms comes with a corresponding cost in performance. The rationale for this design choice is that
the protection of keys is paramount, and in many systems the extra overhead for their management can be
tolerated.

In addition, this Standard specifies two other key wrap mechanisms that are based on TDEA. One of them is
specified to support the S/MIME protocol of the IETF. The other is tailored to the needs of particular legacy
systems in the financial services industry.

NOTE The user's attention is called to the possibility that compliance with this standard may require use of an
invention covered by patent rights.

By publication of this standard, no position is taken with respect to the validity of this claim or of any patent rights
in connection therewith. The patent holder has, however, filed a statement of willingness to grant a license under
these rights on reasonable and nondiscriminatory terms and conditions to applicants desiring to obtain such a
license. Details may be obtained from the standards developer.

Suggestions for the improvement or revision of this Standard are welcome. They should be sent to the X9
Committee Secretariat, Accredited Standards Committee X9, Inc., Financial Industry Standards, 1212 West
Street, Suite 200, Annapolis, MD 21401 USA.

This Standard was processed and approved for submittal to ANSI by the Accredited Standards Committee on
Financial Services, X9. Committee approval of the Standard does not necessarily imply that all the committee
members voted for its approval.

The X9 committee had the following members:
James Shaffer, X9 Chairman

Vincent DeSantis, X9 Vice-Chairman
Cynthia Fuller, Executive Director
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Symmetric Key Cryptography for the Financial Services Industry
—Wrapping of Keys and Associated Data

1 Scope
This Standard specifies four key wrap mechanisms based on ASC X9-approved symmetric key block ciphers

whose block size is either 64 bits or 128 bits. The key wrap mechanisms can provide assurance of the
confidentiality and the integrity of data, especially cryptographic keys or other specialized data.

2 Conformance

An implementation of the following mechanisms for authenticated encryption may claim conformance with this
Standard:

— AESKW (Clause 7.1)

— TDKW (Clause 7.2)

— AKW1 (Clause 7.3)

— AKW?2 (Clause 7.4)

— CCM (normative reference [3.6] below).

An implementation of AKW2 may only claim conformance with this Standard in conjunction with TR-31 [3.1].

3 Normative references

The following referenced documents are indispensable for the application of this document. For dated references,
only the edition cited applies. For undated references, the latest edition of the referenced document (including any
amendments) applies.

[3.1] Accredited Standards Committee X9, Incorporated, TR-31—2005: Interoperable Secure Key Exchange
Key Block Specification for Symmetric Algorithms.

[3.2] ANS X9.24 Retail Financial Services Symmetric Key Management Part 1: Using Symmetric
Techniques: 2004.

[3.3] FIPS Publication 197, Advanced Encryption Standard (AES), U.S. DoC/NIST, November 26, 2001; ASC
X9 Registry 00002.
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