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Abstract

This standard is a model for organizations to use when developing a leadership function to provide a comprehensive, integrated
and consistent security/risk strategy to contribute to the viability and success of the organization. It is structured at a high level,
although specific considerations and responses are also addressed for deliberation by individual organizations based on
identifiable risk assessment and requirements, intelligence, and assumptions.
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NOTICE AND DISCLAIMER

The information in this publication was considered technically sound by the consensus of those who engaged in the
development and approval of the document at the time of its creation. Consensus does not necessarily mean that there is
unanimous agreement among the participants in the development of this document.

ASIS International standards and guideline publications, of which the document contained herein is one, are developed through
a voluntary consensus standards development process. This process brings together volunteers and/or seeks out the views of
persons who have an interest and knowledge in the topic covered by this publication. While ASIS administers the process and
establishes rules to promote fairness in the development of consensus, it does not write the document and it does not
independently test, evaluate, or verify the accuracy or completeness of any information or the soundness of any judgments
contained in its standards and guideline publications.

ASIS is a volunteer, nonprofit professional society with no regulatory, licensing or enforcement power over its members or
anyone else. ASIS does not accept or undertake a duty to any third party because it does not have the authority to enforce
compliance with its standards or guidelines. It assumesno duty of care to the general public, because its works are not obligatory
and because it does not monitor the use of them.

ASIS disclaims liability for any personal injury, property, or other damages of any nature whatsoever, whether special, indirect,
consequential, or compensatory, directly or indirectly resulting from the publication, use of, application, or reliance on this
document. ASIS disclaims and makes no guaranty or warranty, expressed or implied, as to the accuracy or completeness of any
information published herein, and disclaims and makes no warranty that the information in this document will fulfill any
person’s or entity’s particular purposes or needs. ASIS does not undertake to guarantee the performance of any individual
manufacturer or seller’s products or services by virtue of this standard or guide.

In publishing and making this document available, ASIS is not undertaking to render professional or other services for or on
behalf of any person or entity, nor is ASIS undertaking to perform any duty owed by any person or entity to someone else.
Anyone using this document should rely on his or her own independent judgment or, as appropriate, seek the advice of a
competent professional in determining the exercise of reasonable care in any given circumstances. Information and other
standards on the topic covered by this publication may be available from other sources, which the user may wish to consult for
additional views or information not covered by this publication.

ASIS has no power, nor does it undertake to police or enforce compliance with the contents of this document. ASIS has no
control over which of its standards, if any, may be adopted by governmental regulatory agencies, or over any activity or conduct
that purports to conform to its standards. ASIS does not list, certify, test, inspect, or approve any practices, products, materials,
designs, or installations for compliance with its standards. It merely publishes standards to be used as guidelines that third
parties may or may not choose to adopt, modify or reject. Any certification or other statement of compliance with any
information in this document should not be attributable to ASIS and is solely the responsibility of the certifier or maker of the
statement.

All rights reserved. No part of this publication may be reproduced, stored in a retrieval system, or transmitted, in any form or
by any means, electronic, mechanical, photocopying, recording, or otherwise, without the prior written consent of the copyright
owner.
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FOREWORD

The information contained in this Foreword is not part of this American National Standard (ANS) and has not been processed
in accordance with ANSI’s requirements for an ANS. As such, this Foreword may contain material that has not been subjected
to public review or a consensus process. In addition, it does not contain requirements necessary for conformance to the Standard.

ANSI guidelines specify two categories of requirements: mandatory and recommendation. The mandatory requirements are
designated by the word shall and recommendations by the word should. Where both a mandatory requirement and a
recommendation are specified for the same criterion, the recommendation represents a goal currently identifiable as having
distinct compatibility or performance advantages.

About ASIS

ASIS International (ASIS) is the preeminent organization for security professionals, with more than 38,000 members worldwide.
ASIS is dedicated to increasing the effectiveness and productivity of security professionals by developing educational programs
and materials that address broad security interests, such as the ASIS Annual Seminar and Exhibits, as well as specific security
topics. ASIS also advocates the role and value of the security management profession to business, the media, government
entities, and the public. By providing members and the security community with access to a full range of programs and services
and by publishing the industry’s No. 1 magazine — Security Management - ASIS leads the way for advanced and improved
security performance.

The work of preparing standards and guidelines is carried out through the ASIS International Standards and Guidelines
Committees and governed by the ASIS Commission on Standards and Guidelines. An ANSI accredited Standards Development
Organization (SDO), ASIS actively participates in the International Organization for Standardization. The Mission of the ASIS
Standards and Guidelines Commission is to advance the practice of security management through the development of standards and
guidelines within a voluntary, nonproprietary, and consensus-based process, utilizing to the fullest extent possible the knowledge, experience,
and expertise of ASIS membership, security professionals, and the global security industry.

Suggestions for improvement of this document are welcome. They should be sent to ASIS International, 1625 Prince Street,
Alexandria, VA 22314-2818, USA.
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At the time it approved this document, the CSO Standards Committee, which is responsible for the development of this Standard,
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Chief Security Officer — An Organizational Model

1. SCOPE, SUMMARY, AND PURPOSE

1.1 Scope

This model is applicable to the private, public, and not-for-profit sector organizations. The model
provides a structure to evaluate and define the role and necessary aptitude for the security/risk
management function in an organization. It provides a methodology to evaluate and respond to
a dynamic spectrum of threats to tangible and intangible assets on both a domestic and global
basis.

1.2 Summary

This model is presented at a high-level and designed as an organizational guide for the
development and implementation of a strategic security framework. The structure is
characterized by appropriate awareness, prevention, preparedness, and necessary responses to
changes in threat conditions. Specific considerations and responses are also addressed for
deliberation by individual organizations based on identifiable risk assessment, requirements,
intelligence, and assumptions.

1.3 Purpose

This standard is a model for organizations to use when developing a leadership function to
provide a comprehensive, integrated, and consistent security/risk strategy to contribute to the
viability and success of the organization. This model refers to this leadership function as the
senior security executive. Some organizations designate this role/function as the Chief Security
Officer (CSO). The CSO designation is a concept descriptor and not necessarily a
recommendation for the position title. This role/function may be a standalone position or as one
that has been incorporated within an existing senior-level executive's accountability to the
organization's leadership team.

2. NORMATIVE REFERENCES

The following documents contain information which, through reference in this text, constitutes
foundational knowledge for the use of this American National Standard. At the time of
publication the editions indicated were valid. All material is subject to revision and parties are
encouraged to investigate the possibility of applying the most recent editions of the material
indicated below.

ASIS International ANSI. (2008). Chief Security Officer organizational standard. [Online].
Available:
< http://www.asisonline.org/guidelines/guidelineschief.pdf > [2008, October].
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