BS ISO/IEC 10373-3:2018

This is a preview of "BS ISO/IEC 10373-3:2...". Click here to purchase the full version from the ANSI store.

BSI Standards Publication

Identification cards — Test methods

Part 3: Integrated circuit cards with contacts and related interface devices

bsi.


https://webstore.ansi.org/Standards/BSI/BSISOIEC103732018?source=preview

BSISO/IEC 10373-3:2018 BRITISH STANDARD

This is a preview of "BS ISO/IEC 10373-3:2...". Click here to purchase the full version from the ANSI store.

National foreword
This British Standard is the UK implementation of ISO/IEC 10373-3:2018.
[t supersedes BS ISO/IEC 10373-3:2010, which is withdrawn.

The UK participation in its preparation was entrusted to Technical
Committee IST/17, Cards and security devices for personal identification.

A list of organizations represented on this committee can be obtained on
request to its secretary.

This publication does not purport to include all the necessary provisions
of a contract. Users are responsible for its correct application.

© The British Standards Institution 2018
Published by BSI Standards Limited 2018

ISBN 978 0 580 99444 9
ICS 35.240.15

Compliance with a British Standard cannot confer immunity from
legal obligations.

This British Standard was published under the authority of the Standards
Policy and Strategy Committee on 31 August 2018.

Amendments/corrigenda issued since publication

Date Text affected



https://webstore.ansi.org/Standards/BSI/BSISOIEC103732018?source=preview

BSISO/IEC 10373-3:2018

INNTERNATINNAT ISO /TEC

This is a preview of "BS ISO/IEC 10373-3:2...". Click here to purchase the full version from the ANSI store.

Third edition
2018-09-07

Identification cards — Test methods —

Part 3:
Integrated circuit cards with contacts
and related interface devices

Cartes d'identification — Méthodes d'essai —

Partie 3: Cartes a circuit(s) intégré(s) a contacts et dispositifs
d'interface assimilés

Reference number

ISO/IEC 10373-3:2018(E)
e ° ©ISO/IEC 2018



https://webstore.ansi.org/Standards/BSI/BSISOIEC103732018?source=preview

BS ISO/IEC 10373-3:2018
ISO/IEC 10373-3:2018(E)

This is a preview of "BS ISO/IEC 10373-3:2...". Click here to purchase the full version from the ANSI store.

COPYRIGHT PROTECTED DOCUMENT

© ISO/IEC 2018, Published in Switzerland

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized otherwise in any form
or by any means, electronic or mechanical, including photocopying, or posting on the internet or an intranet, without prior
written permission. Permission can be requested from either ISO at the address below or ISO’s member body in the country of
the requester.

ISO copyright office

Ch. de Blandonnet 8 « CP 401
CH-1214 Vernier, Geneva, Switzerland
Tel. +41 22 749 01 11

Fax +41 22 749 09 47
copyright@iso.org

www.iso.org

ii © ISO/IEC 2018 - All rights reserved


https://webstore.ansi.org/Standards/BSI/BSISOIEC103732018?source=preview

BS ISO/IEC 10373-3:2018
ISO/IEC 10373-3:2018(E)

This is a preview of "BS ISO/IEC 10373-3:2...". Click here to purchase the full version from the ANSI store.

Contents Page
FFOT@WOTM ........oooccceesse 8525585858585 vi
1 SCOPI ... 1
2 NOITNATIVE TEECI@INCES .........occccocvvoveieossse st 1
3 Terms and defiNITIONIS ... 1
4 General items applicable to the test Methods...............cci s
4.1 Test environment........
4.2 Pre-conditioning..........
4.3 Selection of test methods........ccccocie,
4.4 Default tolerance ...
4.5 Total measurement uncertainty...................
4.6  Conventions for electrical measurements
4.7 AAPPDATATUS ..o
4.7.1  Apparatus for testing the integrated circuit cards with contacts (card-test-
APPATALULS ) e 3
4.7.2  Apparatus for testing the interface device (IFD-test-apparatus)..........c.. 6
4.7.3  TESE SCEMATIO ..oooo oo

4.8 Relationship of test methods versus base standard requirements

5 Test methods for electrical characteristics of cards with contacts...................cccccccccccccccc
5.1 T4 0L O3cT0 ) s ¥ = Ut OO
51.1 LT3 0 T=) ir= Y

5.1.2  Apparatus..

5.1.3 Procedure......

5.1.4  Testreport

5.2 I/0 contact......ccccc....
52.1 General.....
5022 APPATALUS oo
5.2.3  PIOCEAUIE ...
5.2.4  Testreport.

5.3 CLEK COMTACE ettt
5301 GOIIETAL oo
5.3.2  Apparatus..
5.3.3  Procedure.....
5.314  TOSE TP OTT et

5.4 RIST COMUTACE ...
54.1 General
5.2 APPATALUS oo
514.3  PIOCEAULE ..ot
544  Testreport.

55 SPU (C6) COMTACE oo

6 Test methods for logical operations of cards with contacts..............oe 16

6.1 ADISWET TO TE@SEL ..otttk 16
6.1.1  Cold reset and answer-to-reSet (ATR) ... 16
6.1.2 Warm reset

6.2 TE0 PIOTOCOL ..o
6.2, 1 GEIIETAL ..ot

6.2.2  1/0 transmission timing for T=0 protocol
6.2.3  1/0 character repetition for T=0 protocol

6.2.4 1/0 reception timing and error signalling for T=0 protocol..............cn. 19
6.3 T2 PLOTOCOL e

6.3.1  General

6.3.2  I/0 transmission timing for T=1 Protocol ... 20

6.3.3  1/0 reception timing for T=1 Protocol. ... 21

© I1SO/IEC 2018 - All rights reserved iii


https://webstore.ansi.org/Standards/BSI/BSISOIEC103732018?source=preview

BS ISO/IEC 10373-3:2018
ISO/IEC 10373-3:2018(E)

This is a preview of "BS ISO/IEC 10373-3:2...". Click here to purchase the full version from the ANSI store.

6.3.4  Character Waiting Time (CWT) behaviour...
6.3.5  Card-reaction to IFD exceeding CWT........
6.3.6  Block Guard time (BGT).....ccccoccicis

6.3.7  Block sequencing by the Card ...
6.3.8  Reaction of the card t0 ProtoCol EITOTS ...
6.3.9  Recovery of a transmission error by the card

6.3.10  RESYNCNTIOMIZATION ..o
6.3.11  IFSD NEZOTIATION ...cooriiiieiiieeie ittt
6.3.12  ADBOTtion DY the TFD ...

7 Test methods for physical and electrical characteristics of the IFD ... 29
7.1 Activation of contacts

7% O S €7 4 V=) - | OO
702 APPATATUS ..o
7.1.3  Procedure....
7.1.4  Testreport..
7.2 VCC contact........
7.2.1  General.....
7.2.2  Apparatus.....
72,3 PTOCEAUIE ..ot
724 TOSE TEPOTT oo
7.3 [/0 contact
7.3.1  General
7.3.2 AP PATATUS oo
7.3.3  Procedure.....

7.3.4  Testreport
7.4 CLEK COMEACE ..otk
7% 3 S €Y 4 U= OSSO
7.4.2  Apparatus
7.4.3  Procedure
744  Testreport

7.5 RST contact......cocuee
7.5.1 General.....
7.5.2  Apparatus.....
7.5.3  Procedure.....
7.5.4  Testreport
7.6 SPU (€6) CONTACE ...
7.7 Deactivation Of the CONMTACES ... 35
7.7.1  General ..
7.7.2  Apparatus.....
7.7.3  Procedure.....
7.7.4  Testreport
8 Test methods for logical operations of the IFD ... 36
8.1 Answer to reset
8.1.1  Card reSet (COIA FESEL). ..ot
8.1.2  Card reSet (WAITI TESEL) ..o oo
8.2 B0 5 40 o] o) O
8.2.1  GENETAL.ooo s
8.2.2  1/0 transmission timing for T=0 protocol ...
8.2.3 /0 character repetition for T=0 protocol............coocee
8.2.4 /0 reception timing and error signaling for T=0 protocol...
8.3 TE0 PIOTOCOL et
8.3.1  GEIIETAL e
8.3.2  1/0 transmission timing for T=1 protocol
8.3.3  I/Oreception timing for T=1 protocol............cccne
8.3.4  IFD Character Waiting Time (CWT) behaviour
8.3.5  IFD-reaction to card exceeding CWT...........cccscsn
8.3.6  Block GUArd Time (BGT) .o

iv © ISO/IEC 2018 - All rights reserved


https://webstore.ansi.org/Standards/BSI/BSISOIEC103732018?source=preview

BS ISO/IEC 10373-3:2018
ISO/IEC 10373-3:2018(E)

This is a preview of "BS ISO/IEC 10373-3:2...". Click here to purchase the full version from the ANSI store.

8.3.7  Block sequencing by the IFD ...

8.3.8  Recovery of a transmission error by the IFD

8.3.9  TFSC negotiation ...

8.3.10  ADOItion DY the Card....... s
8.4 IFD — Reaction of the IFD to invalid PCBs

8.4.1  General ...

8.4.2  Apparatus
8.4.3  Procedure
8.4.4  Testreport

BIDIIOGIAPIIY ... 49

© ISO/IEC 2018 - All rights reserved v


https://webstore.ansi.org/Standards/BSI/BSISOIEC103732018?source=preview

BS ISO/IEC 10373-3:2018
ISO/IEC 10373-3:2018(E)

This is a preview of "BS ISO/IEC 10373-3:2...". Click here to purchase the full version from the ANSI store.

Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC]TC 1.

The procedures used to develop this document and those intended for its further maintenance are
described in the ISO/IEC Directives, Part 1. In particular the different approval criteria needed for
the different types of document should be noted. This document was drafted in accordance with the
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the subject
of patent rights. ISO and IEC shall not be held responsible for identifying any or all such patent
rights. Details of any patent rights identified during the development of the document will be in the
Introduction and/or on the ISO list of patent declarations received (see www.iso.org/patents).

Any trade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

For an explanation on the voluntary nature of standards, the meaning of ISO specific terms and
expressions related to conformity assessment, as well as information about ISO's adherence to the
World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see the following
URL: www.iso.org/iso/foreword.html.

This document was prepared by ISO/IEC JTC 1, Information technology, SC 17, Cards and personal
identification.

This third edition cancels and replaces the second edition (ISO/IEC 10373-3:2010), which has been
technically revised. It also incorporates the Technical Corrigendum ISO/IEC 10373-3:2010/Cor 1:2013.

The main changes compared to the previous edition are as follows:

— editorial clarification of scenario 6 (6.3.6.2.3 in the previous edition) with addition of
supported PCB values;

— miscellaneous editorial improvement on e.g. symbols, notes and references.
Alist of all the parts in the ISO 10373 series can be found on the ISO website.

Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html.

vi © ISO/IEC 2018 - All rights reserved


https://www.iso.org/directives
https://www.iso.org/patents
https://www.iso.org/iso/foreword.html
https://www.iso.org/members.html
https://webstore.ansi.org/Standards/BSI/BSISOIEC103732018?source=preview

BSISO/IEC 10373-3:2018

— INTEDNATIONAIL CTANDADD IS0/ C 40272 2.27010(EY

This is a preview of "BS ISO/IEC 10373-3:2...". Click here to purchase the full version from the ANSI store.

Identification cards — Test methods —

Part 3:
Integrated circuit cards with contacts and related
interface devices

1 Scope

This document defines test methods for characteristics of integrated circuit cards with contacts and
related interface devices according to the definition given in ISO/IEC 7816-3. Each test method is
cross-referenced to one or more base standards, which can be ISO/IEC 7810 that defines the information
storage technologies employed in identification card applications.

NOTE Criteria for acceptability do not form part of this document but can be found in the International
Standards mentioned above.

This document defines test methods which are specific to integrated circuit technology with contacts.
ISO/IEC 10373-1 defines test methods which are common to one or more card technologies and other
parts of the ISO/IEC 10373 series define other technology-specific tests.

Test methods defined in this document are intended to be performed separately and independently. A
given card is not required to pass through all the tests sequentially. The test methods defined in this
document are based on ISO/IEC 7816-3.

Conformance of cards and IFDs determined using the test methods defined in this document does not
preclude failures in the field. Reliability testing is outside the scope of this document.

This document does not define any test to establish the complete functioning of integrated circuit cards.
The test methods require only that the minimum functionality be verified. The minimum functionality
is defined as follows.

— Any integrated circuit present in the card continues to show an Answer to Reset response which
conforms to the base standard.

— Any contacts associated with any integrated circuit present in the card continue to show electrical
resistance which conforms to the base standard.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 7816-3:2006, Identification cards — Integrated circuit cards — Part 3: Cards with contacts —
Electrical interface and transmission protocols

3 Terms and definitions
For the purposes of this document, the following terms and definitions apply.

ISO and [EC maintain terminological databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp
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