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Preface

This is the second edition of CSA N290.14, Qualification of digital hardware and software for use in
instrumentation and control applications for nuclear power plants. It supersedes the previous edition
published in 2007 under the title Qualification of pre-developed software for use in safety-related
instrumentation and control applications in nuclear power plants.

This Standard has been expanded to cover a wider range of software qualification applications, and also
covers hardware qualification of digital systems. This Standard establishes a qualification process for
digital instrumentation and control systems and components for use in nuclear power plants and
provides guidance for maintaining qualification once it has been established. This Standard addresses
application-specific qualification. It outlines a set of qualification concerns and failure modes that allow
candidate products to be assessed within the context of their applications. It is intended for this
Standard to be used by the licensees of nuclear power plants, as well as the designers, manufacturers,
and fabricators of nuclear power plant systems and components.

This Standard adopts a selection process for safety categories as provided in other national and
international standards and industry guides. Further guidance on equipment qualification is provided by
other CSA and IEC standards.

This Standard is one of a series of standards on reactor control systems, safety systems, and
instrumentation for nuclear power plants.

The CSA N-Series of Standards provides an interlinked set of requirements for the management of
nuclear facilities and activities. CSA N286 provides overall direction to management to develop and
implement sound management practices and controls, while the other CSA nuclear Standards provide
technical requirements and guidance that support the management system. This Standard works in
harmony with CSA N286 and does not duplicate the generic requirements of CSA N286; however, it may
provide more specific direction for those requirements.

Users of this Standard are reminded that the design, manufacture, construction, commissioning,
operation, and decommissioning of nuclear facilities in Canada are subject to the provisions of the
Nuclear Safety and Control Act and its supporting Regulations.

This Standard was prepared by the Subcommittee on Qualification of Digital Hardware and Software for
Use in Instrumentation and Control Applications for Nuclear Power Plants under the jurisdiction of the
Technical Committee on Reactor Control Systems, Safety Systems, and Instrumentation of Nuclear
Power Plants and the Strategic Steering Committee on Nuclear Standards, and has been formally
approved by the Technical Committee.

Notes:

1) Use of the singular does not exclude the plural (and vice versa) when the sense allows.

2) Although the intended primary application of this Standard is stated in its Scope, it is important to note that it
remains the responsibility of the users of the Standard to judge its suitability for their particular purpose.

3)  This Standard was developed by consensus, which is defined by CSA Policy governing standardization — Code
of good practice for standardization as “substantial agreement. Consensus implies much more than a simple
majority, but not necessarily unanimity”. It is consistent with this definition that a member may be included in
the Technical Committee list and yet not be in full agreement with all clauses of this Standard.

4) To submit a request for interpretation of this Standard, please send the following information to
inquiries@csagroup.org and include “Request for interpretation” in the subject line:

a) define the problem, making reference to the specific clause, and, where appropriate, include an
illustrative sketch;

November 2015 © 2015 Canadian Standards Association 7
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b)  provide an explanation of circumstances surrounding the actual field condition; and

c)  where possible, phrase the request in such a way that a specific “yes” or “no” answer will address the
issue.

Committee interpretations are processed in accordance with the CSA Directives and guidelines governing

standardization and are available on the Current Standards Activities page at standardsactivities.csa.ca.

5)  This Standard is subject to a review within five years from the date of publication. Suggestions for its
improvement will be referred to the appropriate committee. To submit a proposal for change, please send the
following information to inquiries@csagroup.org and include “Proposal for change” in the subject line:

a) Standard designation (number);

b) relevant clause, table, and/or figure number;
c)  wording of the proposed change; and

d) rationale for the change.
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CSA N290.14:15

Qualification of digital hardware and
software for use in instrumentation and
control applications for nuclear power
plants

0 Introduction

The flow map shown in Figure 1 represents the overall series of process steps outlined in this Standard
that will initially qualify and maintain the qualification of a candidate product for use in nuclear power
plants (NPPs).
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Figure 1
CSA N290.14 flow map
(See Clause 0.)

General requirements (Clause 5.0)

Definition and scope (Clause 5.1)
¢ |dentify candidate product boundaries
¢ |dentify candidate product functions
e Describe system interfaces

Categorization of safety function (Clause 5.2)
¢ |dentify safety categorization of candidate product

!

Identify and classify digital items (Clause 6.1)

e Breakdown candidate products into digital items
e Each digital item is classified as:

¢ Pre-developed software;

e Custom software;

¢ Digital hardware; or

e Software engineering tool

!

Candidate product concerns (Clause 6.2)
e Assess concerns identified in Annex A

'

Failure analysis requirements (Clause 6.3)
e Candidate product failure modes shall be identified for Category 1
applications and should use more than one technique
e Candidate product failure modes should be identified for Category 2
and 3 applications

Digital item activities (Clause 6.4)

¢ Qualify each identified digital item of the candidate product
¢ Available qualification methods:

e Recognized program;

e Mature product;

¢ Proof through testing; and

* Preponderance of evidence
e Hardware qualification

!

Qualification evidence and results (Clauses 6.5 and 6.6)
e Document qualification evidence in report
e Conclude qualification of digital items and candidate product

!

Maintaining qualification (Clause 7.0)

¢ |dentify impact of any changes that could render the qualification
report invalid and requalify candidate product if necessary

November 2015 © 2015 Canadian Standards Association 10
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1 Scope

1.1
This Standard defines requirements for the process of qualification of digital hardware and software for
use in instrumentation and control applications for NPPs.

Notes:

1) This Standard applies to individual safety-related programmable digital devices containing software or
programmable logic (e.g., devices such as application-specific integrated circuit (ASICs), complex
programmable logic device (CPLD), and field-programmable gate array (FPGAs)).

2)  This Standard may provide guidance for nuclear facilities other than NPPs, using a graded approach.

1.2

This Standard refers directly to other industry standards for topics related to the categorization of
functions, hardware qualification aspects, and software qualification aspects.

1.3

This Standard does not apply to business systems (e.g., business applications, desktop computers, email,
business networks), analysis software (e.g., scientific, engineering, and safety analysis software), or
passive devices (e.g., wires), unless they are part of a safety-related computing system.

Note: For requirements related to analysis software refer to CSA N286.7.

1.4

Annex E, provides guidance that focuses on activities unique to the integration of a digital item, based
on recent best practice and operating experience.

Note: Refer to CSA N290.12 for integration concerns with respect to human factors.

1.5
This Standard assumes that the candidate product has been previously assessed as functionally suitable
for the proposed application.

Note: Functional suitability is a determination of the degree to which a product can meet the specified
requirements including confirmation that the use of the digital item does not conflict with the requirements of the
application. This Standard is used to qualify the product after this determination is made.

1.6

In this Standard, “shall” is used to express a requirement, i.e., a provision that the user is obliged to
satisfy in order to comply with the standard; “should” is used to express a recommendation or that
which is advised but not required; and “may” is used to express an option or that which is permissible
within the limits of the Standard.

Notes accompanying clauses do not include requirements or alternative requirements; the purpose of a
note accompanying a clause is to separate from the text explanatory or informative material.

Notes to tables and figures are considered part of the table or figure and may be written as
requirements.

Annexes are designated normative (mandatory) or informative (non-mandatory) to define their
application.
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