IEC 61158-6-10

Edition 4.0 2019-06

INTERNATIONAL
STANDARD

colour
inside
Industrial communication networks — Fieldbus specifications —
Part 6-10: Application layer protocol specification — Type 10 elements
INTERNATIONAL
ELECTROTECHNICAL
COMMISSION
ICS 25.040.40; 35.100.70; 35.110 ISBN 978-2-8322-7010-3

Warning! Make sure that you obtained this publication from an authorized distributor.

® Registered trademark of the International Electrotechnical Commission



-2 - IEC 61158-6-10:2019 © IEC 2019

CONTENTS

O T I PP 37
INTRODUGCTION ...ttt et e e e e e e e e e e e e e e et e et e et e e e e anns 39
1 S T oo o 1= 41
1.1 7Y o= = | 41
1.2 SPECITICAtIONS L. 41
1.3 (@70 o1 {0 4= o o7 = 41

2 NOrmative referenNCeS ... ... 42
3  Terms, definitions, abbreviated terms, symbols and conventions ..............ccc.coviiinnn. 45
3.1 Referenced terms and definitions.........coooiiiiiiii 45
3.1.1 ISO/IEC 74981 18IS . ittt et e e e et e e e e eens 45
3.1.2 [SO/IEC 8822 1M S . it iieii ettt e e e e e eees 45
3.1.3 1O = O S E ey R I (=T o o - TP 45
3.1.4 ISO/EC 9545 t0IMS . it e e e e e eaes 45

3.2 Terms and definitions for decentralized periphery .........cccooiiiiiiiiiiiiie, 46
3.3 Abbreviated terms and SymboISs ... 54
3.3.1 Abbreviated terms and symbols for media redundancy ...............ccccoceeinennnn. 54
3.3.2 Abbreviated terms and symbols for decentralized periphery........................... 54
3.3.3 Abbreviated terms and symbols for Services ..........cooviiiiiiiiiiii 58
3.3.4 Abbreviated terms and symbols for IEEE 802.1Q........coocoiiiiiiiiiiiii, 58
3.3.5 Abbreviated terms and symbols for IETF RFC 2474 ........cccoiiiiiiiiiiiiiiieeen, 58
3.3.6 Abbreviated terms and symbols for IETF RFC 4291 ..........ccooiiiiiiiiieen, 58

3.4 L@ 0T 0LV 014 To T o 1< 58
3.4.1 LTy aT=T =T oTo] o [o1=T o) SRR 58
3.4.2 Conventions for decentralized periphery .......ccccooeiiiiiiiiiiiii e 58
3.4.3 Conventions used in state machines............... 67

4  Application layer protocol specification for common protocols............ccccoeiiiiiiiiiiinennn.. 72
4.1 FAL sSyntax desCription. ... 72
4.1.1 DLPDU abstract syntax reference.........cccovveiiiiiiiiiiiiieeecee e, 72
4.1.2 D ata LY P S it 74

4.2 TrANST O SYNEAX cu ittt 75
4.2.1 Coding of basic data types ..o 75
4.2.2 Coding section related to common basic fields .............cooooiiiiiiiiiiien 83

4.3 Discovery and basic configuration.............cc.oooiiii i, 94
4.3.1 DCP syntax desCriplion .......couiiuiii e 94
4.3.2 DCP protocol state Machings..........coouiiiiiiii e 122
4.3.3 DLL Mapping Protocol Machines. ..o 139

4.4 Precision working time CONtrol ... 140
4.4.1 FAL syntax descCription ..o 140
4.4.2 AP-Context state machine ... ... 151
4.4.3 FAL Service Protocol Machines .........cooouiiiiiiiiiiiiii e 151
4.4.4 Application Relationship Protocol Machines.............coooiii 152
445 DLL Mapping Protocol MacChinesS........cc.voviiiiiii e 215

4.5 Time SYNChroNIZAtION ....ouni e 215
4.5.1 GBIl L.t 215
4.5.2 L€ o] o= 1 10 1= T PP 216
4.5.3 WOTrKINGCIOCK ... 216

4.6 Media redUNAANCY .....oeiii e et 217



IEC 61158-6-10:2019 © IEC 2019 -3-

4.6.1 Media redundancy and loop prevention..........c.ccoiiiiiiii i 217
4.6.2 Seamless media redundanCy .........ooouiiiiiiiii 220
4.7 Real tiMeE CYCHC...un it 220
4.7.1 FAL syntax descCription .......cooouiiii e 220
4.7.2 FAL transfer SYNTaX ... 221
4.7.3 FAL Service Protocol Machines .........cooouiiiiiiiiiiiiii e 231
4.7.4 Application Relationship Protocol Machines.............cooo i 231
4.7.5 DLL Mapping Protocol MacChines........cc.oeiiiiiiiiiii e 249
4.8 Real timME @CYCIIC . i e e 249
4.8.1 RTA syntax desCriplion ... oo 249
4.8.2 RTA transfer SYNtaX . ....oouiiiiii e e 250
4.8.3 FAL Service Protocol Machines ... 254
4.84 Application Relationship Protocol Machines...........cccooiiiiiiiiiiiiiceeen, 254
4.8.5 DLL Mapping Protocol MacChines........cc.voviiiiiiiiiee e 269
4.9 Fragmentation. ... ..o 269
4.9.1 L= a1 = Y PPN 269
4.9.2 FRAG syntax descCription ..o 272
4.9.3 FRAG transfer SYNtaX ......oouiiiiiiiie e 273
494 FAL Service Protocol Machines ... 275
4.9.5 Application Relationship Protocol Machines..............oooiii 275
4.9.6 DLL Mapping Protocol MacChinesS........cc.ooviiiiiiii e 275
4.10 Remote procedure Call..........ooii e 286
4.10.1 L= a1 = Y PPN 286
4.10.2 RPC syntax descCriplion .......co.uiiiiiiii e 286
4.10.3 RPC Transfer SYNTaX ....cc.iiuiiiii et eas 288
4.10.4 FAL Service Protocol Machines ..........cooouiiiiiiiiiii e 304
4.10.5 Application Relationship Protocol Machines.............coooi i 304
4.10.6 DLL Mapping Protocol MacChinesS.........c.oeviiiiiiiiee e 305
411 LinK l@Yer iSCOVETY ...ttt ettt ees 305
4.11.1 GBIl L.t 305
4.11.2 FAL common syntax desScCriplion .........ooouiiiiiii e 305
4.11.3 LLDP transfer SYNtax ..o 307
4.11.4 FAL Service Protocol Machines ..........cooouiiiiiiiiiiiiii e 317
4.11.5 Application Relation Protocol Machines ... 317
4.11.6 DLL Mapping Protocol MacChinesS........cc.voviiiiiii e 317
4.12  Bridges and End Stations....... ... 317
4.12.1 LY o =T Y 317
4.12.2 11700 = PP 318
4.12.3 Traffic Shaping ... 333
4.12.4 Bridge eXIENSIONS c..iei 334
4.12.5 QuUEUEHANAIET ... 335
4.12.6 FAL Service Protocol Machines .........cooouiiiiiiiiiiiiii e 335
4.12.7 Application Relation Protocol Machines ............ccooiiiiiii i 335
4.12.8 DLL Mapping Protocol Machines. ..o 335
B3 P SUITE it 374
4.13.1 L@ AT T 1 374
4.13.2 IP/UDP syntax descCription .........ooiiiiiiii e 374
4.13.3 IP/UDP transfer SYNtax ... 375
4.13.4 AR P 378



-4 - IEC 61158-6-10:2019 © IEC 2019

4.14  DoMain NAME SY S M .. i 380
4.14 .1 LY o =T - Y 380
4.14.2 Primitive definitions ... ..o 380
4.14.3 DNS state transition diagram ..........cooooiiiiii i 381
4.14.4 State machine description ... 381
4.14.5 DNS state table ... 381
4.14.6 Functions, Macros, Timers and Variables ..o 381

4.15 Dynamic host configuration ..o 381
4.15.1 L= a1 = Y PPN 381
4.15.2 Primitive definitions ... ..o 382
4.15.3 DHCP state transition diagram...........c.ooiiiii i 382
4154 State machine description ... 382
4.15.5 DHCP state table ... 382
4.15.6 Functions, Macros, Timers and Variables ............coooiiiiiiiii 382

4.16  Simple network management .. ... 383
4.16.1 OV BIVIBW ettt 383
4.16.2 IETF RFC 1213-MIB ..ot e s 383
4.16.3 Enterprise number for PNIO MIB ... 383
4.16.4 MIB Cross refere€nCe ......o.ooeii e 384
4.16.5 Behavior in case of modular built bridges ..o 384
4.16.6 I ) G I 1Y 1 PP 384

4.17 Common DLL Mapping Protocol Machines ... 384
4.17.1 OV BIVIBW .ttt et 384
4.17.2 Data Link Layer Mapping Protocol Machine ..........c..cooiiiiiiiii 385

4.18  Additional definitioNS. .. ..o 390
Application layer protocol specification for decentralized periphery.............ccooviiinn. 390

5.1 FAL syntax desCription. ... e 390
5.1.1 DLPDU abstract syntax reference ..o 390
51.2 APDU abstract syntaX......ccooiiiiii 390

5.2 TrANS O SYNEAX (e it 409
5.2.1 Coding section related to BlockHeader specific fields .............ccooeiiinn. 409
5.2.2 Coding section related to RTA-SDU specific fields..........ccooeeviiiiiiiiinnnn. 424
523 Coding section related to common address fields ..., 429
5.2.4 Coding section related to AL SEIVICES ......ivniiiiiiiiiiiee e 445
5.2.5 Coding section related to ARVendorBIOCK...........ccovvviiiiiiiiiiiiiiceeeeee, 479
5.2.6 Coding section related to PNIOStatus.........ccoooiiiiiiiii e, 481
5.2.7 Coding section related to I&M RecCOrds ..........cccoviiiiiiiiiiicic e, 498
5.2.8 Coding section related to Alarm and Diagnosis PDUS .............ccooveiviiiiiinnenn. 505
5.2.9 Coding section related to upload and retrieval .............ccoooiiiiiiiiiiiie, 527
5.2.10 Coding section related to iParameter...........coooiiiiii i, 527
5.2.11 Coding section related to Physical Device Interface Data ................cc.ce. 528
5.2.12 Coding section related to Physical Device Port Data..............cc.cooeeiiinnnnnn. 528
5.2.13 Coding section related to Physical Device IR Data...........cccoccovviiviiiiiiininenn. 531
5.2.14 Coding section related to Physical Sync Data..............ccoooviiiiiiiiiinee, 554
5.2.15 Coding section related to Isochrone Mode Data..............ccooiiiiiiiiiiiinnnenn. 559
5.2.16 Coding section related to Physical Time Data..............ccoooviiiiiiiiiieeeen, 561
5.2.17 Coding section related to Media Redundancy ............ccoooeviiiiiiiiieieeeen, 564
5.2.18 Coding section related to fiber optics........c.coiiiiiiiii 575

5.2.19 Coding section related to network components ............cocoovviiiiiiiiieeeen, 577



IEC 61158-6-10:2019 © IEC 2019 -5-

5.2.20 Coding section related port statistic.........occoeiiiiiii 578
5.2.21 Coding section related to fast startup..........ccoooiii 581
5.2.22 Coding section related to DFP ..o 583
5.2.23 Coding section related to MRPD ........cooiiiiiii e 587
5.2.24 Coding section related to auto configuration .............c.coiiiiiiii i, 588
5.2.25 Coding section related to controller to controller communication.................. 591
5.2.26 Coding section related to system redundancy .............ccooveiiiiiiiiiiiniineeen, 592
5.2.27 Coding section related to energy saving ........cccooeoviiiiiiiiiec e 595
5.2.28 Coding section related to asset management...............ccoooiiiiiiiiinenen, 595
5.2.29 Coding section related to reporting system ..o, 600
5.2.30 Coding section related to LOgboOK........ccc.oviniiiiii 606
5.2.31 Coding section related t0 TiMe ..o 607
5.2.32 Coding section related to Channel Related Process Alarm Reason.............. 607
5.2.33 PDU CheCKIiNG FUIES .. .eieeiie e 610

5.3 FAL protocol state machines ... ..o e 643
5.3.1 OVverall SITUCTUIE ... 643

5.4 AP-Context state machine........ ..o 645
5.5 FAL Service Protocol Machines ..........coooiiiiiiiii e 645
5.5.1 L@ AT T 1 645
5.5.2 FAL Service Protocol Machine Device ..........cooiiiiiiiiiieeee 645
5.5.3 FAL Service Protocol Machine Controller...........c.ooooiiiiiiiiiiiiii e 654

5.6 Application Relationship Protocol Machines ... 665
5.6.1 Alarm Protocol Machine Initiator ... 665
5.6.2 Alarm Protocol Machine Responder...... ..o 669
5.6.3 DT T - P 673
5.6.4 L0707 01 1o ] | 1= PPN 756

5.7 DLL Mapping Protocol Machines ..o 818
Annex A (normative) Unified establishing of an AR for all RT classes ..........cccooeviiiniinnnnn. 819
A1 L= a1 Y PP 819
A.2 AR e8tabliSNiNg ... 820
A.3 Startup of Alarm transmitter and receiver............o 825
Annex B (normative) Compatible establishing of an AR..........coiiiiiiiii e, 828
Annex C (informative) Establishing of a device access AR ... 831
Annex D (informative) Establishing of an AR (accelerated procedure)............ccooveiiiniiennnen. 832
Annex E (informative) Establishing of an AR (fast startup procedure).............ccccooviiiinni. 835
Annex F (informative) Example of the upload, storage and retrieval procedure .................. 837
Annex G (informative) OSI reference model layers.........cciviiiiiiiiiii e 839
Annex H (informative) Overview of the IO controller and the 10 device state machines...... 840
Annex | (informative) Priority regeneration ..o 842
Annex J (informative) Overview of the PTCP synchronization master hierarchy ................. 843
Annex K (informative) Optimization of bandwidth usage..............coo 845
Annex L (informative) Time constraints for bandwidth allocation .................co.co, 847
Annex M (informative) Time constraints for the forwarding of a frame .........................llL 849
M.1 PN I Pl et e 849
M.2 o] V7= [ e 1] T PRSP 849
Annex N (informative) Principle of dynamic frame packing ..........cc.coooviiiiiiiiiiieee, 851

Annex O (informative) Principle of Fragmentation ... 855



-6 - IEC 61158-6-10:2019 © IEC 2019

Annex P (informative) MRPD - Principle of seamless media redundancy........................... 858
Annex Q (normative) Principle of a RED_RELAY without forwarding information in
B T =T 0 1= D - ) - P 860
Annex R (informative) Optimization for fast startup without autonegotiation ....................... 863
Annex S (informative) Example of a PrmBegin, PrmEnd and AppIRdy sequence................ 866
Annex T (informative) List of supported MIBS..........oouiiiiiiii e, 867
Annex U (informative) Structure and content of BLOB.........ccoooiiiiiiiiiii e 868
Annex V (normative) LLDP EXT MIB ... e 869
Annex W (normative) Cross reference to the IEC 62439-2 ........ccoiiriiiiiiiiiiiiiieeeee, 887
W.1  Cross reference to the IEC 62439-2 ... ... 887
W.1.1 L= a1 = Y PPN 887
W.1.2 T PP 887
W.1.3 INtEIrCONNECHION ... 888
Annex X (normative) Maintaining statistic counters for Ethernet.................. 890
XA L= a1 =Y PP 890
X.2 CoUunting MOGEl... e 890
X.3 Explanation of the IETF RFC defined statistic counters...............c.cooiiiiiiinnnnn. 892
X.4 Value range of the IETF RFC defined statistic counters ..............cooooiiiiiinnn. 893
L= 1 o 1o Yo =Y o 2 17278 S 894
Figure 1 — Common structure of specific fields for octet 1 (high) ..o 60
Figure 2 — Common structure of specific fields foroctet 2...........cooooiiiiiiiii i, 60
Figure 3 — Common structure of specific fields foroctet 3...........cooiiiiiiiiii i, 60
Figure 4 — Common structure of specific fields foroctet 4 ... 61
Figure 5 — Common structure of specific fields for octet 5. 61
Figure 6 — Common structure of specific fields for octet 6...........cc.oeiiiiiiii i, 61
Figure 7 — Common structure of specific fields for octet 7 .........c.coooiiiiiiii i, 62
Figure 8 — Common structure of specific fields for octet 8. 62
Figure 9 — Common structure of specific fields for octet 9. 62
Figure 10 — Common structure of specific fields for octet 10 ..........ccooiiiiiiiii . 63
Figure 11 — Common structure of specific fields for octet 11 ..o, 63
Figure 12 — Common structure of specific fields for octet 12 ... 63
Figure 13 — Common structure of specific fields for octet 13 ..o, 64
Figure 14 — Common structure of specific fields for octet 14 ...........ccoooiiiiiiii i, 64
Figure 15 — Common structure of specific fields for octet 15 ... 64
Figure 16 — Common structure of specific fields for octet 16 (IOW)........c..ooiiiiiiiiiiiiins 65
Figure 17 — Coding of the data type BinaryDate ............ccooiiiiiiiii e, 77
Figure 18 — Encoding of TimeOfDay with date indication value ..................ccooiiiiiiin . 77
Figure 19 — Encoding of TimeOfDay without date indication value ..................cocons 78
Figure 20 — Encoding of TimeDifference with date indication value ................................. 78
Figure 21 — Encoding of TimeDifference without date indication value ............................... 78
Figure 22 — Encoding of @ NetworkTime value ...........oouiiiiiiiii e, 79
Figure 23 — Encoding of NetworkTimeDifference value ... 79

Figure 24 — Encoding of TimeStamp Value ... 80



IEC 61158-6-10:2019 © IEC 2019 -7 -

Figure 25 — Encoding of TimeStampDifference value ............c..ooiiiiiiiii i, 81
Figure 26 — Encoding of TimeStampDifferenceShort value..............ccoooiiiiiii, 82
Figure 27 — FastForwardingMulticastMACAAG ..o 88
Figure 28 — State transition diagram of DCPUCS ... 123
Figure 29 — State transition diagram of DCPUCR ... 127
Figure 30 — State transition diagram of DCPMCS..........ooiiii e 131
Figure 31 — State transition diagram of DCPMCR ... 134
Figure 32 — State transition diagram of DCPHMCS ... 137
Figure 33 — State transition diagram of DCPHMCR ... 139
Figure 34 — PTCP_SequencelD value range .........ocoiiiuiiiiiiiii e 144
Figure 35 — Timescale correspondence between PTCP_Time and CycleCounter ................ 147
Figure 36 — Message timestamp PoOiNt. ... 152
Figure 37 — Timer MOGe] ... ottt e e et e et e eeaaenas 152
Figure 38 — Four message timestamps ... ..o 153
Figure 39 — Line delay protocol with fOlloW Up ........coiiiii 154
Figure 40 — Line delay protocol without fOllowW Up .......cc.oiiiiiiii e 154
Figure 41 — Line delay MeasuUrEmMeENnt ... ..o e e e e 156
Figure 42 — Model parameter for GSDML USQQE .....c.uiiuniiiiiiiiiiie e 158
Figure 43 — Bridge delay measurement.. ... 159
Figure 44 — Delay acCumuUIation ... e e 160
Figure 45 — Worst case accumulated time deviation of synchronization .............................. 161
Figure 46 — Signal generation for measurement of deviation...............co.coiiiiii i, 161
Figure 47 — Measurement of deviation ... 162
Figure 48 — PTCP master sending Sync-Frame without Follow Up-Frame........................... 163
Figure 49 — PTCP master sending Sync-Frame with FollowUp-Frame................cco.cooeiinnnis 163
Figure 50 — IFU Sync Slave Forwarding Sync-Frame .............ccoiiiiiiiiiiii e, 164
Figure 51 — FU Sync Slave Forwarding Sync- and FollowUp-Frame...............ccoooiiiiininnenn. 165
Figure 52 — FU Sync Slave Forwarding Sync- and Generating FollowUp-Frame.................. 166
Figure 53 — Principle of the monitoring of the line delay measurement........................oooilL 167
Figure 54 — State transition diagram of DELAY_REQ .......coooiiiiiiii e 169
Figure 55 — State transition diagram of DELAY_RSP ..., 177
Figure 56 — OVerview Of PT O P .. .. e 181
Figure 57 — State transition diagram of SYN_BMA ... 184
Figure 58 — State transition diagram of SYN_MPSM ..., 193
Figure 59 — State transition diagram of SYN_SPSM........cooiiiii e 199
Figure 60 — State transition diagram of SYNC_RELAY ... 206
Figure 61 — State transition diagram of SCHEDULER ..........coooiiiiiiiii e, 212
Figure 62 — GlobalTime timer Mmodel ... 216
Figure 63 — WorkingClock timer model. ... 217
Figure 64 — Media redundancCy — RiNQ.....coouiiiiiii e 217
Figure 65 — Media redundancy — Interconnection ............coooiiiiiiiii i, 219
Figure 66 — CycleCounter Value Fange ........ouuiiiiiiiiie e 222

Figure 67 — Structure of the CycCleCOUNTEr ..ot e 223



-8 - IEC 61158-6-10:2019 © IEC 2019

Figure 68 — Optimized CycleCounter setting .........ccooiiiiiiiii e 224
Figure 69 — SFCRC16 generation rUle ... 228
Figure 70 — SFCycleCounter value range..........ooouiiiiiii e 229
Figure 71 — Basic structure of a PPM with frame structure ................ooooiiiiiiiiiin 232
Figure 72 — Basic structure of a PPM with subframe structure..................cocoiiiiiii e, 233
Figure 73 — State transition diagram of PPM ... 235
Figure 74 — Basic structure of @ CPM ... 239
Figure 75 — State transition diagram of CPM ..o 241
Figure 76 — Addressing scheme of RT A ... o 251
Figure 77 — Structure of the APM ... 255
Figure 78 — Structure of the APMS ... 256
Figure 79 — State transition diagram of APMS ... ... 258
Figure 80 — Structure of the APMR ... . e 263
Figure 81 — State transition diagram of APMR ... 265
Figure 82 — State transition diagram of FRAG_D .......coiiiiiii e 276
Figure 83 — State transition diagram of FRAG_S........cooiiiiiii e 280
Figure 84 — State transition diagram of DEFRAG ..........oiiiiiiiii e 283
Figure 85 — DLL Maping Protocol Machines (DMPM) ... 317
Figure 86 — Principle traffic flow model of a bridge ..o, 322
Figure 87 — Principle resource model of a bridge .........cooviiiiiiiiiiii e 323
Figure 88 — End station — on port bridge — transmit...........cooiii 328
Figure 89 — End station — on port bridge — reCeive .........coiiiiiiiiiii e 329
Figure 90 — Bridge with End Station ... 330
Figure 91 — Transmit — one port of @ bridge .......cooiiiiiiiii e 330
Figure 92 — Forwarding process — bridge .....ccouieiiiiiiii e 331
Figure 93 — Receive —on port of @ bridge ... 331
Figure 94 — Transmit — Management port.... ... 332
Figure 95 — Receive — Management POrt ... ..o e 333
Figure 96 — State transition diagram of RTC3PSM ........cccoiiiiiiiiiii e 339
Figure 97 — State transition diagram for generating events ............cooiiiiii i, 343
Figure 98 — State transition diagram of RED_RELAY ..., 345
Figure 99 — Scheme of the DFP_RELAY ..o 349
Figure 100 — Scheme of the DFP_RELAY_INBOUND and DFP_RELAY_IN_STORAGE...... 349
Figure 101 — Scheme of the DFP_RELAY_OUTBOUND......ccoiiiiiiiiiiiiii e 350
Figure 102 — State transition diagram of DFP_RELAY ..o 351
Figure 103 — State transition diagram of DFP_RELAY_INBOUND ............cooiiiiiiiiiiiincn 354
Figure 104 — State transition diagram of DFP_RELAY_IN_STORAGE..........ccciiiiiiiiinian.. 358
Figure 105 — State transition diagram of DFP_RELAY_OUTBOUND .........coooiiiiiiiiiiiianes 362
Figure 106 — State transition diagram of MUX ..o 366
Figure 107 — State transition diagram of DEMUX ..........ccoiiiiiiiiii e 371
Figure 108 — State transition diagram of ACCM ... 379
Figure 109 — Structuring of the protocol machines within the DMPM (bridge) ...................... 385

Figure 110 — State transition diagram of LMPM............cooiiiiii e 388



IEC 61158-6-10:2019 © IEC 2019 -9-

Figure 111 — AlarmSpecifier.SequenceNumber value range............ccccceeiiiiiiiiiiiieeeeeeeeens 427
Figure 112 — FrameSendOffset vs. duration of a cycle ..o, 472
Figure 113 — Severity classification of fault, maintenance and normal........................coel. 526
Figure 114 — Calculation principle for @ CYCle........o.iiiiiii e 548
Figure 115 — Calculation principle for the minimum YellowTime ............c.cooiiiiiiiiiiiin e, 549
Figure 116 — Definition of the reserved interval...........coooiii 556
Figure 117 — Toplevel view to the PLL WINAOW ..........cooouiiiiiii e 559
Figure 118 — Definition of PLL WIiNAOW ... ..o 559
Figure 119 — Toplevel view to the time PLL WiNdOW .........ccooiiiiiii e 562
Figure 120 — Definition of time PLL WINAOW ...t 563
Figure 121 — Detection of dropped frames — appear..........cooi i 578
Figure 122 — Detection of dropped frames — disappear .........ccoooviiiiiiiii e 578
Figure 123 — Detection of DFP late error — appear and disappear.........cc.cooeviiieiiiiineennennns 586
Figure 124 — MediaRedundancyWatchDog expired — appear and disappear ..............c........ 588
Figure 125 — EndPoint1 and Endpoint2 scheme — above and below................coooi. 593
Figure 126 — EndPoint1 and Endpoint2 scheme — left and right..................cooo 593
Figure 127 — Relationship among Protocol Machines .........ccccoiiiiiiiiiiie e 643
Figure 128 — State transition diagram of ALPMI ..., 666
Figure 129 — State transition diagram of ALPMR ... ..., 670
Figure 130 — Scheme of the [O device CM ... 674
Figure 131 — State transition diagram of the 1O device CM.............cooiiiiiiiiiie e 676
Figure 132 — State transition diagram of CMDEV ..., 680
Figure 133 — Scheme of the 1O device CM — device aCCess .......ccuvviviiiiiiiiiiiiiiiee e 685
Figure 134 — State transition diagram of CMDEV_DA........coiiiii e 687
Figure 135 — State transition diagram of CMSU ..o 691
Figure 136 — State transition diagram of CMIO ... 696
Figure 137 — State transition diagram of CMRS ... ..., 699
Figure 138 — State transition diagram of CMWRR ..o 702
Figure 139 — State transition diagram of CMRDR ..........c.coiiiiiiii e 707
Figure 140 — State transition diagram of CMSM ..., 709
Figure 141 — State transition diagram of CMPBE ... 713
Figure 142 — State transition diagram of CMDMC ...........cooiiiiiiiii e 718
Figure 143 — State transition diagram of CMINA ... .. 723
Figure 144 — State transition diagram of CMRPC ..., 734
Figure 145 — Intersection and residual amount using different ARUUID.ConfigIDs .............. 740
Figure 146 — Intersection and removed amount using different ARUUID.ConfigIDs ............. 741
Figure 147 — State transition diagram of CMSRL ..o, 742
Figure 148 — Single Input and single Output buffer of CMSRL............cooiiiiiii, 748
Figure 149 — Dynamic reconfiguration with CMSRL..........c.ccoiiiiiiii e 749
Figure 150 — Alarm queue management of CMSRL ..........ccoiiiiiiiiiiii e 750
Figure 151 — Reporting System management of CMSRL ..o, 751
Figure 152 — Primary: Switchover time between two ARs of an ARset................................ 751

Figure 153 — Backup: Switchover time between two ARs of an ARset .............cooiiiiiiinnls 752



-10 - IEC 61158-6-10:2019 © IEC 2019

Figure 154 — State transition diagram of CMSRL_AL .....cooiiiiiiii e 754
Figure 155 — Scheme of the 1O controller CM ... ..o 757
Figure 156 — State transition diagram of the 10 controller CM ... 758
Figure 157 — State transition diagram of CMCTL.........ccooiiiiiiiiiii e 762
Figure 158 — State transition diagram of CTLSM..........coiiiiiiiiii e 769
Figure 159 — State transition diagram of CTLIO ..o 771
Figure 160 — State transition diagram of CTLRDI ........c.oiiiiiiiii e 775
Figure 161 — State transition diagram of CTLRDR.........cccoiiiiiiiiiii e 778
Figure 162 — State transition diagram of CTLRPC .........c.coiiiiiiiii e 782
Figure 163 — State transition diagram of CTLSU ..., 787
Figure 164 — State transition diagram of CTLWRI ..., 792
Figure 165 — State transition diagram of CTLWRR ........ccooiiiiiiiii e 796
Figure 166 — State transition diagram of CTLPBE .........c.c.oooiiiiiiii e 799
Figure 167 — State transition diagram of CTLDINA ... ... i 805
Figure 168 — Automatic NameOfStation assignment............coooiiiiiiii e, 810
Figure 169 — State transition diagram of CTLSRL .........ccooiiiiiiiiii e 812
Figure 170 — Input and Output buffer of CTLSRL .......cooiiiiii e 816
Figure 171 — Input and Output buffer with dynamic reconfiguration ................ccooooiiinnnn. 816
Figure 172 — Alarm queue management of CTLSRL.........cooiiiiii 817
Figure 173 — Alarm queue management with dynamic reconfiguration ................................ 818
Figure A.1 — Establishing of an AR using RT_CLASS_1, RT_CLASS_2 or

RT_CLASS_3 (Initial connection monitoring W/o RT)......couiiiiiiii e 820
Figure A.2 — Establishing of an AR using RT_CLASS_1, RT_CLASS_2 or

RT_CLASS_3 (Connection monitoring with RT) ..., 821
Figure A.3 — Principle of the data evaluation during startup (delayed RED channel
ESTAD IS M ENT) L. e 822
Figure A.4 — Principle of the data evaluation during startup (immediate RED channel

eS8 aD IS M N ) 823
Figure A.5 — Principle of the data evaluation during startup (Special case: Isochronous

LaaToTo LN=T o o] e2=1 o] o 1 RSP 824
Figure A.6 — Startup of Alarm transmitter and receiver without System Redundancy........... 825
Figure A.7 — Startup of Alarm transmitter and receiver with System Redundancy................ 826
Figure A.8 — Startup of Alarm transmitter and receiver during a PrmBegin / PrmEnd /

F N o] o | e LY AT =T LU =Y o o= 827
Figure B.1 — Establishing of an AR using RT_CLASS_3 AR with startup mode “Legacy”..... 829
Figure B.2 — Establishing of an AR using RT_CLASS_1, 2 or UDP AR with startup

paToTo LT I =Y = T PPN 830
Figure C.1 — Establishing of a device access AR ..., 831
Figure D.1 — Accelerated establishing of an IOAR without error ... 833
Figure D.2 — Accelerated establishing of an IOAR with “late” error............coooiiiiiiiiinnnss 834
Figure E.1 — Establishing of an IOAR using fast startup ..............coooiiiiiii i 836
Figure F.1 — Example of upload with storage ..........coooiiiii i, 837
Figure F.2 — Example of retrieval with storage ..o, 838
Figure G.1 — Assignment of the OSI reference model layers ...........coooveiiiiiiiiiiiieeen 839

Figure H.1 — Overview of the IO controller state machines................ccoooiiiiiiiiin 840



IEC 61158-6-10:2019 © IEC 2019 -1 -

Figure H.2 — Overview of the 1O device state machines ..............ccooiiiiiiii i 840
Figure J.1 — Level model for synchronization master hierarchy ...........c..ccooiiiin, 843
Figure J.2 — Two level variant of the synchronization master hierarchy ............................... 844
Figure K.1 — Devices build up in a linear structure ............coooiiiiiiiii e 845
Figure K.2 — Propagation of frames in linear transmit direction ..................cooiiiiiiinnn, 845
Figure K.3 — Propagation of a frames in receive direction ...........cc.ccooiiiiiiiiiinin, 846
Figure L.1 — Overview of time constraints for bandwidth allocation..................................... 847
Figure L.2 — Calculation of the length of a RED period..........cccooviiiiiiiiiii e 847
Figure L.3 — Calculation of the length of a GREEN period............ccooooiiiiiiiiiieee 848
Figure M.1 — [EEE 802.3 definition ..o 849
Figure M.2 — Minimization of bridge delay ..o 849
Figure N.1 — Dynamic frame PacKing ......ccoiiuiiiiiiie e e 851
Figure N.2 — Dynamic frame packing — truncation of outputs...............ccoooiiiiiiiiinin e 852
Figure N.3 — Dynamic frame packing — concatenation of inputs...........c..ccooiiiiiiinn, 852
Figure N.4 — ENd NOAE MOGE ....oiiiiiii e 853
Figure N.5 — DFPFeed definition ..........oiuiiii e 853
Figure O.1 — Principle of fragmentation..............ooiiiiii e 855
Figure 0.2 — Protocol elements of fragments ..., 855
Figure 0.3 — Bandwidth allocation using fragmentation..............ccoooiiii i, 856
Figure 0.4 — Guardian for a fragmentation domain...............ccooiiiiiiii i 856
Figure P.1 — Principle of seamless media redundancy — l/OCR...........cccoiiiiiiiiiiiiiiicnceen 858
Figure P.2 — Principle of seamless media redundancy — MCR.................. 859
Figure P.3 — Principle of seamless media redundancy — Line..........ccocoiiiiiiiiiiiininecee, 859
Figure Q.1 — Generating the FrameSendOffset for a RED_RELAY without forwarding

information in PDIRFrameData ........coouiiiiiiii e 860
Figure R.1 — Scheme of @ 2-port sWitCh ..., 863
Figure R.2 — Scheme Of 2-POrtS ..o 863
Figure S.1 — PrmBegin, PrmEnd and AppIRdy procedure ............ccooviiiiiiiiiiiieieeeeeeeea 866
Figure X.1 — IEEE 802 structure used for statistic counters................coooiiiiiiiiiiiiinin e 891
Figure X.2 — IEEE 802 summary for statistic counters.............coooiiiiiiiiiii e, 892
BLIR=1 o] (= T e @ T 1= Yo Tox (= AP 65
Table 2 — TWO subsequent OCtelS. ... e 66
Table 3 — Four subsequent 0CtetS ... 66
Table 4 — Eight subsequent 0Ctets ... 67
Table 5 — Sixteen subsequent OCtetS .......ccoiiiii i 67
Table 6 — State machine description elements ..o 68
Table 7 — Description of state machine elements ..., 68
Table 8 — Conventions used in state machines ..., 69
Table 9 — Conventions for services used in state machines .............coocoiiiiiiiii e 70
Table 10 — IEEE 802.3 DLPDU SYNTAX 1.uuiitiiiiiiie ettt e e e e e e 72
Table 11 — IEEE 802.11 DLPDU SYNTAX «.uiiiiiiiiieiii e e e e e e e e 73

Table 12 — IEEE 802.15.1 DLPDU SYNtaX ....ouiiiiiii e 74



TADIE 13 — S ATUS oot 79
Table T4 — TiME SOUICE . ettt et e e e e e e eaeen 81
Table 15 — SOUMCEATANESS .. e i 83
Table 16 — SiNGle POt EVICE. ... v i e e e 83
Table 17 — DCP_MulticastMACAdd for Identify ..........oiriiiiiii e 84
Table 18 — DCP_MulticastMACAdd for Hello ..., 84
Table 19 — DCP_MUtICastMACAAA ... ..ot e s 84
Table 20 — MulticastMACAAA range 1 .. ... 84
Table 21 — MulticastMACAAA range 2 .......ooniiiiie e e 84
Table 22 — MulticastMACAd range 3 ... e e 85
Table 23 — PTCP_MulticastMACAAA range 2 ... 85
Table 24 — PTCP_MulticastMACAdA range 3 ... 85
Table 25 — PTCP_MulticastMACAdA range 4 ......couiniiiiie e 85
Table 26 — PTCP_MulticastMACAAA range 5 ... 86
Table 27 — PTCP_MulticastMACAAA range 6 .........ooouiiiiiiiie e 86
Table 28 — PTCP_MulticastMACAdA range 7 .....iniieiiiiiie e 86
Table 29 — MulticastMACAdA range 8 .......ooiiii e e 86
Table 30 — MulticastMACAd range 9 ... 86
Table 31 — MulticastMACAd range 10 ... 87
Table 32 — MulticastMACAA range 11 ..o e 87
Table 33 — RT_CLASS_3 destination multicast address............ccooviiiiiiiiiiiici e, 88
Table 34 — RT_CLASS_3 invalid frame multicast address ..........c.coooiiiiiiiiiiiii e, 89
Table 35 — LT (LenGth/ Ty Pe) et 89
Table 36 — TagControllINnformation.VID ..o 89
Table 37 — TagControllInformation.DEl ... 90
Table 38 — TagControllnformation. PCP ... e 90
Table 39 — FramelD Fange 1 ... et 90
Table 40 — FramelD range 2 ... et 91
Table 41 — FramelD range 3 ... 91
Table 42 — FramelD Fange 4 ... ..o 91
Table 43 — FramelD range 5 ..o o 91
Table 44 — FramelD range B ......oiiiiii et e 92
Table 45 — FramelD FanQe 7 ..o ottt 92
Table 46 — FramelD range 8 ... i 92
Table 47 — FramelD range O ... 93
Table 48 — FramelD range M0 ... e 93
Table 49 — FramelD range 1 oot 93
Table 50 — FramelD range 12 ...t 93
Table 51 — FramelD range 18 ... e 93
Table 52 — FragmentationFramelD.FragSequUeNCe .........ccoiiniiniiiiie e 94
Table 53 — FragmentationFramelD.Constant...... ... 94
Table 54 — DCP APDU SYNTaAX .. ...ttt 94

Table 55 — DCP sUDSHtULIONS . ..o e e e 95



IEC 61158-6-10:2019 © IEC 2019 -13 -

Table 56 — SEIVICEID ...cuiiiiii ettt 98
Table 57 — ServiceTypPe.SelECION .. ... 98
Table 58 — ServiceTyPe.RESEIVEA . ... 98
Table 59 — ServiceType.SelECHION ... ...iii e 99
Table 60 — ServiceType.ReESErvVed 1. ... e 99
Table 61 — ServiceType. RESPONSE . ... e 99
Table 62 — ServiceType.Reserved 2. e 99
Table 63 — ResponseDelayFactor ... 100
Table 64 — List Of OPtiONS ... 101
Table 65 — List of suboptions for option IPOPtion ... 102
Table 66 — List of suboptions for option DevicePropertiesOption............c.cooiiiiiiiiann. 102
Table 67 — List of suboptions for option DHCPOPtioN........ccccoooiiiiiiii e, 102
Table 68 — List of suboptions for option ControlOption .........cc.ooiiiiiiiiiiii e, 103
Table 69 — List of suboptions for option DevicelnitiativeOption.................cooi. 103
Table 70 — List of suboptions for option AllSelectorOption ... 103
Table 71 — List of suboptions for option ManufacturerSpecificOption...............ccoocooiiiinnnil 103
Table 72 — SUBOPLIONDHCP ... e e 105
Table 73 — Coding of DCPBlockLength in conjunction with SuboptionStart.......................... 106
Table 74 — Coding of DCPBlockLength in conjunction with SuboptionStop.......................... 106
Table 75 — Coding of DCPBlockLength in conjunction with SuboptionSignal ....................... 106
Table 76 — Coding of DCPBlockLength in conjunction with SuboptionFactoryReset ............ 107
Table 77 — Alignment between FactoryReset and ResetToFactory..........ccoooiiiiiiiniin, 107
Table 78 — Coding of DCPBlockLength in conjunction with SuboptionResetToFactory ........ 107
Table 79 — Meaning of the different ResetToFactory modes.........ccooviiiiiiiiiiiiiie e, 108
Table 80 — Coding of DCPBIlockLength in conjunction with SuboptionDevicelnitiative ......... 108
Table 81 — Coding of DCPBIoCKLENGth ... 109
Table 82 — BlockQualifier with options IPOption, DevicePropertiesOption, DHCPOption

and ManufacturerSpecCifiCOPLION ... 109
Table 83 — BlockQualifier with option ControlOption and suboption

SUbOPLIONRESEITOF ACTONY . ..u i e e e e 110
Table 84 — BlockQualifier with option ControlOption and NOT suboption
SUbOPIONRESEITOFACIONY ... 111
Table 85 — BIOCKETON ... e 111
Table 86 — BlockInfo for SuboptionlPParameter............cooiiiiiiiiiiiii e, 111
Table 87 — Bit 1 and Bit 0 of BlockInfo for SuboptionlPParameter ...l 112
Table 88 — Bit 7 of BlockInfo for SuboptionIPParameter............coooii 112
Table 89 — BlockInfo for all other sUbOPtIONS ........ooviiiiiii e, 112
Table 90 — DevicelnitiativeValue ... 112
Table 91 — SignalValUe ... ... e 113
Table 92 — DeviceRoleDetails ... ..o 115
Table 93 — [P AGAIrESS ..uei e 115
Table 94 — SUDNEIMASK ...cuni e e e e 117
Table 95 — StandardGateWay ... . ... 118

Table 96 — Correlation between the subfields of IPSUite .........coviiiiiii e 119



Table 97 — MACAddress as client identifier..........coooo i 120
Table 98 — NameOfStation as client identifier ... 120
Table 99 — Arbitrary client identifier ... ... 120
Table 100 — DHCPParameterValue using DHCP Option 255.........cccoiiiiiiiii e, 121
Table 101 — StandardGatewayValue.StandardGateway ............ccooeiiiiiiiiici i, 122
Table 102 — Remote primitives issued or received by DCPUCS ..o, 122
Table 103 — Local primitives issued or received by DCPUCS ...t 123
Table 104 — DCPUCS state table . ... 124
Table 105 — Functions, Macros, Timers and Variables used by the DCPUCS...................... 126
Table 106 — Remote primitives issued or received by DCPUCR ..........ccoiiiiiiiiinii, 127
Table 107 — Local primitives issued or received by DCPUCR ..........coiiiiiiiiii 127
Table 108 — DCPUCR state table . ... e 128
Table 109 — Functions, Macros, Timers and Variables used by the DCPUCR...................... 130
Table 110 — Remote primitives issued or received by DCPMCS ..o, 130
Table 111 — Local primitives issued or received by DCPMCS..........coiiiiiiiiie 131
Table 112 — DCPMCS state table.......oouii e 132
Table 113 — Functions used by the DCPMCS ... ... 133
Table 114 — Remote primitives issued or received by DCPMCR ... 134
Table 115 — Local primitives issued or received by DCPMCR ... 134
Table 116 — DCPMCR state table ... e 135
Table 117 — Functions, Macros, Timers and Variables used by the DCPMCR ..................... 136
Table 118 — Remote primitives issued or received by DCPHMCS ..., 136
Table 119 — Local primitives issued or received by DCPHMCS ..., 137
Table 120 — DCPHMCS state table ... 137
Table 121 — Functions, Macros, Timers and Variables used by the DCPHMCS ................... 138
Table 122 — Remote primitives issued or received by DCPHMCR ..., 138
Table 123 — Local primitives issued or received by DCPHMCR ..o, 138
Table 124 — DCPHMCR state table ... 139
Table 125 — Functions, Macros, Timers and Variables used by the DCPHMCR................... 139
Table 126 — PTCP APDU SYNtaX ...ttt e e 140
Table 127 — PTCP suUbStitUtiONS . ..coi e 140
Table 128 — PTCP _TLVHEAAEI. TYPE ..ottt 141
Table 129 — PTCP _DelayTONs ... i e e e et et ene s 142
Table 130 — PTCP_DelayTns_Byte.Value ... 142
Table 131 — PTCP _Delay NS . ouieiiiiiiii e e e ae s 143
Table 132 — PTCP_DelayTns_FUP ... e 143
Table 133 — PTCP_SequencelD ... ... e 143
Table 134 — PTCP_SubType for OUI (=00-0E-CF) ....couuiiiei e 144
Table 135 — PTCP _SECONAS .. ittt e e e e e 145
Table 136 — PTCP _NANOSECONAS ....iuiiiiie e e e e e e en e e 145
Table 137 — PTCP_FIags.LeapSecond. ... ..o 145

Table 138 — Timescale correspondence between PTCP_EpochNumber, PTCP_Second,
PTCP_Nanosecond, CycleCounter and SendClockFactor ... 146



IEC 61158-6-10:2019 © IEC 2019 -15 -

Table 139 — PTCP_CurrentUT COffSet. .. v 148
Table 140 — PTCP_MasterPriority1.Priority for SyncID == 0 and SyncProperties.Role == 2 148
Table 141 — PTCP_MasterPriority1.Priority for SynclD == 0 and SyncProperties.Role == 1 148

Table 142 — PTCP_MasterPriority1.Level. ... ..o 149
Table 143 — PTCP_MasterPriority2 .......couiii e e 149
Table 144 — PTCP_ClockClass for SynclD == 0 (working clock synchronization) ................ 149
Table 145 — PTCP _CIOCKACCUIACY .. ...iiiiiiii ettt et e 150
Table 146 — PTCP_CIOCKVAIIANCE ......couiiiiiieie et 151
Table 147 — PTCP_T2POrtRXDEIAY ....uiiiiiiiii et e 151
Table 148 — PTCP_T3POrTXDEIAY ... e 151
Table 149 — PTCP _ T 2T ime S amD coe e e 151
Table 150 — Remote primitives issued or received by DELAY REQ .......coooiiiiiiiiiiinnns 168
Table 151 — Local primitives issued or received by DELAY_REQ........ccoiiiiiiiiiiiiniinieen, 168
Table 152 — DELAY_REQ state table ..o 170
Table 153 — Functions, macros, timers and variables used by the DELAY_REQ ................. 174
Table 154 — Remote primitives issued or received by DELAY _RSP.......ccoooiiiiiiiiiiinn, 176
Table 155 — Local primitives issued or received by DELAY RSP ..o 176
Table 156 — DELAY_RSP state table ..., 178
Table 157 — Functions, Macros, Timers and Variables used by the DELAY_RSP ................ 180
Table 158 — Remote primitives issued or received by SYN BMA ..o 182
Table 159 — Local primitives issued or received by SYN BMA ..., 182
Table 160 — SYN_BMA state table ..., 185
Table 161 — Functions, Macros, Timers and Variables used by the SYN_BMA .................... 189
Table 162 — Remote primitives issued or received by SYN_ MPSM............coooiiiiiiiiinnennis 192
Table 163 — Local primitives issued or received by SYN_ MPSM ........ccooiiiiiiiiiiin 192
Table 164 — SYN_MPSM state table .......ooooiiii e 194
Table 165 — Functions, Macros, Timers and Variables used by the SYN_MPSM ................. 197
Table 166 — Remote primitives issued or received by SYN_SPSM.........ccoooiiiiiiiiiinnnns 198
Table 167 — Local primitives issued or received by SYN_SPSM.........ooiiiiiiiiiiie, 198
Table 168 — SYN_SPSM state table ... 200
Table 169 — Functions, Macros, Timers and Variables used by the SYN_SPSM.................. 203
Table 170 — Truth table for one SynclID for receiving sync and follow up frames ................. 204
Table 171 — Remote primitives issued or received by SYNC_RELAY ..o, 205
Table 172 — Local primitives issued or received by SYNC_RELAY ..o, 205
Table 173 — SYNC_RELAY state table ..o 207
Table 174 — Functions, Macros, Timers and Variables used by the SYNC_RELAY .............. 208
Table 175 — Truth table for one SynclID for reCeiving.........oooouiiiiiiiiiii e 210
Table 176 — Truth table for one SyncID for transmitting ...........coooii 211
Table 177 — Remote primitives issued or received by SCHEDULER................coooiiiiinnni. 211
Table 178 — Local primitives issued or received by SCHEDULER ...........cccoiiiiiiiiiiiininn, 212
Table 179 — SCHEDULER state table ... 213
Table 180 — Functions, Macros, Timers and Variables used by the SCHEDULER ............... 214

Table 181 — Truth table for RxPeriodChecker of one port..........ccooiiiiiiiii i, 215



-16 - IEC 61158-6-10:2019 © IEC 2019

Table 182 — Truth table for TxPeriodChecker of one port..........cooooviiiiiii i, 215
Table 183 — TimMeESCaAlES ... e 215
Table 184 — Timescale correspondence between GlobalTime, TAland UTC....................... 216
Table 185 — Conjunction between supported MRP_Role and default MRP_Prio .................. 218
Table 186 — Extended forwarding Ul .........cooniiiiiiiii e 218
Table 187 — Managed Multicast MAC address. ... ..o 219
Table 188 — RTC APDU SYNTAX ...itiiiiiiii e e e et 220
Table 189 — RTC sSUDSTITULIONS ... e 221
Table 190 — CycleCounter DifferENCe.......cuuii e 222
Table 191 — DataStatus.State ... ..o 224
Table 192 — DataStatus.Redundancy in conjunction with DataStatus.State==Backup.......... 225
Table 193 — DataStatus.Redundancy in conjunction with DataStatus.State==Primary ......... 225
Table 194 — DataStatus.DataValid .........ccouiiiiiiiii e 225
Table 195 — DataStatus.ProviderState ... ... 225
Table 196 — DataStatus.StationProblemIndicator ........ ... 226
Table 197 — DataStatus.Ignore of @ frame.........c.coiiiiiiii e, 226
Table 198 — DataStatus.lgnore of a sub frame ..., 226
Table 199 — TransferStatus for RT_CLASS 3 .. e 227
Table 200 — SFPOSItIoN. POSItION ...oei e 228
Table 201 — SFPOSItION.RESEIVEd .. ... e 228
Table 202 — SFDatalength ... 228
Table 203 — SFCycleCounter Difference ... ... 230
Table 204 — IOXS . EX N SION ..o e 230
Table 205 — IOXS . INSTANCE . ....u i et 230
Table 206 — [OXS.DataState .. .c.uiiiiii e 231
Table 207 — APDU_Status of a PPM with subframe structure.................cool, 233
Table 208 — Remote primitives issued or received by PPM ... 234
Table 209 — Local primitives issued or received by PPM ..., 234
Table 210 — PPM state table ... 236
Table 211 — Functions, Macros, Timers and Variables used by the PPM.................co. 237
Table 212 — Truth table used by the PPM for TxOption ..o 238
Table 213 — Remote primitives issued or received by CPM ..........ccooiiiiiiiii e, 240
Table 214 — Local primitives issued or received by CPM ..o 240
Table 215 — CPM state table .. ..o e 242
Table 216 — Functions, Macros, Timers and Variables used by the CPM...................o.ail. 245
Table 217 — Truth table used by the CPM for RxOption..........ccooiiiiiiiiiii e, 246
Table 218 — Truth table for one frame using RT_CLASS X ..o 247
Table 219 — Truth table for one frame using RT_CLASS _UDP ...l 247
Table 220 — Truth table for the C_SDU ... ..o 247
Table 221 — Truth table for arranging DHt and data ............ccccooiiiii i, 248
Table 222 — Truth table for the subframe — frame check...............o 248
Table 223 — Truth table for the subframe — sub frame check ................. . 248

Table 224 — Truth table for the subframe — sub frame data check ..............cooiiiiiiiiiiiinnn.. 249



IEC 61158-6-10:2019 © IEC 2019 -17 -

Table 225 — Truth table for the subframe — DHtand data.............ccoooiiiiiiii i 249
Table 226 — RTA APDU SYNTAX ...iuiiiiiii e e e 249
Table 227 — RTA subSHtULIONS ..o e 250
LI Lo E R T e 1O I Y o Y=Y Y/ o 1= 252
Table 229 — PDUT Y POV ISION ...ttt e et et e e e aeans 252
Table 230 — AddFIags.WINAOWSIZE ... oo e 252
Table 231 — AdAFIags. TACK ..ot e e et et e et e etaeenaes 252
Table 232 — SENASEANUM ...ceit e e e e e e 253
Table 233 — SendSegNum and AckSeqNum start sequence............ccoeviiiiiiiiiiiieiecee, 253
Table 234 — ACKS EqNUM ... e 254
Table 235 — VarPartLen ... 254
Table 236 — Remote primitives issued or received by APMS ..., 256
Table 237 — Local primitives issued or received by APMS ..., 257
Table 238 — APMS state table ... 259
Table 239 - Functions, Macros, Timers and Variables used by the APMS..................... 261
Table 240 — Remote primitives issued or received by APMR ..., 264
Table 241 — Local primitives issued or received by APMR ..., 265
Table 242 — APMR state table ... 266
Table 243 - Functions, Macros, Timers and Variables used by the APMR ..................o. 268
Table 244 — TagControlinformation.PCP vs. streams ..........ccccoiiiiiiiiiiiii e, 269
Table 245 — Lower limit of fragments ... 272
Table 246 — FRAG APDU SYNTAX. ...ttt e e et e 272
Table 247 — FRAG sUbSHIULIONS ... e 273
Table 248 — FragDatalength ... 274
Table 249 — FragStatus.FragmentNUmMber...........ooiiiiii e, 274
Table 250 — FragStatus.ReServed ... ... ..o e 274
Table 251 — FragStatus.MoreFOllOWS ... ..o 275
Table 252 — Remote primitives issued or received by FRAG D........cooooiiiiiiiiiiiie, 275
Table 253 — Local primitives issued or received by FRAG D .......ccooiiiiiiiiiiieee, 275
Table 254 — FRAG_D state table (dynamic) ........coiiiiiiiii 277
Table 255 — Functions, Macros, Timers and Variables used by the FRAG_D (dynamic)...... 278
Table 256 — Remote primitives issued or received by FRAG_S..........ooiiiiiiiiiiiiieen 279
Table 257 — Local primitives issued or received by FRAG_S........ooiiiiiiiie 279
Table 258 — FRAG_S state table (StatiC) ..o 281
Table 259 — Functions, Macros, Timers and Variables used by the FRAG_S (static)........... 282
Table 260 — Remote primitives issued or received by DEFRAG ..........cooiiiiiiiiiine, 283
Table 261 — Local primitives issued or received by DEFRAG ..........ooiiiiiiiii 283
Table 262 — DEFRAG state table ... 284
Table 263 — Functions, Macros, Timers and Variables used by the DEFRAG ...................... 285
Table 264 — Truth table for the DefragGuard — first fragment ..............ccooiiiiiiiiiin e, 285
Table 265 — Truth table for the DefragGuard — next fragment..............cooi s 285
Table 266 — Truth table for the DefragGuard — last fragment............cooooi s 286

Table 267 — RPC APDU SYNTAX......ui e 286



Table 268 — RPC SUDSHIULIONS ....iei e 287
Table 269 — RP CV @rSION . ... e 288
Table 270 — RP CPACKEI TY PO ..ttt 288
BIE=] o U= I A B o o O o =T =P 289
Table 272 — RP CFIAGS2 .. it e e e e et e ea s 289
Table 273 — RPCDRep.Character- and IntegerEncoding .........ccovviiiiiiiiiiiiiii e 290
Table 274 — RPCDRep Octet 2 — Floating Point Representation ... 290
Table 275 — RPCODJectUUID.Datad........ooeiiiieiiei et 291
Table 276 — RPCODbjectUUID fOr deVICES ....uiuuiiiiiiiiiei e 291
Table 277 — Instance or N0de NUMDET ... e 291
Table 278 — RPClInterfaceUUID for PNIO ... e 292
Table 279 — RPClInterfaceUUID for the RPC end point mapper ..........cooooviiiiiiiiiiieieeeen 292
Table 280 — RPCInterfaceVersion.Major .........ccc.iiuiiiiiii e 293
Table 281 — RPClInterfaceVersion.Minor ... 293
Table 282 — RPCOperationNmb (10 device, controller and supervisor) ..........ccccceeiveieaan.. 294
Table 283 — RPCOperationNmb for endpoint mapper.......cccoeiiiiiiiiieec e, 294
Table 284 — RPCVErSiONFACK .....iiiiiieiie e e e e 295
Table 285 — RPCDataRepresentationUUID — defined values.............cooooiiiiiiiiininnn, 296
Table 286 — RP CINQUINY T YD .ottt et et et e ea e 298
Table 287 — RPCEPMaAPSTAtUS .....oviiiiii e e 300
Table 288 — Values of NCAFaUISTAtUS . ..o 302
Table 289 — Values of NCAReEJeCtStatus . ... 303
Table 290 — Remote primitives issued or received by RPC ... 304
Table 291 — Local primitives issued or received by RPC ..., 304
Table 292 — LLDP APDU SYNTAX .iuuiiiiiiiieii ettt ettt e e eeeaa e 306
Table 293 — LLDP substitUtioNS ......ooi e 306
Table 294 — LLDP_ChassisID in conjunction with

MultipleInterfaceMode.NameOfDevice == 0 and NameOfStation.................ccooiiiiiiiinnnns 307
Table 295 — LLDP_ChassisID in conjunction with

MultipleInterfaceMode.NameOfDEVICE == 1 ...t 307
Table 296 — LLDP_PortID in conjunction with MultipleInterfaceMode.NameOfDevice........... 308
Table 297 — LLDP_PNIO _SUD T YPE iuniiiiiii it e e et e e e enees 308
Table 298 — PTCP_PortRXDelayLocal..........oouiiniiiiii e 309
Table 299 — PTCP_PortRXDelayRemMOte .. ...ovniiiiiiiiie e 309
Table 300 — PTCP_PortTxDelayLocal .........couiiiii e 309
Table 301 — PTCP_PortTxDelayRemote ..o 309
Table 302 — CableDelayLoCal ......cc.oiiiiiie e 310
Table 303 — RTClass2_PortStatus.State with ARProperties.StartupMode == Legacy .......... 310
Table 304 — RTClass2_PortStatus.State with ARProperties.StartupMode == Advanced ...... 310
Table 305 — RTClass3_PortStatus.State ... 311
Table 306 — RTClass3_PortStatus.Fragmentation............cccoooiiiiiiiii e, 311
Table 307 — RTClass3_PortStatus.PreambleLength............cooiiiiiii e, 311
Table 308 — Truth table for shortening of the preamble ... 312

Table 309 — RTClass3_PortStatus.Optimized. ... 312



IEC 61158-6-10:2019 © IEC 2019 -19 -

Table 310 — MRRT_PortStatus.State ..., 313
Table 311 = IRDAtAUUID ..ot e e et et et e et e e et e et eenaes 313
Table 312 — LLDP_RedOrangePeriodBegin.Offset ..o 313
Table 313 — LLDP_RedOrangePeriodBegin.Valid.............cooiiiiiiiiiie e, 313
Table 314 — LLDP_OrangePeriodBegin.Offset ........cooiiiiiiiiii e, 314
Table 315 — LLDP_OrangePeriodBegin.Valid with

ARProperties.StartupMode == LegacCy .....c.uiiuiiiiiiii e 314
Table 316 — LLDP_OrangePeriodBegin.Valid with

ARProperties.StartupMode == AdVanCed .........c.oiuiiiiiiii e 314
Table 317 — LLDP_GreenPeriodBegin.Offset .........ccoiiiiiiii e, 315
Table 318 — LLDP_GreenPeriodBegin.Valid..........c.ooouiiiiiiii e 315
Table 319 — LLDP_LengthOfPeriod.Length ..o 315
Table 320 — LLDP_LengthOfPeriod.Valid ..o 315
Table 321 — Priority remapping at an ingress boundary port...........coooiiiiiii i, 319
Table 322 — Trees and FDBS ... 320
Table 323 — Available QUEUE ... ... e 322
Table 324 — Queue related memory management ..........ooouiiiiiiiiiii e 323
Table 325 — QUEBUE USAGE ... iuuiiti ittt et et e e et e et et et e e et e et a e et e et e etaeeannes 324
Table 326 — QUEUE USAQGE . .iuuiiiieiieiieei et e e e e e e e e e et e e et e et e et e e et e e et e e et e e et ae et e etaeenaes 324
Table 327 — QBT S A USAQE. . it uiiiiiiiieiii et e e e e et et et e et e et e etae e 325
Table 328 — QBT SA USAG. . et e e e e e et et et 326
Table 329 — Traffic Classes[0..7] for eight QUEUES .........coviiiiiii e, 334
Table 330 — Traffic Classes[0..3] for four QUEUES .........oo i 334
Table 331 — Unicast FDB eNntries ..o e 335
Table 332 — Multicast FDB eNntries ..o 336
Table 333 — Broadcast FDB €ntry ..o 337
Table 334 — Remote primitives issued or received by MAC_RELAY ..., 337
Table 335 — Local primitives issued or received by MAC_RELAY ... 338
Table 336 — Functions, Macros, Timers and Variables used by the MAC_RELAY................ 338
Table 337 — Remote primitives issued or received by RTC3PSM ........ccooiiiiiiiiiiiien 339
Table 338 — Local primitives issued or received by RTC3PSM ........cooiiiiiiiiiiie 339
Table 339 — RTC3PSM state table ... ... e 340
Table 340 — Functions, Macros, Timers and Variables used by the RTC3PSM.................... 341
Table 341 — Truth table for the RTC3PSM ... 342
Table 342 — RXBeginEndAssignment and TXBeginEndAssignment.............ccooeiiiiiniiniennnen. 342
Table 343 — Event function table...........oo 343
Table 344 — Remote primitives issued or received by RED_RELAY .....cooiiiiiiiiiiiiiiiiens 344
Table 345 — Local primitives issued or received by RED_RELAY ..o 344
Table 346 — RED_RELAY state table ..o 346
Table 347 — Functions, Macros, Timers and Variables used by the RED_RELAY ................ 347
Table 348 — Truth table for the RedGuard with full check .............cooiiiii 347
Table 349 — Truth table for the RedGuard with reduced check .............coooviiiiiiiiiiiiinns 348
Table 350 — Truth table for the RedGuard with minimal check.................... . 348

Table 351 — Remote primitives issued or received by DFP_RELAY ... 350



- 20 - IEC 61158-6-10:2019 © IEC 2019

Table 352 — Local primitives issued or received by DFP_RELAY ..o, 351
Table 353 — DFP_RELAY state table ... e 352
Table 354 — Functions, Macros, Timers and Variables used by the DFP_RELAY ................ 352
Table 355 — Truth table for the DFPGUArd .......c.ooouiiiiii e 353
Table 356 — Remote primitives issued or received by DFP_RELAY_INBOUND ................... 353
Table 357 — Local primitives issued or received by DFP_RELAY_INBOUND....................... 354
Table 358 — DFP_RELAY_INBOUND state table...........coooiiiiiiiii e 355
Table 359 — Functions, Macros, Timers and Variables used by the

DFP_RELAY_INBOUND ...ttt e e et e e e e e e e e aeees 355
Table 360 — Truth table for the InboundGuard — frame check...........c...cooiiiiiii, 356
Table 361 — Truth table for the InboundGuard — sub frame check .................. . 356
Table 362 — Truth table for the InboundGuard — sub frame data check.................coocoieennne. 356
Table 363 — Truth table for the InboundGuard — full check ...........ooiiiiiiiiii 357
Table 364 — Remote primitives issued or received by DFP_RELAY_IN_STORAGE............. 357
Table 365 — Local primitives issued or received by DFP_RELAY_IN_STORAGE................ 358
Table 366 — DFP_RELAY_IN_STORAGE state table ..........cooiiiiiiiii e 359
Table 367 — Functions, Macros, Timers and Variables used by the

DFP_RELAY_IN_STORAGE ...ttt et e ees 360
Table 368 — Remote primitives issued or received by DFP_RELAY_OUTBOUND ............... 361
Table 369 — Local primitives issued or received by DFP_RELAY_OUTBOUND ................... 361
Table 370 — APDU_Status used if frame is shortened ............ccooiiiiiiiiiiii e, 362
Table 371 — DFP_RELAY_OUTBOUND state table .........cccooiviiiiii e 363
Table 372 - Functions, Macros, Timers and Variables used by the

DFP_RELAY_OUTBOUND ...ttt ettt e e e e e e e e anaeees 364
Table 373 — Truth table for the OutboundGuard — frame check ..., 364
Table 374 — Truth table for the OutboundGuard — sub frame check..............co.coiiiiiin. 365
Table 375 — Remote primitives issued or received by MUX ..o, 365
Table 376 — Local primitives issued or received by MUX ... 365
Table 377 — MUX state table .. ... e 367
Table 378 — Functions, Macros, Timers and Variables used by MUX..............ccooiiiiinis 368
Table 379 — Truth table for FrameSizeFits ... 369
Table 380 — Truth table for StateChecker. ... ... 369
Table 381 — Remote primitives issued or received by DEMUX ..., 370
Table 382 — Local primitives issued or received by DEMUX ..., 370
Table 383 — DEMUX state table ... e 372
Table 384 — Functions, Macros, Timers and Variables used by the DEMUX ........................ 373
Table 385 — IP/UDP APDU SYNTAX ..oiuuiiiiiiiiiie ettt en e eaa e 374
Table 386 — IP/UDP SUDSHITULIONS ...ounii e e 375
Table 387 — UD P _ SrC P Ort .. e 376
Table 388 — UDP _ DS PO .. i e e 376
Table 389 — [P _DStIP AAAIrESS . ouiiiiee e 376
Table 390 — IP Multicast DstIPAddress according to IETF RFC 2365..........cccciiiiiiiininnnnns 376
Table 391 — IP_DifferentiatedServices.DSCP ... 377

Table 392 — IP_DifferentiatedServices.ECN ... ..o, 377



IEC 61158-6-10:2019 © IEC 2019 -21-

Table 393 — Remote primitives issued or received by ACCM.........cccoviiiiiiiiiiiiiieeee, 378
Table 394 — Local primitives issued or received by ACCM ..o 379
Table 395 — ACCM state table ... e 380
Table 396 — Functions, Macros, Timers and Variables used by the ACCM .......................... 380
Table 397 — Remote primitives issued or received by DNS ..., 381
Table 398 — Local primitives issued or received by DNS ... 381
Table 399 - Functions, Macros, Timers and Variables used by the DNS ... 381
Table 400 — Remote primitives issued or received by DHCP ...........coooiiiiiiii, 382
Table 401 — Local primitives issued or received by machines..............ccooiiiiiiiiii i, 382
Table 402 — Functions, Macros, Timers and Variables used by the DHCP........................... 383
Table 403 — List of supported IETF RFC 1213-MIB objects .......ccooiiiiiie 383
Table 404 — ENterpriSe NUMD O .. ..o e e e e 384
Table 405 — Cross reference — MIBS .. ... 384
Table 406 — Cross reference — PDPortDataAdjust........c.ooiiiiiiiii 384
Table 407 — Remote primitives issued or received by LMPM ... 386
Table 408 — Local primitives issued or received by LMPM ..., 387
Table 409 — LMPM state table ... 388
Table 410 — Functions, Macros, Timers and Variables used by the LMPM .......................... 389
Table 411 — 1O APDU substitutionS ... e 391
LI Lo E T 12 = 1 [ Yo (G 117/ o = 3 409
Table 413 — BIOCKLENGIN ... e e 422
Table 414 — BlockVersionHigh ... 423
Table 415 — BIoCKVErsioNLOW ... e 423
LI Lo Co T R N F= Yo o N 17/ 0 1= S 424
Table 417 — AlarmSpecifier.SequenCceNUMDEr ..ot 427
Table 418 — AlarmSpecifier.SequenceNumber Difference ... 428
Table 419 — AlarmSpecifier.ChannelDiagnosiS . .......ccuuviiiiiiiii e 428
Table 420 — AlarmSpecifier.ManufacturerSpecificDiagnosis..........c.cccovviiiiiiiiiii e, 428
Table 421 — AlarmSpecifier.SubmoduleDiagnosisState .............ccocooiiiiiiii i, 429
Table 422 — AlarmSpecifier. ARDIiagnosisState........ccoiiiiiiii 429
TaADIE 423 — AP e e a s 430
Table 424 — SIOINUMDET «.cuiie e e e e e ettt e et et e et e eas 430
Table 425 — SubslotNUMDbEr ... 430
Table 426 — INAEX FANGE ..ottt e e e et ettt et et 431
Table 427 — Expression 1 (subslot SPECIfiC) ....ovuiiniiiiiiii e, 432
Table 428 — Expression 2 (S10t SPECITIC) ...uiuuiiiinii i 432
Table 429 — Expression 3 (AR SPECIfIC).. i 432
Table 430 — Expression 4 (APl SPECIfiC) . ... 432
Table 431 — Expression 5 (device SPECITIC) .iuuiiuiiniiiiiiii e 432
Table 432 — Grouping of DiagnosisData............ccooiiiiiii i, 433
Table 433 — Index (USer SPECITIC) ...uiuniii e 434
Table 434 — Index (SUDSIOt SPECIfIC) ... iuuiiii 434

Table 435 — IndeX (SIOt SPECITIC) ...vviiiiii e 438



Table 436 — INdeX (AR SPECITIC) c.uiuiiiiiiii e 439
Table 437 — IndeXx (AP SPECIFIC) .euuiiiiiiii e 441
Table 438 — Index (deViCe SPECITIC) ....uiuuiii e 442
Table 439 — RecordDatalength ... 445
TADIE 440 — AR T Y P ittt aa s 445
Table 441 — IOCRMulticastMACAdd using RT_CLASS _UDP......cccoiiiiiiiiiieee 446
Table 442 — IOCRMulticastMACAdd using RT_CLASS X ...oiiviiiiiiiiieiieieeee e 446
Table 443 — Type 10 OUI ... e e e e e et et e e ea s 447
Table 444 — ARProperties.State.........oiuiiii 447
Table 445 — ARProperties.SupervisorTakeoverAllowed. ... 447
Table 446 — ARProperties.ParameterizationServer ........ ..o 448
Table 447 — ARProperties. DeVICEACCESS . .ouiiie e 448
Table 448 — ARProperties.CompanionAR ... ... 448
Table 449 — ARProperties.AcknowledgeCompanionAR ... 448
Table 450 — ARProperties.CombinedObjectContainer with

ARProperties.StartupMode == LEGACY .. ..iuiiii it 449
Table 451 — ARProperties.CombinedObjectContainer with

ARProperties.StartupMode == AdVanCed ...........oiuiiiiiiiii e 449
Table 452 — ARProperties.StartupMode ... 449
Table 453 — ARProperties.PullModuleAlarmAllowed........ ... 449
Table 454 — IOCRProperties. RT CIaSS ...t 450
Table 455 — IOCRTagHeader. lOCRVLANID ...t 451
Table 456 — IOCRTagHeader.lOUSErPriority ... ..o 451
TADIE 457 — IO C R T Y P ittt et et et et et e 451
Table 458 — CMInitiatorActivityTimeoutFactor with ARProperties.DeviceAccess==0............ 451
Table 459 — CMInitiatorActivityTimeoutFactor with ARProperties.DeviceAccess==1 or
ARProperties. StartUpMOde=="1 ... ..ot 452
Table 460 — CMInitiatorTriggerTimeoutFactor ... 452
Table 461 — IODataObjectFrameOffset ... ... 453
Table 462 — IOCSFrameOffSel ... .o 453
Table 463 — LengthlO C S . ... e e 454
Table 464 — LengthlOP S . ... e e e e e et e e 454
Table 465 — LengthData. .. ..o 454
Table 466 — AlarmCRProperties. Priority ... ..o 455
Table 467 — AlarmCRProperties. Transport ... ..o e 455
Table 468 — AlarmCRTagHeaderHigh.AlarmCRVLANID ..o 455
Table 469 — AlarmCRTagHeaderHigh.AlarmUserPriority ..........ccooiiiiiiiiiii e, 456
Table 470 — AlarmCRTagHeaderLow.AlarmCRVLANID ........cooiiiiii e, 456
Table 471 — AlarmCRTagHeaderLow.AlarmUserPriority.......c..ccooiiiiiii e 456
Table 472 — AlarmSequenceNumber. ... . 456
Table 473 — AlarmM O R T Y P i 457
Table 474 — RTATIMEOULFACIOr ..o 457
Table 475 — RT ARG ES .. 457

Table 476 — AddressResolutionProperties.Protocol........ ..o 458



IEC 61158-6-10:2019 © IEC 2019 - 23 -

Table 477 — AddressResolutionProperties.Factor..........cooiiiiii i, 458
Table 478 — MCITIMeEOUtFaCOr .. .. e e 459
Table 479 — DevicelDLow and DevicelDHIgh ... 459
Table 480 — VenNdOrIDLOW. .. ... e e 460
Table 481 — VendorIDHIGN ... e 460
Table 482 — ModuleldentNumber ... e 460
Table 483 — SubmoduleldentNumber ... 461
Table 484 — ARUUID ...couii e e e e e et e e e et e e et e eaanas 462
Table 485 — ARUUID in conjunction with ARType==IOCARSR ...........cceiiiiiiiiiiiiieeeen, 462
Table 486 — Conjunction between ARUUID.ARnumber and Endpoint1 or Endpoint2............ 462
Table 487 — ARUUID.ConfigID generation rule............cciiiiiiiiii e 463
Table 488 — TargetARUUID ... e e e e e ettt eea s 463
Table 489 — AdditionalValue1 and AdditionalValue2 ..., 463
Table 490 — ControlBlockProperties in conjunction with

ControlCommand.ApplicationReady with ARProperties.StartupMode==1 ............................ 463
Table 491 — ControlBlockProperties in conjunction with

ControlCommand.ApplicationReady with ARProperties.StartupMode==0 ................c..couene. 464
Table 492 — ControlBlockProperties in conjunction with the other values of the field

(070 a1 (o] (0o 71 4 ¢4 F=Ta Uo PP 464
Table 493 — ControlCommand.PrmENd ... e 464
Table 494 — ControlCommand.ApplicationReady............ooiiiiiiii e 464
Table 495 — ControlCommand.ReIEaSE .......cc.uiiiiiiii e 465
Table 496 — ControlCommand.DONE .......couuiiiiiiei e e e e 465
Table 497 — ControlCommand.ReadyForCompanion ...........ccuviuiiuiiiiei e 465
Table 498 — ControlCommand.ReadyForRT_CLASS 3 ... 465
Table 499 — ControlCommand.PrmBegin ........ccoiiiiiiiiii e 465
Table 500 — DataD esCriplioN. TYPE .o e 466
Table 501 — Values of Datalength ... 466
Table 502 — Values of SendCIlockFactor ... 467
Table 503 — Values of ReductionRatio for RT_CLASS 1 and RT_CLASS 2 .........cc.cceoenni. 468
Table 504 — Values of ReductionRatio for RT_CLASS_3 and SendClockFactor = 8............. 468
Table 505 — Values of ReductionRatio for RT_CLASS_ 3 and SendClockFactor <8 ............ 468
Table 506 — Values of ReductionRatio in conjunction with a non power of 2

S T=] oo [0 [e Yo 4 =T o L PP 468
Table 507 — Values of ReductionRatio for RT_CLASS UDP ......coooiiiiiiiiiieeee e, 469
Table 508 — Values Of Phase ... e 469
Table 509 — Values Of SEQUENCE ... 469
Table 510 — DataHoldFactor of @ frame ..o 470
Table 511 — DataHoldFactor of @ Subframe ... 470
Table 512 — Values of FrameSendOffset. ... ... 471
Table 513 — ModuleState ... e 472
Table 514 — SubmoduleState. AddINTO .........iiii 473
Table 515 — SubMOduleState. AdVICE.......couii e 473

Table 516 — SubmoduleState.MaintenanceRequired ... 473



- 24 - IEC 61158-6-10:2019 © IEC 2019

Table 517 — SubmoduleState.MaintenanceDemanded ..o 473
Table 518 — SubmoduleState.Fault ... 474
Table 519 — SubmoduleState. ARINTO ... e 474
Table 520 — SubmoduleState.[dentInfo ...... ..o 474
Table 521 — SubmoduleState.Formatindicator...........coooiiiiii 475
Table 522 — SubmoduleProperties. TyYPe. ..o e 475
Table 523 — SubmoduleProperties.SharedInput ....... ..o 475
Table 524 — SubmoduleProperties.ReducelnputSubmoduleDataLength .............................. 476
Table 525 — SubmoduleProperties.ReduceOutputSubmoduleDatalLength............................ 476
Table 526 — SubmoduleProperties.DiscardlOXS ... ... 476
Table 527 — SubstitutioNMoOde. .. ... 477
Table 528 — SubstitUte ACHIVEFIAg.......iei 477
Table 529 — INitiatorUDPRTPOIT ... ... e 478
Table 530 — ResponderUDPRTPOI. ... .. e 478
Table 531 — InitiatorRP CServerPort ... ..o e 478
Table 532 — ResponderRPCServerPOrt. ... ..o 479
Table 533 — MaxAlarmbDatalength ... 479
Table 534 — APStructureldentifier with API1==0 ... .o 480
Table 535 — APStructureldentifier with APl # 0. ..o e 480
Table 536 — ExtendedldentificationVersionHigh ..., 480
Table 537 — ExtendedldentificationVersionLOoW ...........couiiiiiiiiiiiii e 480
Table 538 — Values of ErrorCode for negative responses.........cooveuiiiiiiiiiiiiiii e 481
Table 539 — Values of ErrorDeCOAE ... ...oeiiii e 482
Table 540 — Coding of ErrorCode1 with ErrorDecode PNIORW ..........ccoiiiiiiiiiiiiiiieee, 482
Table 541 — Coding of ErrorCode2 with ErrorDecode PNIORW ..........ccoiiiiiiiiiiiiiiicee, 483
Table 542 — Coding of ErrorCode1 with ErrorDecode:= PNIO .......c..coiiiiiiiiiiiie 484
Table 543 — Values of ErrorCode2 for ErrorDecode:= PNIO and ErrorCode1 (part 1).......... 487
Table 544 — Values of ErrorCode2 for ErrorDecode:= PNIO and ErrorCode1 (part 2 —

alarm ACKNOWIEAGE) ... e i e 490
Table 545 — Values of ErrorCode2 for ErrorDecode:= PNIO and ErrorCode1 (part 3 —
LaF=Ted T L= I PP 491
Table 546 — Values of ErrorCode2 for ErrorDecode:= PNIO and ErrorCode1 (part 4 —

L@ 2 oo o1 £ o] |11 o TP 492
Table 547 — Values of ErrorCode2 for ErrorDecode:= PNIO and ErrorCode1 (part 5 —

L@ 20 1N oY) PRSP 494
Table 548 — Values of ErrorCode2 for ErrorDecode:= PNIO and ErrorCode1 (part 6 —

=Y o o] o AL =T= [ 1o o 1= PSPPI 495
Table 549 — Values of ErrorCode2 for ErrorDecode:= PNIO and ErrorCode1 (part 7 —
ST =T Y=Y o | PPN 498
Table 550 — Coding of ErrorCode1 for ErrorDecode with the value

ManNUIaCIUrErSPECITIC 1o uieiii i e e 498
Table 551 — Coding of ErrorCode2 for ErrorDecode with the value

ManUfaCtUrEerSPECITIC .. e e 498
Table 552 — Visible characters ... 498

Table 553 — FactoryReset / ResetToFactory behavior (legacy from IEC 61158-x-3) ............ 499



IEC 61158-6-10:2019 © IEC 2019 - 25—

Table 554 — FactoryReset / ResetToFactory behavior (default without IEC 61158-x-3

V] o] Y PPN 499
Table 555 — FactoryReset / ResetToFactory behavior if used in conjuction with

functional safety sSUDMOAUIES ... ... 499
Table 556 — IM_Hardware _ReVISION ... ..o e 499
Table 557 — IM_SWRevision_Functional_ Enhancement...............ccooiiiiiiiii i, 500
Table 558 — IM_SWRevVvision_Bug_ FiX ... 500
Table 559 — IM_SWRevision_Internal_Change ...........ooiiiiiiii e 500
Table 560 — IM_ReVISION _COUNTET ...t e 500
Table 561 — IM_Profil@_ID ... e e e e e et e e e ea s 501
Table 562 — IM_Profile_Specific_Type in conjunction with IM_Profile_ID == 0x0000........... 501
Table 563 — IM_Profile_Specific_Type in conjunction with IM_Profile_ID range 0x0001

2 Gl <1 PN 501
Table 564 — IM_Version _Major ... e e e e e ans 502
Table 565 — IM_Version _MinOr ... e e e ans 502
Table 566 — IM_Supported. &M ... 502
Table 567 — IM_Date With time. .. ... e 504
Table 568 — IM_Date Without time ... e 504
Table 569 — IM_ANNOIAtION ..o e 504
Table 570 — IM_OrderID ... e e 505
Table 571 — IM_Uniqueldentifier ... ... e 505
Table 572 — UserStructureldentifier ... ... 506
Table 573 — ChannelErrorType — range 1 ... 508
Table 574 — ChannelErrorTyPe — FANGE 2 ... e 509
Table 575 — ChannelErrorType — Fange 3 ... e e 509
Table 576 — ChannelErrorType —range 4 ... 510
Table 577 — ChannelNUMDET ... e e e e et e ea s 510
Table 578 — ChannelProperties. TYPe .. . e 511
Table 579 — ChannelProperties. Accumulative ....... ..o 511
Table 580 — ChannelProperties.MaintenNanCe ..............oiuiiiiiiiii e, 512
Table 581 — Valid combinations within ChannelProperties............ccooviiiiiiii i, 512
Table 582 — Valid combinations for Alarmnotification and

RecordDataRead(DiagnosisData) ......cc.iiuiiiiiii e 513
Table 583 — ChannelProperties.SpeCifier ..o, 514
Table 584 — ChannelProperties.DireCtion ..........ccoiiiiiiii e, 514
Table 585 — EXtChannelErrOrTYPe ..o e 514
Table 586 — Allowed combinations of ChannelErrorType, ExtChannelErrorType, and
EXtChannelAddValUue ... ... e 515
Table 587 — ExtChannelErrorType for ChannelErrorType 0 — OXFF ........coooiiiiiiiiiin 515
Table 588 — Additional ExtChannelErrorType for ChannelErrorType 0xOF and 0x10 ........... 515
Table 589 — ExtChannelErrorType for ChannelErrorType 0x0100 — OX7FFF........................ 515
Table 590 — ExtChannelErrorType for ChannelErrorType “Data transmission

1 g Y 0T 117 o1 L= PPN 516

Table 591 — ExtChannelErrorType for ChannelErrorType “Remote mismatch”..................... 516



- 26 - IEC 61158-6-10:2019 © IEC 2019

Table 592 — ExtChannelErrorType for ChannelErrorType “Media redundancy mismatch

e 111 PP 517
Table 593 — ExtChannelErrorType for ChannelErrorType “Media redundancy mismatch
L e a1 1= €0 o A 517

Table 594 — ExtChannelErrorType for ChannelErrorType “Sync mismatch” and for
ChannelErrorType “Time mismatCh” ... .. ..o 518

Table 595 — ExtChannelErrorType for ChannelErrorType “Isochronous mode mismatch”....518

Table 596 — ExtChannelErrorType for ChannelErrorType “Multicast CR mismatch”............. 518
Table 597 — ExtChannelErrorType for ChannelErrorType “Fiber optic mismatch” ................ 519
Table 598 — ExtChannelErrorType for ChannelErrorType “Network component function
LTS 2.0 = L ] PP 519
Table 599 — ExtChannelErrorType for ChannelErrorType “Dynamic Frame Packing

fUNCHION MISMaAtCh .. e 519
Table 600 — ExtChannelErrorType for ChannelErrorType “Media redundancy with

planned duplication mismatCh” ... 520
Table 601 — ExtChannelErrorType for ChannelErrorType “Multiple interface mismatch” ...... 520
Table 602 — Values for ExtChannelAddValue ..o 521
Table 603 — Values for “Accumulative Info” ... ... 521
Table 604 — Values for ExtChannelErrorType “Parameter fault detail”..................co.o, 522
Table 605 — Values for ExtChannelAddValue.INdex ..........ooiiiiiiiiiiiii e 522
Table 606 — Values for ExtChannelAddValue.Offset........cooiiiiiiiiii e 522
Table 607 — Values for ExtChannelErrorType “Consistency fault detail”.......................o. 522
Table 608 — Values for ExtChannelAddValue.IndeX ... 523
Table 609 — Values for “Fiber optic mismatch” — “Power Budget” ...........cooooiiiiiiiiiinininn. 523
Table 610 — Values for “Network component function mismatch” — “Frame dropped”........... 523
Table 611 — Values for “Remote mismatch” — "Peer CableDelay mismatch” ........................ 524
Table 612 — Values for “Multiple interface mismatch” — "Conflicting
MultipleInterfaceMode.NameOfDevice MOde”..........ccouiiiiiiiiiiii e 524
Table 613 — Values for “Multiple interface mismatch” — "Inactive StandardGateway” ........... 524
Table 614 — Values for QualifiedChannelQualifier............cooooiiiii 525
Table 615 — Values for MaintenanceStatus ..o 525
Table 616 — URRECOIAINAEX .. cuiieiiiiii e 527
Table 617 — URReCOrdLength . ... e 527
Table 618 — iPar_Req_Header ... 527
Table 619 — MaX _SegM _SiZ .. i 527
Table 620 — TransSTer _INAEX ..o e 528
Table 621 — Total_iPar _Size ..o 528
Table 622 — MultipleInterfaceMode.NameOfDeViCe ... 528
Table 623 — NumberOfPeers in conjunction with PDPortDataCheck.............coocoiiiiiiniennnen. 529
Table 624 — NumberOfPeers in conjunction with PDPortDataReal or
PDPortDataRealEXteNded. ... ... 529
Table 625 — LineDelay.Value with LineDelay.Formatindicator == 0 ............ccoooiiiiiiiiiinns 530
Table 626 — LineDelay.Value with LineDelay.Formatindicator == 1 ..., 530
Table 627 — LineDelay.Formatindicator...........oou i 531
Table B28 — RXP O ..o e e e e 531

Table 629 — NUMbBeErOfTXP O GrOUDS . .vuiiiie e 531



IEC 61158-6-10:2019 © IEC 2019 - 27 -

Table B30 — TXP O ENIIY o e e e 532
Table 631 — FrameDetails.SyncFrame in conjunction with
FrameDataProperties.ForwardingMode=="Absolute mode” .............ccc.ccoiiiiiiiiiii, 533
Table 632 — FrameDetails.SyncFrame in conjunction with
FrameDataProperties.ForwardingMode==“Relative mode” ................ccooiiiiiiiiiiiiiiceen 533
Table 633 — FrameDetails.MeaningFrameSendOffset ..........cccooiiiiiiiiiiiiii i, 534
Table 634 — FrameDetails.MediaRedundancyWatchDoOg ..........ccooeuiiiiiiiiiiii e 534
Table 635 — FrameDataProperties.ForwardingMode ..o 534
Table 636 — FrameDataProperties.FastForwardingMulticastMACAdd ..............cooiiiiinninnnnss 534
Table 637 — FrameDataProperties.FragmentationMode ..., 535
TaDIE 838 — MAU T YD ittt e e et e et et ettt 535
Table 639 — MAUType with MAUTYPEEXIENSION ... 539
Table 640 — Valid combinations between MAUType and LinkState...............cccooiiiiiinnni. 539
Table 641 — MAUTypeExtensions and its corresponding MAUTYpPeS ......cocoevviiiiiiiiiiiiinnenns 540
Table 642 — CheckSyncMode.CableDelay...... ..o 540
Table 643 — CheckSyNncMode.SYNCMaSTer . ... 540
Table 644 — MAUTYPEMOAE.ChECK .....cvuiiii e 541
Table 645 — DomMainBoUNAary INgreSS ..o e e 541
Table 646 — DomainBoundaryEgress . ... 541
Table 647 — DomainBoundaryANNOUNCE .........iiuiiiiiiii e e 542
Table 648 — MUltiCaStBOUNAAIY ... ..o e e e e 542
Table 649 — PeerTOPEEerBOUNUAIY .....cu.iuiiie et e e 543
Table 650 — DCPBOUNGAIY. . ...t e e e et et et et et aeas 543
Table 651 — PreambleLength.Length...... ..o 544
Table 652 — LinKState.Link ... 544
Table 653 — LinKState. Port ... e 545
TabIE B854 — MEAiaT PP ittt e 545
Table 655 — MaxBridgeDelay ... ..o 545
Table 656 — NUMDErOTPOIS ...cuiii e e 546
Table 657 — MaXPoOrtTXDeIaY .. ..o e e e e 546
Table 658 — MaxPOrtRXDEIAY..... oo 546
Table 659 — MaxLineRXDEIAY .....couniiii e 546
Table 660 — YellOW T IME . ..ttt ens 547
Table 661 — StartOfRedFramelD in conjunction with

ARProperties.StartupMode:= LEGACY . .cuuiiiiiiiie e 549
Table 662 — StartOfRedFramelD in conjunction with

ARProperties.StartupMode:= Advanced ... 550
Table 663 — ENAOfREAFramelD .......c..oiiiiiiii e e e e e 550
Table 664 — Dependencies of StartOfRedFramelD and EndOfRedFramelD......................... 550
Table 665 — NUMberOfASSIGNMENTS ... .. 550
Table 666 — NUMbErOfPhasSes .. ..o e 551
Table 667 — AssignedValueForReservedBegin.........couviiiiiiii e, 551
Table 668 — AssignedValueForOrangeBegin ........cooiiiiiiiiiii e, 552

Table 669 — AssignedValueForReservedENd ... 552



- 28 - IEC 61158-6-10:2019 © IEC 2019

Table 670 — Values of RedOrangePeriodBegin ...........oouiiiiiiiiiii e, 552
Table 671 — Dependencies of RedOrangePeriodBegin, OrangePeriodBegin and
GreenPerioUBEgIN .. .. 553
Table 672 — Values of OrangePeriodBegin with ARProperties.StartupMode == Legacy....... 553
Table 673 — Values of OrangePeriodBegin with

ARProperties.StartupMode == AdVanCed .........c.oiuiiiiiiii e 553
Table 674 — Values of GreenPeriodBegin ... 553
Table 675 — EfNerT Y Pe oo e 554
Table 676 — SYNCPropertieS.ROIE........cooii e 554
Table 677 — SynNcProperties.SYNCID ... 554
Table 678 — ReservedIntervalBegin with ARProperties.StartupMode == Legacy.................. 555
Table 679 — ReservedintervalBegin with ARProperties.StartupMode == Advanced ............. 555
Table 680 — ReservedintervalEnd with ARProperties.StartupMode == Legacy .................... 555
Table 681 — ReservedintervalEnd with ARProperties.StartupMode == Advanced ................ 555
Table 682 — Dependencies of ReservedintervalBegin and ReservedintervalEnd ................. 555
Table 683 — SYNCSENAFACION .. ... e 556
Table 684 — PTCPTIMEOULFACION ...t e e 557
Table 685 — PTCPTakeoverTimeouUtFactor. ... .c.viu i 557
Table 686 — PTCPMasterStartupTime .. ... 558
Table 687 — PLLWINAOW ... e e e ea e e 558
Table 688 — TiMeEIODASE ... i e e 560
Table 689 — TiMeEDAtACYCIE ... ..o e 560
Table 690 — TimelO NP UL ... e e ea e 560
Table 691 — TimMelOOULPUL . ... e e 561
Table 692 — TimelOINPUIValid.........oiiii e e 561
Table 693 — TIMelOOUIPUIVAlId . ... e 561
Table 694 — ControllerApplicationCycleFactor....... ..o 561
Table 695 — TIMEPLLWINAOW . ... . e 562
Table 696 — TIMeMasterPriorityl ... e e 563
Table 697 — TIMeMaSsterPriority2 . ... e 563
Table 698 — MRP _V @rSiON ..o 564
Table 699 — MRP _RINGState ... o e 564
Table 700 — MRP_DomainUUID ..... oo e et et et e e e eae s 564
Table 701 — MRP_LengthDomainName........coieiiii e 565
Table 702 — MRP_DomainName ... 565
Table 703 — MRP _ROIE ...t e e et e e et aa s 565
Table 704 — MRP _V @ISION ..oui e e e e r e ans 565
Table 705 — MRP PO ettt et e et ea s 566
Table 706 — MRP _TOP CNGT .uiiiiiiieiii e e e e et et e et e et e et aeenaes 566
Table 707 — MRP _TOPNRIMAX ...ttt e e e e e e et e e et e et e et e e et aeenaeenaes 567
Table 708 — MRP _T ST SO T ... e e e e et et et ee s 567
Table 709 — MRP _TSTdefaulT .. ... e e e et ea s 567
Table 710 = MRP _TSTINRMAX ..uiiiiiiiiiiie ettt e e et e et et e et e e e enaes 568

Table 711 — MRP_LNKAOWNT ... e 568



IEC 61158-6-10:2019 © IEC 2019 - 29 -

Table 712 — MRP _LNKUDT ..ot e et et e et e e e eans 568
Table 713 = MRP_LNKNRIMAX ...ttt e e e e e e et et e et e ea e enaes 569
Table 714 — MRP_Check.MediaRedundancyManager ..........ccoooiiiuiiiiiiiiiiiiic e 569
Table 715 — MRP_Check.MRP_DomainUUID..........cciiiiiiiiii e 569
Table 716 — MRP_NUMbDErOfENIIIES .. .o 570
Table 717 — MRP _INS AN CE ..o 570
Table 718 — MRPIC_LengthDomainName ..o e 570
Table 719 — MRPIC_DomMainNamME......c.iiiiiiei et e 570
Table 720 — MRPIC _State ..cuuiiiiii e e e ee s 571
Table 721 — MRPIC_ROIE ..ottt e e et e eaaes 571
Table 722 — MRPIC_DomainiD ... e 571
Table 723 — MRPIC _TOPCRGT ..ot e e et ettt eeae s 572
Table 724 — MRPIC_TOPNRMAX ...uitiiiiie ittt ettt e e e eaaes 572
Table 725 — MRPIC_LIinkStatusChangeT ... 573
Table 726 — MRPIC_LinkStatusNRMaX . ..o 573
Table 727 — MRPIC_LNKAOWNT ... e e et et et e aeea s 573
Table 728 — MRPIC_LINKUPT ..ottt e e et et e et e ea e eaaes 574
Table 729 — MRPIC_LNKNRIM@X ...ttt e e e e et e e et e e et e et e et e enaeenaes 574
Table 730 — MRPIC_StartDelay ......cc.oiuiiiiiiii e 575
Table 731 = MRPIC_CheCk.MIM ... e e e e 575
Table 732 — MRPIC_Check.MRPIC_DomainID........cc.oiiuiiiiiiiieiei e 575
Table 733 — VendorBIOCKTYPE ... e e e 576
Table 734 — FiberO PtiCT Y Pe e e e 576
Table 735 — FiberOpticCableType ... cuiiiii e 576
Table 736 — FiberOpticPowerBudgetType.Value ............oiiiiiiiii e, 577
Table 737 — FiberOpticPowerBudgetType.CheckEnable...........c..coiiiiiiii 577
Table 738 — NCDropBudgetType.Value. ... 577
Table 739 — NCDropBudgetType.CheckEnable ...........ccooiiiiiiiii e, 578
Table 740 — CounterStatus.ifINOCtets ... 579
Table 741 — CounterStatus.ifOutOCtets .. ..o 579
Table 742 — CounterStatus.iflnDiSCards ... ..o 579
Table 743 — CounterStatus.ifOUtDISCards .......cc.oiiuiiiiiii e 579
Table 744 — CounterStatus.ifINErrors ... ..o 579
Table 745 — CounterStatus.ifOULEITOrS ... e 580
Table 746 — CounterStatus.ReServed .. ... 580
Table 747 — FSHEOMOAE.IMOGE ......cuniieiiei e e e et e 581
Table 748 — FSHelloInterval. ... ... e 581
Table 749 — FSHEOREIIY ... e 582
Table 750 — FSHEHODEIAY ......onieiie e e 582
Table 751 — FSParameterMode.MOde .........couiiiiiiii e 582
Table 752 — FSParameterUUID ... e 583
Table 753 — NumberOfSubframeBIlocks ... ... 583

Table 754 — SFIOCRProperties.DistributedWatchDogFactor..............coooiiiiiiiiieiee, 583



- 30 - IEC 61158-6-10:2019 © IEC 2019

Table 755 — SFIOCRProperties.RestartFactorForDistributedWD ............ccooiiiiiiiiiiiien. 584
Table 756 — SFIOCRProperties. DFPMode ... 584
Table 757 — SFIOCRProperties. DFPDIrection ... 585
Table 758 — SFIOCRProperties.DFPRedundantPathLayout.................coooiiiiiiiiiin 585
Table 759 — SFIOCRProperties.SFCRCTI6 ... 585
Table 760 — SubframeData.PoSition ... ... 586
Table 761 — SubframeData.Datalength ... 586
Table 762 — Event function table ... 587
Table 763 — SubframeOffSel .. ... 587
Table 764 — Event function table...........oo 588
Table 765 — SO E NIy ..t e e e e 589
Table 766 — ACCommunicationProperties.DFP ..o, 590
Table 767 — ACCommunicationProperties.RTC3 ..., 590
Table 768 — ACCommunicationProperties.RTCUDP ... ..o 590
Table 769 — ACMinDevicelnterval ... ... e 591
Table 770 — FromOffSetData .. ....ovuiii e 591
Table 771 — NexXtOffSetData. .. cc.uiieii e e e 591
Table 772 — TOtalSizZe .. e 591
Table 773 — RedundancyInfo.ENdPOINtT ... 592
Table 774 — RedundancyInfo.ENdPoInt2 ... ..., 592
Table 775 — Valid combination of Redundancylnfo.EndPoint1 and

Redundancylnfo.ENAPOINt2 ... ... e 592
Table 776 — SRProperties.InputValidOnBackupAR with SRProperties.Mode ==0............... 593
Table 777 — SRProperties.InputValidOnBackupAR with SRProperties.Mode == 1 ............... 594
Table 778 — SRProperties.Reserved 1 ... 594
Table 779 — SRPropertiesS.Mode ... 594
Table 780 — RedundancyDataHoldFactor.... ... 594
Table 781 — NUMbBErOfENIIES . ... e 595
Table 782 — PE_OperationalMOde ........cconiiniiiiii e 595
Table 783 — AM_Location.Structure ....... ..o 596
Table 784 — AM_LOCatioN.LeVEIX . cuniei e 596
Table 785 — AM_Location.Reserved . ... ... 597
Table 786 — AM_Location.BeginSubslotNuUmber............cooiiiiiiii e, 597
Table 787 — AM_Location.EndSubslotNumber ... ... 597
Table 788 — AM_Location.Reserved2. ... ... 597
Table 789 — AM_Location.Reservedd. ... ... e 598
Table 790 — AM_Location.ReSEervVedsd . ... ..o 598
Table 791 — AM_Deviceldentification.DeviceSubID ... 598
Table 792 — AM_Deviceldentification.DeviceSublID for

AM_Deviceldentification.Organization:= 0X0000 .........cc.iiiiiiiiiiii e 599
Table 793 — AM_Deviceldentification.DevicelD ...........ccooiiiiiiiiiiii e, 599
Table 794 — AM_Deviceldentification.VendorID.............ccoiiiiiiiii e, 599
Table 795 — AM_Deviceldentification.Organization ... 599

Table 796 — RS_Properties. AlarmTransport ... ... 600



IEC 61158-6-10:2019 © IEC 2019 -31-

Table 797 — RS_BlockType used for eVeNtS .......couiiiiiiiiii e, 600
Table 798 — RS_BlockType used for adjust.........ccoiiiiiiiiiii e 601
Table 799 — RS_BlockLength in conjunction with RS_EventBlock ............ccooooiiiiiiniin, 601
Table 800 — RS_BlockLength in conjunction with other blocks ............ccccoiiiiiiiiii, 602
Table 801 — RS_Specifier.SequenCeNUMDEr..........ouiiiiiiii e 602
Table 802 — RS_Specifier.SpeCifier. ... ..o 602
Table 803 — RS _IMINUS IO ... e e 603
Table 804 — RS _PIUSEITOF .. e e e e e 603
Table 805 — RS _EXtenSionBIOCKTYPE ..uuiuiiiiiii et 603
Table 806 — RS_ExtensionBlockLength....... ..o 603
Table 807 — RS_MaXSCaNDelay ..o 604
Table 808 — RS_AdjustSpecifier.InCident ..........coooiiiiiii e, 604
Table 809 — RS_ReasonCode.REASON .. ...cuuiiiiii e 604
Table 810 — RS_ReasonCode.Detail...... ..o 605
Table 811 — RS_DigitallnputCurrentValue.Value .......... ... 605
Table 812 — RS_Domainldentification ............ccooiiiiiii e, 605
Table 813 — RS_Masterldentification ............ooiiiiiiii e 605
Table 814 — ActualLocalTimeStamp . ... e 606
Table 815 — LocalTimeStamip . ..o 606
Table 816 — NUMbErOfLOGENTIES ... c.iiii e 606
Table 817 — ENtryDetail .. ..o 606
Table 818 — Time _TimeStamD ..o e 607
Table 819 — Allowed combinations of PRAL_Reason, PRAL_ExtReason, and

PRAL_ReEaSONAAAVAIUE ...t e et e e e e e aaenas 607
Table 820 — PRAL_ChannelProperties.Reserved 1 ..o, 607
Table 821 — PRAL_ChannelProperties.Accumulative ........ ..o 608
Table 822 — PRAL_ChannelProperties.Reserved_2 ....... ..o 608
Table 823 — PRAL_ChannelProperties.DireCtion ............ccouiieiiiiiiiiie e, 608
Table 824 — Values for PRAL_REASON .. ...iiiiiii e 608
Table 825 — Values for PRAL_EXtREas0N ... 610
Table 826 — Usage of PRAL_ReasonAddValue ..o 610
Table 827 — Values for PRAL_ReasonAddValue[0..3] ....ccoiviiiiiii e, 610
Table 828 — Values for PRAL_ReasonAddValue[0] to [127] .cceuiiniiniiiiiiiieeeeeeeeee e, 610
Table 829 — ArgsLength CheCK ... ... 611
Table 830 — ARBIockReq — request ChecCk ... 612
Table 831 — IOCRBIockReq — request CheCK..........oiiiiiii i, 613
Table 832 — AlarmCRBIlockReq — request Check .........ccooiiiiiiii e, 617
Table 833 — ExpectedSubmoduleBlockReq — request check ... 617
Table 834 — PrmServerBlock — request CheCK ... 619
Table 835 — MCRBIockReq — request CheCK .........coouiiiiiiiii e, 619
Table 836 — ARRPCBIlockReq — request ChecCK .........o.oiiiiiiiii e, 620
Table 837 — IRInfoBlock — request check ... ... 620

Table 838 — SRInfoBlock — request checCk ... ... 621



Table 839 — RSInfoBlock — request CheCK ..o, 621
Table 840 — ArgsLength CheCK ... ... 622
Table 841 — ARBIockRes — response ChecCK ... ..o 622
Table 842 — IOCRBIockRes — response CheCK .........ooviiiiiiii e, 623
Table 843 — AlarmCRBIlockRes — response checK..........ccoooiiiiiiiiiiiiii e, 624
Table 844 — ModuleDiffBlock — response check ....... ..o 624
Table 845 — ARServerBlockRes — response ChecCK...... ..o 625
Table 846 — ArgsLength CheCK ... e 626
Table 847 — ControlBlockConnect(PrmEnd) — request check............cooiiiiiiiiiiii, 626
Table 848 — ControlBlockPlug(PrmEnd) — request check ..o 627
Table 849 — ControlBlockConnect(PrmBegin) — request checK.........c..coiiiiiiiiiiiiiiens 627
Table 850 — SubmoduleListBlock — request check ..o, 628
Table 851 — ArgsLength CheCK ... e 628
Table 852 — ControlBlockConnect — response checkK....... ..o 629
Table 853 — ControlBlockPlug — response check..........cooooiii 629
Table 854 — ControlBlockConnect(PrmBegin) — response check ...........ccooiiiiiiiiiiiiiniineen. 630
Table 855 — ArgsLength CheCK ... e 631
Table 856 — ControlBlockConnect(AppIRdy) — request checK..........ociiiiiiiiiiiii 631
Table 857 — ControlBlockPlug(ApplRdy) — request ChecCK .........c.ooeuiiiiiiiiiiiii e 632
Table 858 — ArgsLength CheCK ... e 632
Table 859 — ControlBlockConnect — response ChecCK.........ccooiiiiiiiiiiii e, 633
Table 860 — ControlBlockPlug — response check..........ooooiiii 633
Table 861 — ArgsLength CheCK ... ... 634
Table 862 — ReleaseBlock — request ChecCK ..o, 635
Table 863 — ArgsLength CheCK ... e 635
Table 864 — ReleaseBlock — response ChecCk ..o 636
Table 865 — ArgsLength CheCK ... ... 636
Table 866 — IODWriteReqHeader — request check .........cooooiiiiiiiii e, 637
Table 867 — ArgsLength CheCK ... e 637
Table 868 — IODWriteResHeader — response checK....... ..o 638
Table 869 — ArgsLength CheCK ... ... e 639
Table 870 — ArgsLength CheCK ... e 640
Table 871 — ArgsLength CheCK ... ... 640
Table 872 — IODReadReqHeader — request checK ... 641
Table 873 — RecordDataReadQuery — request CheCK .........ooouiiiiiiiiiiiiiii e 642
Table 874 — ArgsLength CheCK ... e 642
Table 875 — IODReadResHeader — response ChecCK..........oooiiiiiiiiiii e 642
Table 876 — Primitives issued by AP-Context (FAL user) to FSPMDEV ...........cooiiiiiin. 645
Table 877 — Primitives issued by FSPMDEV to AP-Context (FAL user) .........cccoeevviiiniinnnnns. 648
Table 878 — Functions, Macros, Timers and Variables used by the AP-Context (FAL

USET) 10 FSPIMDEV ... et e e e e e aas 651
Table 879 — Functions, Macros, Timers and Variables used by the FSPMDEV to AP-

CONTEXE (F AL USEI) ottt 652

Table 880 — Primitives issued by AP-Context (FAL user) to FSPMCTL.........cooeiiiiiiiiniinnnen. 655



IEC 61158-6-10:2019 © IEC 2019 -33 -

Table 881 — Primitives issued by FSPMCTL to AP-Context (FAL user).........ccccooeviiiiniinnnnnn. 657
Table 882 — Functions, Macros, Timers and Variables used by AP-Context (FAL user)

100 T ST 1V O PR 661
Table 883 — Functions, Macros, Timers and Variables used by FSPMCTL to AP-

(70T 0] (=Y A (o Y I VT =Y PPN 662
Table 884 — Remote primitives issued or received by ALPMI ..., 665
Table 885 — Local primitives issued or received by ALPMI ... 666
Table 886 — ALPMI state table ... 667
Table 887 — Functions, Macros, Timers and Variables used by ALPMI ...l 668
Table 888 — Remote primitives issued or received by ALPMR ..., 669
Table 889 — Local primitives issued or received by ALPMR ... 670
Table 890 — ALPMR state table. . ... 671
Table 891 — Functions, Macros, Timers and Variables used by ALPMR ...l 673
Table 892 — Remote primitives issued or received by CMDEV ...........cooiiiiiiiiii, 677
Table 893 — Local primitives issued or received by CMDEV ... 679
Table 894 — CMDEV state table ... 682
Table 895 — Functions, Macros, Timers and Variables used by CMDEV .............cccoeiiinni. 684
Table 896 — Remote primitives issued or received by CMDEV_DA...........ocoiiiiiiiiiineans 686
Table 897 — Local primitives issued or received by CMDEV_DA ... 686
Table 898 — CMDEV_DA state table .......co.ooiiiiiii e 688
Table 899 — Functions, Macros, Timers and Variables used by CMDEV(DA)..........c.ccecvnani. 688
Table 900 — Remote primitives issued or received by CMSU............cooiiiiiiiiiiii e, 689
Table 901 — Local primitives issued or received by CMSU ... 689
Table 902 — CMSU state table ... e 692
Table 903 — Functions, Macros, Timers and Variables used by the CMSU .......................... 695
Table 904 — Remote primitives issued or received by CMIO............cooiiiiiiii i, 695
Table 905 — Local primitives issued or received by CMIO ... 695
Table 906 — CMIO state table ... e 697
Table 907 — Functions used by the CMIO ... ... 698
Table 908 — Remote primitives issued or received by CMRS.............ooiiiiiiii 698
Table 909 — Local primitives issued or received by CMRS ... 699
Table 910 — CMRS state table ... e 700
Table 911 — Functions, Macros, Timers and Variables used by the CMRS .......................... 700
Table 912 — Remote primitives issued or received by CMWRR .........ocooiiiiiiiiiiie, 701
Table 913 — Local primitives issued or received by CMWRR ... 701
Table 914 — CMWRR state table ... e 703
Table 915 — Functions, Macros, Timers and Variables used by CMWRR...............ccooiinnl. 705
Table 916 — Remote primitives issued or received by CMRDR ............ccoooiiiiiiiiiin 706
Table 917 — Local primitives issued or received by CMRDR .........cooiiiiiiiii 706
Table 918 — CMRDR state table ... e 707
Table 919 — Functions, Macros, Timers and Variables used by CMRDR ............ccccceiiinni. 708
Table 920 — Remote primitives issued or received by CMSM ..o, 708
Table 921 — Local primitives issued or received by CMSM ..........ooiiiiiiiiie 709

Table 922 — CMSM state table ... e 710



- 34 - IEC 61158-6-10:2019 © IEC 2019

Table 923 — Functions, Macros, Timers and Variables used by the CMSM.......................... 711
Table 924 — Remote primitives received by CMPBE ... o 712
Table 925 — Local primitives issued or received by CMPBE ..........cc.ooiiiiiiiiie 712
Table 926 — CMPBE state table ... 714
Table 927 — Functions, Macros, Timers and Variables used by the CMPBE ........................ 716
Table 928 — Remote primitives issued or received by CMDMC............ooiiiiiiiiiiiii 716
Table 929 — Local primitives issued or received by CMDMC .........coooiiiiiiiiiiiee 717
Table 930 — CMDMC state table .....couiiiii e 719
Table 931 — Functions, Macros, Timers and Variables used by the CMDMC ....................... 721
Table 932 — Remote primitives issued or received by CMINA...........coii 722
Table 933 — Local primitives issued or received by CMINA ... 722
Table 934 — CMINA state table ... e 724
Table 935 — Functions, Macros, Timers and Variables used by the CMINA ......................... 730
Table 936 — Return values of CheCkAPDU ... 731
Table 937 — Remote primitives issued or received by CMRPC ... 732
Table 938 — Local primitives issued or received by CMRPC ..........coooiiiiiiiiieee, 734
Table 939 — CMRPC state table .. ..o e 735
Table 940 - Functions, Macros, Timers and Variables used by the CMRPC........................ 738
Table 941 — Return values of CheckRP C ... e 740
Table 942 — Remote primitives issued or received by CMSRL..........cooviiiiiiiiiiee, 741
Table 943 — Local primitives issued or received by CMSRL .......c.ccooiiiiiiiiiiiee e, 742
Table 944 — CMSRL state table ... e 743
Table 945 — Functions, Macros, Timers and Variables used by the CMSRL ................cc.... 746
Table 946 — Combinations of DataStatus for Output buffers...............oooiiiiiii 747
Table 947 — Combinations of DataStatus for Input buffers.............c.coooiiii i 747
Table 948 — Remote primitives issued or received by CMSRL_AL........ccoooiiiiiiiiiiniin, 753
Table 949 — Local primitives issued or received by CMSRL_AL .......ooiiiiiiiiiiiie, 753
Table 950 — CMSRL_AL state table ... 755
Table 951 — Functions, Macros, Timers and Variables used by the CMSRL_AL .................. 756
Table 952 — Remote primitives issued or received by CMCTL ..o 759
Table 953 — Local primitives issued or received by CMCTL......ccoooiiiiiiiiiieee 760
Table 954 — CMCTL state table. ... e 764
Table 955 — Functions, Macros, Timers and Variables used by the CMCTL .............cc.cceee. 767
Table 956 — Remote primitives issued or received by CTLSM .......cooiiiiiiiiiiii 767
Table 957 — Local primitives issued or received by CTLSM........coooiiiiiiiiiii e, 768
Table 958 — CTLSM state table ... ..o e 769
Table 959 - Functions, Macros, Timers and Variables used by the CTLSM......................... 770
Table 960 — Remote primitives issued or received by CTLIO ..o 770
Table 961 — Local primitives issued or received by CTLIO ......cccooiiiiiiiiiii e, 771
Table 962 — CTLIO state table ... e 772
Table 963 — Functions, Macros, Timers and Variables used by the CTLIO ...........c..cieeenee. 773
Table 964 — Remote primitives received by CTLRDI ... 774

Table 965 — Local primitives issued or received by CTLRDI ........ccoooiiiiiiiii e, 774



IEC 61158-6-10:2019 © IEC 2019 - 35—

Table 966 — CTLRDI state table......oouiiii e 776
Table 967 — Functions, Macros, Timers and Variables used by CTLRDI...........cc.ccooeiiiennn. 776
Table 968 — Remote Primitives received by CTLRDR ..o 777
Table 969 — Local primitives issued or received by CTLRDR.........coooiiiiiiiiiie, 778
Table 970 — CTLRDR state table ... 778
Table 971 — Functions, Macros, Timers and Variables used by CTLRDR ............cooiiiinnii. 779
Table 972 — Remote primitives received by CTLRPC ... 779
Table 973 — Local primitives issued or received by CTLRPC.........cccooiiiiiiiii e, 782
Table 974 — CTLRPC state table ... e 783
Table 975 — Functions, Macros, Timers and Variables used by the CTLRPC....................... 785
Table 976 — Remote primitives issued or received by CTLSU .........ooiiiiiiiiiiii 785
Table 977 — Local Primitives issued or received by CTLSU ..........coooiiiiiiiiiie, 786
Table 978 — CTLSU state table .. oo 788
Table 979 - Functions, Macros, Timers and Variables used by the CTLSU ..................c.... 790
Table 980 — Remote primitives issued or received by CTLWRI.........coiiiiiiiii 791
Table 981 — Local primitives issued or received by CTLWRI ......coooiiiiiiiiiieee, 791
Table 982 — CTLWRI state table ... e 793
Table 983 - Functions, Macros, Timers and Variables used by CTLWRI ..........coooiiiiiinnn. 794
Table 984 — Remote primitives issued or received by CTLWRR ..o 795
Table 985 — Local primitives issued or received by CTLWRR ........ccoooiiiiiiiiiieeee, 795
Table 986 — CTLWRR state table ... 797
Table 987 — Functions, Macros, Timers and Variables used by CTLWRR.............cooiiiinnne. 797
Table 988 — Remote primitives issued or received by CTLPBE .........c..ccoiiiiiiiiii 798
Table 989 — Local primitives issued or received by CTLPBE .........cccoiiiiiiiiie, 799
Table 990 — CTLPBE state table ... e 800
Table 991 — Functions, Macros, Timers and Variables used by CTLPBE ..............cc.coii. 802
Table 992 — Remote primitives issued or received by CTLDINA ... 803
Table 993 — Local primitives issued or received by CTLDINA........ccooiiiiiiiii e, 804
Table 994 — CTLDINA state table ... e 806
Table 995 — Functions, Macros, Timers and Variables used by the CTLDINA...................... 809
Table 996 — Remote primitives issued or received by CTLSRL.........cooooiiiiiii 811
Table 997 — Local primitives issued or received by CTLSRL ......cooviiiiiiiiiiiiiieeeee, 811
Table 998 — CTLSRL state table ... e 813
Table 999 - Functions, Macros, Timers and Variables used by the CTLSRL .............cc.cceeee. 815
Table A.1 — Examples for the AR establishing..........ccooiiiiiiii e, 819
Table A.2 — Startup of Alarm transmitter and reCeiver.........cccoiiiiiiiiiiii e, 819
Table B.1 — Examples for compatible AR establishing..............oo 828
Table 1.1 — Priority regeneration and qUEUE USAJE .......c.iiiniiiiiiiiii e 842
Table M.1 — [EEE 802.3 Cross referenCe ... ccuuiiiiiiii e 849
Table R — Truth table ... e 864
Table R.2 — “MAC/PHY configuration/status” with AutoNegotiation disabled........................ 864
Table R.3 - “MAC/PHY configuration/status” with AutoNegotiation enabled ........................ 864

Table R.4 — Auto-negotiation support within “MAC/PHY configuration/status”...................... 864



Table R.5 — Auto-negotiation Settings ..o 865
Table T.1 — List of supported MIBS ... e 867
Table U.1 — Content of arChive ... e 868
Table W.1 — Cross reference IEC 62439-2 “MRP MIB objects”.........cooviiiiiiiiiiiiiiieceee, 887
Table W.2 — Cross reference IEC 62439-2 “Events, created by state machines” ................. 887
Table W.3 — Cross reference IEC 62439-2 “MRM parameter’ ... 888
Table W.4 — Cross reference IEC 62439-2 “MRC parameter’ ... 888
Table W.5 — Cross reference IEC 62439-2 “MRP MIB objects”.........cooviiiiiiiiiiiiiiiieceee, 888
Table W.6 — Cross reference IEC 62439-2 “Events, created by state machines” ................. 889
Table W.7 — Cross reference IEC 62439-2 “MIM parameter’ ... 889
Table W.8 — Cross reference IEC 62439-2 “MIC parameter” ... ... 889
Table X.1 — Meaning of NUMDEIS ... e 891
Table X.2 — Statistic counters — 0CtelS .......iiiiiii 892
Table X.3 — Statistic counters — packets or frames......... .o 893

Table X.4 — StatisStic COUNTEIS — EITOIS .. ..o e 893



IEC 61158-6-10:2019 © IEC 2019 - 37 -

INTERNATIONAL ELECTROTECHNICAL COMMISSION

INDUSTRIAL COMMUNICATION NETWORKS -
FIELDBUS SPECIFICATIONS -

Part 6-10: Application layer protocol specification —
Type 10 elements

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote
international co-operation on all questions concerning standardization in the electrical and electronic fields. To
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested
in the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely
with the International Organization for Standardization (ISO) in accordance with conditions determined by
agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence
between any IEC Publication and the corresponding national or regional publication shall be clearly indicated in
the latter.

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

6) All users should ensure that they have the latest edition of this publication.

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

Attention is drawn to the fact that the use of the associated protocol type is restricted by its
intellectual-property-right holders. In all cases, the commitment to limited release of
intellectual-property-rights made by the holders of those rights permits a layer protocol type to
be used with other layer protocols of the same type, or in other type combinations explicitly
authorized by its intellectual-property-right holders.

NOTE Combinations of protocol types are specified in IEC 61784-1 and IEC 61784-2.

International Standard IEC 61158-6-10 has been prepared by subcommittee 65C: Industrial
networks, of IEC technical committee 65: Industrial-process measurement, control and
automation.

This fourth edition cancels and replaces the third edition published in 2014. This edition
constitutes a technical revision.
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This edition includes the following significant technical changes with respect to the previous
edition:

a) integration of system redundancy basic functionality;

b) integration of dynamic reconfiguration basic functionality;

c) integration of reporting system basic functionality;

d) integration of asset management basic functionality;e) integration of media redundancy

ring interconnection basic functionality.

The text of this International Standard is based on the following documents:

FDIS Report on voting
65C/948/FDIS 65C/956/RVD

Full information on the voting for the approval of this International Standard can be found in
the report on voting indicated in the above table.

This publication has been drafted in accordance with ISO/IEC Directives, Part 2.

A list of all parts of the IEC 61158 series, published under the general title Industrial
communication networks — Fieldbus specifications, can be found on the IEC web site.

The committee has decided that the contents of this publication will remain unchanged until
the stability date indicated on the IEC web site under "http://webstore.iec.ch" in the data
related to the specific publication. At this date, the publication will be:

* reconfirmed;

* withdrawn;

* replaced by a revised edition, or
+ amended.

A bilingual version of this publication may be issued at a later date.

IMPORTANT - The ‘color inside’' logo on the cover page of this publication indicates
that it contains colors which are considered to be useful for the correct understanding
of its contents. Users should therefore print this document using a color printer.
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INTRODUCTION

This document is one of a series produced to facilitate the interconnection of automation
system components. It is related to other standards in the set as defined by the “three-layer”
fieldbus reference model described in IEC 61158-1.

The application protocol provides the application service by making use of the services
available from the data-link or other immediately lower layer. The primary aim of this
document is to provide a set of rules for communication expressed in terms of the procedures
to be carried out by peer application entities (AEs) at the time of communication. These rules
for communication are intended to provide a sound basis for development in order to serve a
variety of purposes:

— as a guide for implementers and designers;

— for use in the testing and procurement of equipment;

— as part of an agreement for the admittance of systems into the open systems environment;
— as arefinement to the understanding of time-critical communications within OSI.

This document is concerned, in particular, with the communication and interworking of
sensors, effectors and other automation devices. By using this document together with other
standards positioned within the OSI or fieldbus reference models, otherwise incompatible
systems may work together in any combination.

NOTE Attention is drawn to the fact that use of the associated protocol type(s) is restricted by its (their)
intellectual-property-right holder(s). In all cases, the commitment to limited release of intellectual-property-rights
made by the holder(s) of those rights permits a particular data-link layer protocol type to be used with physical
layer and application layer protocols in type combinations as specified explicitly in the IEC 61784 series. Use of the
protocol type(s) in other combinations may require permission of their respective intellectual-property-right
holder(s).

The International Electrotechnical Commission (IEC) draws attention to the fact that it is
claimed that compliance with this document may involve the use of a patent concerning
Type 10 elements and possibly other types given in this document as follows:

The following patent rights for Type 10 have been announced by [SI]:

Publication Title

System and method for parallel transfer of real-time critical and non-real-time critical data

WO 02/043336 via switchable data networks, particularly Ethernet

Synchronous clocked communication system with decentralized input/output modules and

WO 02/076033 methods for integrating decentralized input/output modules in such a system

WO 03/028258 Method for synchronizing nodes of a communication system

WO 03/028259 Communications system and method for synchronizing a communications cycle
WO 04/030284 gﬂye;ttt;?rt]jsfor permanent redundant transmission of data telegrams in communication
EP 1558002 Method for assigning an IP address to a device

EP 1318630 Matrices for controlling the device specific data transfer rates on a field bus

IEC takes no position concerning the evidence, validity and scope of these patent rights.

The holder of these patent rights has assured the IEC that he/she is willing to negotiate
licences either free of charge or under reasonable and non-discriminatory terms and
conditions with applicants throughout the world. In this respect, the statement of the holder of
these patent rights is registered with IEC. Information may be obtained from:
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[SI]: Siemens AG
LC TE IP&IT

Otto-Hahn-Ring 6
D-81739 Munich
Germany

Attention is drawn to the possibility that some of the elements of this document may be the
subject of patent rights other than those identified above. IEC shall not be held responsible for
identifying any or all such patent rights.

ISO (www.iso.org/patents) and IEC (http://www.iec.ch/tctools/patent_decl.htm) maintain on-
line data bases of patents relevant to their standards. Users are encouraged to consult the
data bases for the most up to date information concerning patents.


http://www.iso.org/patents
http://www.iec.ch/tctools/patent_decl.htm
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INDUSTRIAL COMMUNICATION NETWORKS -
FIELDBUS SPECIFICATIONS -

Part 6-10: Application layer protocol specification -
Type 10 elements

1 Scope

1.1 General

The Fieldbus Application Layer (FAL) provides user programs with a means to access the
fieldbus communication environment. In this respect, the FAL can be viewed as a “window
between corresponding application programs.”

This part of IEC 61158 provides common elements for basic time-critical and non-time-critical
messaging communications between application programs in an automation environment and
material specific to Type 10 fieldbus. The term “time-critical” is used to represent the
presence of a time-window, within which one or more specified actions are required to be
completed with some defined level of certainty. Failure to complete specified actions within
the time window risks failure of the applications requesting the actions, with attendant risk to
equipment, plant and possibly human life.

This International Standard defines in an abstract way the externally visible behavior provided
by the Type 10 fieldbus application layer in terms of:

a) the abstract syntax defining the application layer protocol data units conveyed between
communicating application entities,

b) the transfer syntax defining the application layer protocol data units conveyed between
communicating application entities,

c) the application context state machine defining the application service behavior visible
between communicating application entities, and

d) the application relationship state machines defining the communication behavior visible
between communicating application entities.
The purpose of this document is to define the protocol provided to:

a) define the wire-representation of the service primitives defined in IEC 61158-5-10 and
b) define the externally visible behavior associated with their transfer.
This document specifies the protocol of the Type 10 fieldbus application layer, in conformance

with the OSI Basic Reference Model (ISO/IEC 7498-1) and the OSI Application Layer
Structure (ISO/IEC 9545).

1.2 Specifications

The principal objective of this document is to specify the syntax and behavior of the
application layer protocol that conveys the application layer services defined in
IEC 61158-5-10.

A secondary objective is to provide migration paths from previously-existing industrial
communications protocols. It is this latter objective which gives rise to the diversity of
protocols standardized in IEC 61158-6.

1.3 Conformance

This document does not specify individual implementations or products, nor does it constrain
the implementations of application layer entities within industrial automation systems.
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Conformance is achieved through implementation of this application layer protocol
specification.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their
content constitutes requirements of this document. For dated references, only the edition
cited applies. For undated references, the latest edition of the referenced document (including
any amendments) applies.

IEC 61131-9, Programmable controllers — Part 9: Single-drop digital communication interface
for small sensors and actuators (SDCI)

IEC 61158-1:2019, Industrial communication networks — Fieldbus specifications — Part 1:
Overview and guidance for the IEC 61158 and IEC 61784 series

IEC 61158-2, Industrial communication networks — Fieldbus specifications — Part 2: Physical
layer specification and service definition

IEC 61158-5-10:2019, Industrial communication networks - Fieldbus specifications -
Application layer service definition — Type 10 elements

IEC 61158-6-3:2019, Industrial communication networks — Fieldbus specifications — Part 6-3:
Application layer protocol specification — Type 3 elements

IEC 62439-2, Industrial communication networks — High availability automation networks —
Part 2: Media Redundancy Protocol (MRP)

ISO/IEC 646:1991, Information technology — ISO 7-bit coded character set for information
interchange

ISO/IEC 7498-1, Information technology — Open Systems Interconnection — Basic Reference
Model: The Basic Model

ISO/IEC 8822, Information technology — Open Systems Interconnection — Presentation
service definition

ISO/IEC 8824-1, Information technology - Abstract Syntax Notation One (ASN.1):
Specification of basic notation

ISO/IEC 9545, Information technology — Open Systems Interconnection — Application Layer
structure

ISO/IEC 9834-8, Information technology — Procedures for the operation of object identifier
registration authorities — Part 8: Generation of universally unique identifiers (UUIDs) and their
use in object identifiers

ISO/IEC 10646, Information technology — Universal Coded Character Set (UCS)

ISO/IEC 10731, Information technology — Open Systems Interconnection — Basic Reference
Model — Conventions for the definition of OSI services

ISO/IEC/IEEE 60559:2011, Information technology — Microprocessor Systems — Floating-
Point arithmetic
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ISO 8601, Data elements and interchange formats — |Information interchange -
Representation of dates and times

IEEE Std 802, IEEE Standard for Local and metropolitan area networks: Overview and
Architecture, available at http://www.ieee.org [viewed 2018-09-27]

IEEE Std 802.1AB:2016, IEEE Standard for Local and metropolitan area networks: Station
and Media Access Control Connectivity Discovery, available at http://www.ieee.org [viewed
2018-09-27]

IEEE Std 802.1AC, /IEEE Standard for Local and metropolitan area networks — Media Access
Control (MAC) Service definition, available at http://www.ieee.org [viewed 2018-09-27]

IEEE Std 802.1AS, IEEE standard for Local and metropolitan area networks — Timing and
Synchronization for Time-Sensitive Applications in Bridged Local Area Networks, available at
http://www.ieee.org [viewed 2018-09-27]

IEEE Std 802.1Q-2018, IEEE Standard for Local and metropolitan area networks — Bridges
and Bridged Networks, available at http://www.ieee.org [viewed 2018-09-27]

IEEE Std 802.3, IEEE Standard for Ethernet, available at http://www.ieee.org [viewed 2018-
09-27]

IEEE Std 802.11, IEEE Standard for Information technology — Telecommunications and
information exchange between systems — Local and metropolitan area networks — Specific
requirements — Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer
(PHY) Specifications, available at http://www.ieee.org [viewed 2018-09-27]

IEEE Std 802.15.1, IEEE Standard for Information technology — Telecommunications and
information exchange between systems — Local and metropolitan area networks — Specific
requirements — Part 15.1: Wireless medium access control (MAC) and physical layer (PHY)
specifications for wireless personal area networks (WPANSs), available at http://www.ieee.org
[viewed 2018-09-27]

IETF RFC 768, User Datagram Protocol; available at http://www.ietf.org [viewed 2018-09-27]
IETF RFC 791, Internet Protocol; available at http://www.ietf.org [viewed 2018-09-27]

IETF RFC 792, Internet Control Message Protocol; available at http://www.ietf.org [viewed
2018-09-27]

IETF RFC 826, An Ethernet Address Resolution Protocol or Converting Network Protocol
Addresses to 48.bit Ethernet Address for Transmission on Ethernet Hardware; available at
http://www.ietf.org [viewed 2018-09-27]

IETF RFC 950, Internet Standard Subnetting Procedure; available at http://www.ietf.org
[viewed 2018-09-27]

IETF RFC 1034, Domain names — Concepts and Facilities; available at http://www.ietf.org
[viewed 2018-09-27]

IETF RFC 1213, Management Information Base for Network Management of TCP/IP-based
internets: MIB-II; available at http://www.ietf.org [viewed 2018-09-27]

IETF RFC 2131, Dynamic Host Configuration Protocol; available at http://www.ietf.org [viewed
2018-09-27]
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IETF RFC 2132, DHCP Options and BOOTP Vendor Extensions; available at
http://www.ietf.org [viewed 2018-09-27]

IETF RFC 2236, Internet Group Management Protocol, Version 2; available at
http://www.ietf.org [viewed 2018-09-27]

IETF RFC 2365, Administratively Scoped IP Multicast; available at http://www.ietf.org [viewed
2018-09-27]

IETF RFC 2474, Definition of the Differentiated Services Field (DS Field) in the IPv4 and IPv6
Headers; available at http://www.ietf.org [viewed 2018-09-27]

IETF RFC 2674, Definitions of Managed Objects for Bridges with Traffic Classes, Multicast
Filtering and Virtual LAN Extensions; available at http://www.ietf.org [viewed 2018-09-27]

IETF RFC 2863, The Interfaces Group MIB; available at http://www.ietf.org [viewed 2018-09-
27]

IETF RFC 3418, Management Information Base (MIB) for the Simple Network Management
Protocol (SNMP); available at http://www.ietf.org [viewed 2018-09-27]

IETF RFC 3621, Power Ethernet MIB; available at http://www.ietf.org [viewed 2018-09-27]

IETF RFC 4361, Node-specific Client Identifiers for Dynamic Host Configuration Protocol
Version Four (DHCPv4); available at http://www.ietf.org [viewed 2018-09-27]

IETF RFC 4363, Definitions of Managed Objects for Bridges with Traffic Classes, Multicast
Filtering, and Virtual LAN Extensions; available at http://www.ietf.org [viewed 2018-09-27]

IETF RFC 4604, Using Internet Group Management Protocol Version 3 (IGMPv3) and
Multicast Listener Discovery Protocol Version 2 (MLDv2) for Source-Specific Multicast,
available at http://www.ietf.org [viewed 2018-09-27]

IETF RFC 4632, Classless Inter-domain Routing (CIDR): The Internet Address Assignment
and Aggregation Plan, available at http://www.ietf.org [viewed 2018-09-27]

IETF RFC 4836, Definitions of Managed Objects for IEEE Std 802.3 Medium Attachment Units
(MAUSs), available at http://www.ietf.org [viewed 2018-09-27]

IETF RFC 5227, IPv4 Address Conflict Detection; available at http://www.ietf.org [viewed
2018-09-27]

IETF RFC 5890, Internationalized Domain Names for Applications (IDNA): Definitions and
Document Framework; available at http://www.ietf.org [viewed 2018-09-27]

IETF RFC 5905, Network Time Protocol Version 4: Protocol and Algorithms Specification;
available at http://www.ietf.org [viewed 2018-09-27]

IETF RFC 6151, Updated Security Considerations for the MD5 Message-Digest and the
HMAC-MD5 Algorithms; available at http://www.ietf.org [viewed 2018-09-27]

IETF RFC 6890, Special-Purpose IP Address Registries; available at http://www.ietf.org
[viewed 2018-09-27]

The Open Group, Publication C706, Technical standard DCE1.1: Remote Procedure Call,
available at <http://www.opengroup.org/onlinepubs/9629399/toc.htm> [viewed 2018-09-27]


http://www.ietf.org/
http://www.ietf.org/
http://www.ietf.org/
http://www.ietf.org/
http://www.ietf.org/
http://www.ietf.org/
http://www.ietf.org/
http://www.ietf.org/
http://www.ietf.org/
http://www.ietf.org/
http://www.ietf.org/
http://www.ietf.org/
http://www.ietf.org/
http://www.ietf.org/
http://www.ietf.org/
http://www.ietf.org/
http://www.ietf.org/
http://www.ietf.org/
http://www.opengroup.org/onlinepubs/9629399/toc.htm



