This is a preview of IEC 62056-5-3 Ed. 4.0 b:2023. Click here to purchase the full version from the ANSI store.

H@

INTERNATIONAL
STANDARD

NORME
INTERNATIONALE

Edition 4.0 2023-09

colour
inside

Electricity metering data exchange — The DLMS®/COSEM suite —
Part 5-3: DLMS®/COSEM application layer

Echange des données de comptage de I'électricité — La suite DLMS®/COSEM -
Partie 5-3: Couche application DLMS®/COSEM

INTERNATIONAL
ELECTROTECHNICAL
COMMISSION

COMMISSION
ELECTROTECHNIQUE
INTERNATIONALE

ICS 17.220, 35.110, 91.140.50 ISBN 978-2-8322-7223-7

Warning! Make sure that you obtained this publication from an authorized distributor.
Attention! Veuillez vous assurer que vous avez obtenu cette publication via un distributeur agréé.

® Registered trademark of the International Electrotechnical Commission
Marque déposée de la Commission Electrotechnique Internationale


https://webstore.ansi.org/Standards/IEC/IEC62056Ed2023-2509713
https://webstore.ansi.org/Standards/IEC/IEC62056Ed2023-2509713?source=preview

This is a preview of IEC 62056-5-3 Ed. 4.0 b:2023. Click here to purchase the full version from the ANSI store.

CONTENTS

O ] T I PP 12
INTRODUGCTION ..ottt et et e e e e e et e e e et e e e et e et e e e eenns 14
1 1T o 1= S 15
2 NOrmMative referENCES ... e e 15
3  Terms, definitions, abbreviated terms and symbols..........ccccoiiiiiiiiiiii 17
3.1 General DLMS®/COSEM definitions ......ooouiiiiiii e 17
3.2 Definitions related to cryptographic seCurity.........ccooiiiiiiiiiiii e 22
3.3 Definitions and abbreviated terms related to the Galois/Counter Mode.................. 32
3.4 General abbreviated termMS ... ... 34
3.5 Symbols related to the Galois/Counter Mode ..., 38
3.6 Symbols related the ECDSA algorithm ..., 38
3.7 Symbols related to the key agreement algorithms ..., 39

4 Overview of DLMS®/COSEM ... 39
4.1 Information exchange in DLMS®/COSEM ..o 39
4.1.1 GBNEIAL ..t 39
4.1.2 Communication MOl ........oiuiiiii e 40
4.1.3 Naming and addreSSinNg .. ... 41
414 Connection oriented operation ..........coo.iiiiiiiii i 44
4.1.5 Application assoCiations ... 45
4.1.6 MeSSaging Patterns ..o 46
4.1.7 Data exchange between third parties and DLMS®/COSEM servers ............... 47
4.1.8 Communication Profiles ... 48
4.1.9 Model of a DLMS®/COSEM metering system........ccccooiiiiiiiiiiieeeeeee, 50
4.1.10 Model of DLMS®/COSEM SEIVEIS.....cuiiiieiieee e 50
4.1.11 Model of a DLMS®/COSEM client.......ccoouiiiiiiiie e 52
4.1.12 Interoperability and interconnectivity in DLMS®/COSEM ..........cccoovviiivinnnenn. 53
4.1.13 Ensuring interconnectivity: the protocol identification service......................... 53
4.1.14 System integration and meter installation ................coooiii 53

4.2 DLMS®/COSEM application layer main features ..o 54
4.2.1 GBNEIAL ..t 54
4.2.2 DLMS®/COSEM application layer structure ..o 54
4.2.3 The Association Control Service Element, ACSE ..........ccoiiiiiiiiiiiiieen, 55
4.2.4 The xDLMS application service element ............ccoiiiiiiiiiiiiii i, 56
4.2.5 Layer management SEIVICES ....c.uiiuu i 64
4.2.6 Summary of DLMS®/COSEM application layer services...........coocceeveineennannn.. 64
4.2.7 DLMS®/COSEM application layer protoCols.........ccooiiiiiiiiiiiiieeeeen 65

5 Information security in DLMS®/COSEM ... 65
5.1 L@ AT T 1 S 65
5.2 The DLMS®/COSEM security CONCEPL ....uovvieiiiiiieie e 65
5.2.1 L N V= 65
5.2.2 Identification and authentication ... 66
5.2.3 SeCUrity CONtEXT .. o i 69
5.2.4 ACCESS TIGNES oo 69
5.2.5 Application layer message SECUNLY .....o.iveiiiiiii e 69
5.2.6 COSEM data SECUIIY ..ouuiiiiiii e 72

5.3 Cryptographic algorithms ... 72


https://webstore.ansi.org/Standards/IEC/IEC62056Ed2023-2509713
https://webstore.ansi.org/Standards/IEC/IEC62056Ed2023-2509713?source=preview

This is a preview of IEC 62056-5-3 Ed. 4.0 b:2023. Click here to purchase the full version from the ANSI store.

5.3.1 OV BIVIBW ittt et et e e ettt et e et e et e et e e et e e et e et e et e et e et e eaaes 72
5.3.2 Hash funCtion ... e 72
5.3.3 Symmetric kKey algorithms ... 73
5.3.4 Public key algorithms ... ... 80
5.3.5 Random number generation..... ... 90
5.3.6 (70101 o] £ X1 o] o SR PP 91
5.3.7 SECUNTY SUITE ..oe it e 91
5.4 Cryptographic KEYS — OVEIVIEW......cuiiiiiiiiiie et 92
5.5 Key used with symmetric key algorithms ... 92
5.5.1 SYMMELNIC KEYS LY PES oo 92
5.5.2 Key information with general-ciphering APDU and data protection................. 94
5.5.3 Key identification ... 94
5.5.4 LRGN = ] o1 L Y S 95
5.5.5 KBy AgrEEMENT Lo 95
5.5.6 Symmetric Key cryptoperiods ... 96
5.6 Keys used with public key algorithms ..o 96
5.6.1 L N V= 96
5.6.2 Key pair generation .........cooiuiiiii 96
5.6.3 Public key certificates and infrastructure..............coi 97
5.6.4 Certificate and certificate extension profile ... 100
5.6.5 Suite B end entity certificate types to be supported by DLMS®/COSEM
ST =T Y=Y T PP 108
5.6.6 Management of certificates ... 108
5.7 Applying cryptographic proteCtion ..o 113
5.7.1 L Y V= 113
5.7.2 Protecting XDLMS APDUS... oo 113
5.7.3 Multi-layer protection by multiple parties........cccooviiiiiii 126
5.7.4 HLS authentication mechanisms ...... ... 127
5.7.5 Protecting COSEM data.......c.oooniiniiii e 130
6 DLMS®/COSEM application layer service specification ..., 131
6.1 Service primitives and parameters ........cco.viviiiiii i 131
6.2 The COSEM-OPEN SEIVIiCe ...ouiiiie e 133
6.3 The COSEM-RELEASE SeIVIiCe. ...t 138
6.4 COSEM-ABORT SBIVIC..cituiitiiiieiieeiie et e e e e e e e e et e e et et e e et e et aeenaes 141
6.5 Protection and general block transfer parameters ... 141
6.6 THE GET SEIVICE vttt ettt e e e e ees 146
6.7 The SET SEIVICE e e 149
6.8 THEe ACTION SEIVICE ..ttt e e e e e e eees 153
6.9 The ACCESS SEIVICE .uei i 156
6.9.1 Overview — Main features .. ... 156
6.9.2 Service specCification.........cooiiiii 158
6.10 The DataNotification Service ... ... e 162
6.11  The EventNotification ServiCe........c.ooiiiiiiii e 164
6.12 The TriggerEventNotificationSending service ...........coooiiiiiiiiiii 165
6.13 Variable access specification ..........ccoiiiiiiiii 166
6.14  The Read SerViCe ... 166
6.15  The Write SeIVICe . o 170
6.16  The UnconfirmedWrite SErviCe ........coiiiiiiiii e 173

6.17 The InformationReport Service ... ... 175


https://webstore.ansi.org/Standards/IEC/IEC62056Ed2023-2509713
https://webstore.ansi.org/Standards/IEC/IEC62056Ed2023-2509713?source=preview

This is a preview of IEC 62056-5-3 Ed. 4.0 b:2023. Click here to purchase the full version from the ANSI store.

6.18 Client side layer management services: the SetMapperTable.request ................. 176
6.19 Summary of services and LN/SN data transfer service mapping..........c..c..c......... 176
7 DLMS®/COSEM application layer protocol specification ... 177
7.1 The control TUNCLION ..., 177
7.1.1 State definitions of the client side control function ..., 177
7.1.2 State definitions of the server side control function........................... 179
7.2 The ACSE services and APDUS ..., 181
7.2.1 ACSE functional units, services and service parameters.............c.ccccceeevnnnn. 181
7.2.2 Registered COSEM NaMES .....uiiiiiiiiii e e 184
7.2.3 APDU €NCOAING FUIES....euieiii e e e e e aeea e 187
7.2.4 Protocol for application association establishment.................................... 187
7.2.5 Protocol for application association release .........c..coooiiiii i 193
7.3 Protocol for the data transfer ServiCes........coooiiiiiiiiiiii e 196
7.3.1 Negotiation of services and options — the conformance block ...................... 196
7.3.2 Confirmed and unconfirmed service invocations ..............coooceviiiiiiiineneenn. 197
7.3.3 Protocol for the GET ServiCe ..., 199
7.3.4 Protocol for the SET Service .......oooiiiiiiii e 202
7.3.5 Protocol for the ACTION SEerVIiCe ......cvuuiiuiiiiiiii e 205
7.3.6 Protocol for the ACCESS ServiCe ..o 207
7.3.7 Protocol of the DataNotification service ............coooiiiiiiiiiii 208
7.3.8 Protocol for the EventNotification service.............oooo 211
7.3.9 Protocol for the Read ServiCe.........oooiuiiiiiiiii e 212
7.3.10 Protocol for the Write ServiCe........oiuiiiiiiiii e, 215
7.3.11 Protocol for the UnconfirmedWrite service ... 219
7.3.12 Protocol for the InformationReport service .........cocooviiiiiiiiiii e 220
7.3.13 Protocol of general block transfer mechanism..............ccooooiii . 221
7.3.14 Protocol of exception mechanism ..o 243
Abstract syntax of ACSE and COSEM APDUS .......cciiiiiiiiiiiecee e 244
COSEM APDU XML SChEMA ... it e eeees 263
9.1 L= a1 - Y PP 263
9.2 XML SO M .o 263
Annex A (normative) Using the DLMS®/COSEM application layer in various
commuUNICAtioNS Profiles ... e 285
A1 LCT=Y o 1=Y - | PPN 285
A.2 Targeted communication environmMents ..o 285
A.3 The structure of the Profile ..., 285
A.4 Identification and addressing SChemMes...... ... 285
A.5 Supporting layer services and Service mapping......ccccovvviiiiiieiieiiei e, 286
A.6 Communication profile specific parameters of the COSEM AL services............... 286
A7 Specific considerations / constraints using certain services within a given
010 ) 1= N 286
A.8 The 3-layer, connection-oriented, HDLC based communication profile ................ 286
A.9 The TCP-UDP/IP based communication profiles (COSEM_on_IP)....................... 286
A.10 The wired and wireless M-Bus communication profiles................ccccoeiiiiiiinnn. 286
A 11 The S-FSK PLC Profil@. ... 286
Annex B (normative) SMS Short Wrapper... ..o i 287
Annex C (normative) Gateway protOCOl ..o 288
CA1 LCT=Y o 1=Y - | D PPN 288

C.2 The gateway ProtOCOL.... ... 289


https://webstore.ansi.org/Standards/IEC/IEC62056Ed2023-2509713
https://webstore.ansi.org/Standards/IEC/IEC62056Ed2023-2509713?source=preview

This is a preview of IEC 62056-5-3 Ed. 4.0 b:2023. Click here to purchase the full version from the ANSI store.

C.3 HES in the WAN/NN acting as Initiator (Pull operation) .............ccooiiiiiiiiiiinnnnne. 290
C4 End devices in the LAN acting as Initiators (Push operation).........c...ccoooiiiieinins 291
C.41 LY o =T = | 291
C.4.2 End device with WAN/NN knowledge ........ccooiiiiiiiiiiee e 291
C4.3 End devices without WAN/NN knowledge .........ccoooiiiiiiiiiiiiiieee 291
C.5 ST o1 0 o YRR 291
Annex D (informative) AARQ and AARE encoding examples.........ccooooiiiiiiiiniiniinieceen, 292
D.1 L= a1 - Y PSP 292
D.2 Encoding of the xDLMS InitiateRequest / InitiateResponse APDU ....................... 292
D.3 Specification of the AARQ and AARE APDUS ......c.oiiiiiiiiii e 295
D.4 Data for the examples ... 296
D.5 Encoding of the AARQ APDU ... .. 297
D.6 Encoding of the AARE APDU .. ..o 300
Annex E (informative) Encoding examples: AARQ and AARE APDUs using a ciphered
APPHCAtiON CONEEXT .. e e e 306
E.A A-XDR encoding of the xDLMS InitiateRequest APDU, carrying a dedicated
K Y et 306
E.2 Authenticated encryption of the xDLMS InitiateRequest APDU ...................ooooe.. 307
E.3 The AARQ APDU ... et ees 308
E.4 A-XDR encoding of the xDLMS InitiateResponse APDU ..........c.coocoiiiiiiiiinineenn. 310
E.5 Authenticated encryption of the xDLMS InitiateResponse APDU ......................... 311
E.6 The AARE APDU ..ot 312
E.7 The RLRQ APDU (carrying a ciphered xDLMS InitiateRequest APDU) ................ 314
E.8 The RLRE APDU (carrying a ciphered xDLMS InitiateResponse APDU).............. 315
Annex F (informative) Data transfer service examples ........coooooiiiiiiiiiiiiiiin e, 316
F.1 GET / Read, SET / Write eXamples .......couiiiiiiiiie e 316
F.2 ACCESS ServiCe eXampPle . ..o 333
F.3 Compact array encoding example ..o 334
F.3.1 LY o =T = | 334
F.3.2 The specification of compact-array ...........coooiiiiiiiiii 335
F.3.3 Example 1: Compact array encoding an array of five long-unsigned
VAU S 336
F.3.4 Example 2: Compact-array encoding of five octet-string values ................... 337
F.3.5 Example 3: Encoding of the buffer of a Profile generic object ...................... 338
F.4 Profile generic IC buffer attribute encoding examples ...........coooiiiiiiiiiins 339
F.4.1 L= a1 =Y PPN 339
F.4.2 Get-response with Profile generic normal encoding example ....................... 340
F.4.3 Get-response with Profile generic null-data compressed encoding
X AMIP B e 342
F.4.4 Get-response with Profile generic compact-array encoding example............ 345
F.4.5 Get-response with Profile generic null-data and delta-value encoding
X AMIP I s 347
F.4.6 Comparison of various encoding methods for Get-response APDU .............. 350
F.4.7 Combination of the various encoding methods and V.44 compression ......... 350
Annex G (normative) NSA Suite B elliptic curves and domain parameters.......................... 352
Annex H (informative) Example of an End entity signature certificate using P-256
SIGNEA WIth P=256 ..o e e 354
H.1 Fields of public key certificates ..........ccooiiiiiii i 354

H.2 Example of a Root-CA Certificate using P-256 signed with P-256 ....................... 355


https://webstore.ansi.org/Standards/IEC/IEC62056Ed2023-2509713
https://webstore.ansi.org/Standards/IEC/IEC62056Ed2023-2509713?source=preview

This is a preview of IEC 62056-5-3 Ed. 4.0 b:2023. Click here to purchase the full version from the ANSI store.

H.3 Example of an end entity digital signature Certificate using P-256 signed

WL Po25B oot 356
Annex | (normative) Use of key agreement schemes in DLMS®/COSEM..............cccoeenail. 357
[.1 Ephemeral Unified Model C(2e, 0s, ECC CDH) scheme ..........coccvviiiiiiiiiiiinennn. 357
1.2 One-Pass Diffie-Hellman C(1e, 1s, ECC CDH) scheme ..., 360
1.3 Static Unified Model C(Oe, 2s, ECC CDH) scheme .........ccccooiiiiiiiiiiiiicieee, 363
Annex J (informative) Exchanging protected xDLMS APDUs between TP and server......... 367
J.1 L= a1 = Y USSP 367
J.2 Example 1: Protection is the same in the two directions ...l 367
J.3 Example 2: Protection is different in the two directions ..............c.cooiiiiiin. 368
Annex K (informative) Significant technical changes with respect to
B C 82056531201 7 .. ittt ettt aa e aan 370
710 1o = Yo 2 V2% S 373
Figure 1 — Client—server model and communication protocols ............c..ccoiiiiiiiiiiiiii e, 41
Figure 2 — Naming and addressing in DLMS®/COSEM .......cccoiiiiiiiiiiiiiceeee e, 42
Figure 3 — A complete communication session in the CO environment...............coooiiiininn. 44
Figure 4 — DLMS®/COSEM messaging patterns ... 47
Figure 5 — DLMS®/COSEM generic communication profile ............ccccooiiiiiiiiiiiiieee, 49
Figure 6 — Model of a DLMS®/COSEM metering system ........cccooiiiiiiiiiiiiiiee e, 50
Figure 7 — DLMS®/COSEM server Model. ... 51
Figure 8 — Model of a DLMS®/COSEM client using multiple protocol stacks...............c.......... 52
Figure 9 — The structure of the DLMS®/COSEM application layers ...........cccoeviiiiiiiiiiniinennss 54
Figure 10 — The concept of composable XDLMS MeSSageS.....c.oevuiiviiiiiiiiiiiiieiieieieeeeeeeen, 61
Figure 11 — Summary of DLMS®/COSEM AL SEIVICES ...cuuiiiniiiiiiiiiiiiee e 64
Figure 12 — Authentication mechaniSmMs ... ... 67
Figure 13 — Client — server message security CONCEPT ......c.vviiiiiiiiiiiiiiii e, 70
Figure 14 — End-to-end message security CONCept.......ooiiiiiiiiiii e 71
Figure 15 — Hash fUNCHION . ... e 73
Figure 16 — Encryption and deCryplion ... 74
Figure 17 — Message Authentication Codes (MACS).......ciiiiiiiiiiiii e 75
Figure 18 — GCM fUNCHIONS ...iieiii e e e e e e 77
Figure 19 — Digital Signatures .. ... e 83
Figure 20 — C(2e, 0s) scheme: each party contributes only an ephemeral key pair................ 85
Figure 21 — C(1e, 1s) schemes: party U contributes an ephemeral key pair, and party V
contributes @ statiC Key Pair ... 86
Figure 22 — C(0Oe, 2s) scheme: each party contributes only a static key pair.......................... 88
Figure 23 — Architecture of a Public Key Infrastructure (example) .........ccoooiiiiiiiiiiiinn, 99
Figure 24 — MSC for provisioning the server with CA certificates ...........ccooooviiinn, 109
Figure 25 — MSC for security personalisation of the server ............coooiiiiiiiiiiiicii 110
Figure 26 — Provisioning the server with the certificate of the client .......................... 111
Figure 27 — Provisioning the client / third party with a certificate of the server..................... 112
Figure 28 — Remove certificate from the server...........oooi 112
Figure 29 — Cryptographic protection of information using AES-GCM.............cooiiiiiiiinnnn... 116

Figure 30 — Structure of service-specific global / dedicated ciphering xXDLMS APDUs ......... 118


https://webstore.ansi.org/Standards/IEC/IEC62056Ed2023-2509713
https://webstore.ansi.org/Standards/IEC/IEC62056Ed2023-2509713?source=preview

This is a preview of IEC 62056-5-3 Ed. 4.0 b:2023. Click here to purchase the full version from the ANSI store.

Figure 31 — Structure of general-glo-ciphering and general-ded-ciphering xDLMS

Y 1 1 O PPN 119
Figure 32 — Structure of general-ciphering XDLMS APDUS ........ccoiiiiiiiiiiiiiic e 120
Figure 33 — Structure of general-signing APDUS ..o 126
Figure 34 — ServiCe PrimitiVeS . ... i e 131
Figure 35 — Time SeqUENCE AiagramsS ... . e e e et e e aaenes 132
Figure 36 — Additional service parameters to control cryptographic protection and GBT ...... 142
Figure 37 — Partial state machine for the client side control function ................................. 178
Figure 38 — Partial state machine for the server side control function.........................ooooel . 180
Figure 39 — MSC for successful AA establishment preceded by a successful lower

layer connection establishment ... 189
Figure 40 — Graceful AA release using the A-RELEASE service........ccooviviiiiiiiiiiiiiincneenn. 194
Figure 41 — Graceful AA release by disconnecting the supporting layer ...............cccoeenenn.. 195
Figure 42 — Aborting an AA following a PH-ABORT.indication...............coccooiiiiiiiiiin e, 196
Figure 43 — MSC Of the GET SEIVICE ....uiuiiiiii e 199
Figure 44 — MSC of the GET service with block transfer............oooiii 200
Figure 45 — MSC of the GET service with block transfer, long GET aborted ........................ 202
Figure 46 — MSC Of the SET SEIVICE ..cuiviiiiiiii e 203
Figure 47 — MSC of the SET service with block transfer............cooiii 203
Figure 48 — MSC of the ACTION SEIVICE ....cuuiiiiiieiie e 205
Figure 49 — MSC of the ACTION service with block transfer..............ccooiiiiiiiiiiiiiiiin 207
Figure 50 — Access Service with [oNg reSPONSE ......ooviiiiiii i 208
Figure 51 — Access Service with long request and response ...........ccocovviiiiiiiiiieincineeenn, 208
Figure 52 — MSC for the DataNotification service, case 1) ..o 209
Figure 53 — MSC for the DataNotification service, case 2) ..........ccoooviiiiiiiiiiiiieeeeeea 210
Figure 54 — MSC for the DataNotification service, case 3) .......ccccoiiiiiiiiiiiiii i 211
Figure 55 — MSC of the Read service used for reading an attribute....................coo, 214
Figure 56 — MSC of the Read service used for invoking a method..................ooin, 214
Figure 57 — MSC of the Read Service used for reading an attribute, with block transfer...... 215
Figure 58 — MSC of the Write service used for writing an attribute ........................... 218
Figure 59 — MSC of the Write service used for invoking a method............................ 218
Figure 60 — MSC of the Write Service used for writing an attribute, with block transfer ...... 219
Figure 61 — MSC of the Unconfirmed Write service used for writing an attribute.................. 220
Figure 62 — Partial service invocations and GBT APDUS ........ccccooiiiiiiiiiei e 223
Figure 63 — The GBT ProCEAUIE ... .cuuiiii et 226
Figure 64 — Send GBT APDU stream sub-procedure ...........coooviiiiiiiiiiniini e 230
Figure 65 — Process GBT APDU sSUb-ProCedUre .........co.iiiiiiiiii e 232
Figure 66 — Check RQ and fill gaps SUb-proCedure ...........c.cooieiiiiiiiiiiiie e 234
Figure 67 — GET service with GBT, switching to streaming ...........ccoooiiiiiiiiii 235

Figure 68 — GET service with partial invocations, GBT and streaming, recovery of 4th
block SENt i the 2N SErEAM .......viuieee ettt 236

Figure 69 — GET service with partial invocations, GBT and streaming, recovery of 4th
ANA B DIOCK ... 238


https://webstore.ansi.org/Standards/IEC/IEC62056Ed2023-2509713
https://webstore.ansi.org/Standards/IEC/IEC62056Ed2023-2509713?source=preview

This is a preview of IEC 62056-5-3 Ed. 4.0 b:2023. Click here to purchase the full version from the ANSI store.

Figure 70 — GET service with partial invocations, GBT and streaming, recovery of last

0] [0 ] 239
Figure 71 — SET service with GBT, with server not supporting streaming, recovery of

BTG BIOCK ...ttt 240
Figure 72 — ACTION-WITH-LIST service with bi-directional GBT and block recovery .......... 241
Figure 73 — DataNotification service with GBT with partial invocation.........................oo. 243
o O = T B ] o o T AV = o] o 1= PP 287
Figure C.1 — General architecture with gateway ... 288
Figure C.2 — The fields used for pre-fixing the COSEM APDUS ..o, 289
Figure C.3 — Pull message sequence Chart ....... ..o 290
Figure C.4 — Push message SequeNCe Chart ..........coouiiiiiiiiiii e 291
Figure 1.1 — MSC for key agreement using the Ephemeral Unified Model C(2e, Os,

o OO 05 ] o | I-Tod =1 ¢ o - PPN 357
Figure 1.2 — Ciphered xXDLMS APDU protected by an ephemeral key established using

the One-pass Diffie-Hellman (1e, 1s, ECC CDH) scheme..........coooiiiiiiiiiieee 360
Figure 1.3 — Ciphered xXDLMS APDU protected by an ephemeral key established using

the Static Unified Model C(0e, 2s, ECC CDH) scheme .........cccccoiiiiiiiiiiieeee e, 364
Figure J.1 — Exchanging protected xDLMS APDUs between TP and server: example 1....... 368
Figure J.2 — Exchanging protected xDLMS APDUs between TP and server: example 2....... 369
Table 1 — Client and SErver SAPS ... 43
Table 2 — Clarification of the meaning of PDU size for DLMS®/COSEM ..........cccoiviiiinninnnn. 63
Table 3 — Elliptic curves in DLMS®/COSEM security SUItES ........cooviiiiiiiiiiiieee, 81
Table 4 — Ephemeral Unified Model key agreement scheme summary .............coooviviiiiieneenn. 85
Table 5 — One-pass Diffie-Hellman key agreement scheme summary .............c.cooiiiiininnn. 87
Table 6 — Static Unified Model key agreement scheme summary .............coooveiiiiiiiiineneennen. 89
Table 7 — Otherinfo subfields and SUDSIFIINGS ..o 90
Table 8 — Security algorithm D=8 ... ... e 90
Table 9 — DLMS®/COSEM SeCuUrity SUITES .......iiuiiie e 91
Table 10 — SymMMEtriC KEYS fY PO S . vttt e 93
Table 11 — Key information with general-ciphering APDU and data protection....................... 94
Table 12 — Asymmetric keys types and their use..........coooi 96
Table 13 — X.509 v3 Certificate structure ....... ..o 100
Table 14 — X.509 v3 thbsCertificate fields ..o 101
Table 15 — Naming scheme for the Root-CA instance (informative).............ccooceiiiiiininnni. 102
Table 16 — Naming scheme for the Sub-CA instance (informative)...........c..ccooooiiii. 102
Table 17 — Naming scheme for the end entity instance ................coooiiiii i, 103
Table 18 — X.509 v3 Certificate extensions ... ... 105
Table 19 — Key Usage eXIENSIONS .. .cu. i e e 106
Table 20 — Subject Alternative Name values ..........oooiiiiiiii e 106
Table 21 — Issuer Alternative Name Values ...... ... 107
Table 22 — Basic constraints extension values ... 107
Table 23 — Certificates handled by DLMS®/COSEM end entities............ooooiiiiiiiiiinns 108

Table 24 — Security policy values ("Security setup" version 1) ... 113


https://webstore.ansi.org/Standards/IEC/IEC62056Ed2023-2509713
https://webstore.ansi.org/Standards/IEC/IEC62056Ed2023-2509713?source=preview

This is a preview of IEC 62056-5-3 Ed. 4.0 b:2023. Click here to purchase the full version from the ANSI store.

Table 25 — Access rights values ("Association LN" ver 3 "Association SN" ver 4)................ 114
Table 26 — Ciphered XDLMS APDUS ... 115
Table 27 — Security Control byte. .. ..o 117
Table 28 — Plaintext and Additional Authenticated Data ............c.ccooiiiiiiiii 117
Table 29 — Use of the fields of the ciphering XDLMS APDUS ........ccooiiiiiiiiiiiiieeeeeee, 121
Table 30 — Example: glo-get-request XDLMS APDU ... 122
Table 31 — ACCESS service with general-ciphering, One-Pass Diffie-Hellman C(1e,

1s, ECC CDH) key agreement SCheme...... oo 124
Table 32 - DLMS®/COSEM HLS authentication mechanisms ..........c..ccoooiiiiiiiiiiies 128
Table 33 — HLS example using authentication-mechanism 5 with GMAC............................. 129
Table 34 — HLS example using authentication-mechanism 7 with ECDSA ........................... 130
Table 35 — Codes for AL SErvice parameters........coouiiiiiiiiiiiie e 133
Table 36 — Service parameters of the COSEM-OPEN service primitives .........ccccoovveniinnnns. 134
Table 37 — Service parameters of the COSEM-RELEASE service primitives ....................... 138
Table 38 — Service parameters of the COSEM-ABORT service primitives .............c..co.oooaii. 141
Table 39 — Additional service parameters ..........oooiiiii i 143
Table 40 — SECUNitY PAramMETErS . ..ouiiii e e 144
Table 41 — APDUs used with security protection types.........ooviiiiiii 145
Table 42 — Service parameters of the GET service ... 147
Table 43 — GET service request and response types .....oovviiiiniiiiiiiii e, 148
Table 44 — Service parameters of the SET service ..o, 150
Table 45 — SET service request and response types ......ooe oo 151
Table 46 — Service parameters of the ACTION Service........ooiiiiiiiiiii e 153
Table 47 — ACTION service request and reSponse tyPeS....c.eeuiiuiiiiiiiiiieiee e, 154
Table 48 — Service parameters of the ACCESS service ......cccooviiiiiiiiiciiieeeee, 159
Table 49 — Service parameters of the DataNotification service primitives ............................ 163
Table 50 — Service parameters of the EventNotification service primitives .......................... 164
Table 51 — Service parameters of the TriggerEventNotificationSending.request service

BT 01477 165
Table 52 — Variable Access Specification..........ccooiiiiiii i, 166
Table 53 — Service parameters of the Read service ... 167
Table 54 — Use of the Variable_Access_Specification variants and the Read.response

B0 GBS e e 168
Table 55 — Service parameters of the Write service .........coccoeiiiiiiiiiii e, 171
Table 56 — Use of the Variable_Access_Specification variants and the Write.response

GO GBS e e 172
Table 57 — Service parameters of the UnconfirmedWrite service...........coooiiiiiiiiiiini, 174
Table 58 — Use of the Variable_Access_Specification variants...............c.ccocoiiiiiinn. 174
Table 59 — Service parameters of the InformationReport service...........ccocooiiiiiiiiiiinnni. 175
Table 60 — Service parameters of the SetMapperTable.request service primitives .............. 176
Table 61 — Summary of ACSE SEIVICES .. .c.uiii i 176
Table 62 — Summary of XDLIMS SEIVICES .....uiiuiiiiiiiiii e 177
Table 63 — Functional Unit APDUs and their fields ..o 182

Table 64 — COSEM application context NamMes.........cooiniiiiiii e, 186


https://webstore.ansi.org/Standards/IEC/IEC62056Ed2023-2509713
https://webstore.ansi.org/Standards/IEC/IEC62056Ed2023-2509713?source=preview

This is a preview of IEC 62056-5-3 Ed. 4.0 b:2023. Click here to purchase the full version from the ANSI store.

Table 65 — COSEM authentication mechanism names .............coooiiiiiiiiiiiiii e 186
Table 66 — Cryptographic algorithm ID-S ........oouii e 187
Table 67 — xDLMS Conformance bIOCK ... e 197
Table 68 — GET service types and APDUS ..o 199
Table 69 — SET service types and APDUS ..ot 202
Table 70 — ACTION service types and APDUS ..o 205
Table 71 — Mapping between the GET and the Read services.............oooiiiiiiiinn. 212
Table 72 — Mapping between the ACTION and the Read services............ccoeveiiiiiiiiinninnennss 213
Table 73 — Mapping between the SET and the Write services .........ccocoviiiiiiiiiiii i 216
Table 74 — Mapping between the ACTION and the Write service............ooooiiiiiiiiiiinns 217
Table 75 — Mapping between the SET and the UnconfirmedWrite services ......................... 220
Table 76 — Mapping between the ACTION and the UnconfirmedWrite services ................... 220
Table 77 — Mapping between the EventNotification and InformationReport services............ 221
Table 78 — GBT procedure state variables ... 228
Table 79 — xDLMS exception mechaniSm ... .. ... 244
Table B.1 — Reserved Application ProCESSES ... 287
Table D.1 — Conformance DIOCK ..... ... e e e 293
Table D.2 — A-XDR encoding of the xDLMS InitiateRequest APDU ..........ccocoiiiiiiiiiiiniinn. 294
Table D.3 — A-XDR encoding of the xDLMS InitiateResponse APDU ..............ccciiiiiints 295
Table D.4 — BER encoding of the AARQ APDU ... 298
Table D.5 — Complete AARQ APDU ... e e 300
Table D.6 — BER encoding of the AARE APDU ... 301
Table D.7 — The complete AARE APDU ... e 305
Table E.1 — A-XDR encoding of the xDLMS InitiateRequest APDU...............ccoiiiiiiiiininnnnis 307
Table E.2 — Authenticated encryption of the xXDLMS InitiateRequest APDU ......................... 308
Table E.3 — BER encoding of the AARQ APDU .......oiiiiiiiiii e 309
Table E.4 — A-XDR encoding of the xDLMS InitiateResponse APDU ............ccooiiiiiiiiniennne. 311
Table E.5 — Authenticated encryption of the xXDLMS InitiateResponse APDU ...................... 312
Table E.6 — BER encoding of the AARE APDU ..o, 313
Table E.7 — BER encoding of the RLRQ APDU .......ooiniiiiii e 314
Table E.8 — BER encoding of the RLRE APDU ........oouiiiii e 315
Table F.1 — The objects used in the examples ..o, 316
Table F.2 — Example: Reading the value of a single attribute without block transfer............ 317
Table F.3 — Example: Reading the value of a list of attributes without block transfer........... 318
Table F.4 — Example: Reading the value of a single attribute with block transfer................. 320
Table F.5 — Example: Reading the value of a list of attributes with block transfer................ 322
Table F.6 — Example: Writing the value of a single attribute without block transfer.............. 325
Table F.7 — Example: Writing the value of a list of attributes without block transfer............. 326
Table F.8 — Example: Writing the value of a single attribute with block transfer................... 328
Table F.9 — Example: Writing the value of a list of attributes with block transfer.................. 330
Table F.10 — Example: ACCESS service without block transfer..................l 333
Table F.11 — Profile generic buffer — get-response with normal encoding.............c...co.ccunee. 340

Table F.12 — Profile generic buffer — get-response with null-data compression ................... 342


https://webstore.ansi.org/Standards/IEC/IEC62056Ed2023-2509713
https://webstore.ansi.org/Standards/IEC/IEC62056Ed2023-2509713?source=preview

This is a preview of IEC 62056-5-3 Ed. 4.0 b:2023. Click here to purchase the full version from the ANSI store.

Table F.13 — Profile generic buffer — get-response with compact-array encoding ................ 345
Table F.14 — Profile generic buffer — Get-response with null-data and delta-value

(=T [eZe o 11 0 T U PP TPPRPPTN 348
Table F.15 — Comparison of various encoding methods for get-response APDU ................. 350
Table F.16 — Combination of the various encoding methods and V.44 compression for
Get-TESPONSE AP DU L. e 351
Table G.1 — ECC_P256_Domain_Parameters ... 352
Table G.2 — ECC_P384_Domain_Parameters ..........ooiiiiiiiii e 353
Table H.1 — Fields of public key Certificates using P-256 signed with P-256 ....................... 354
Table I.1 — Test vector for key agreement using the Ephemeral Unified Model C(2e, Os,

o OO 05 ] o | I-Tod a 1= 1 o - PPN 358
Table 1.2 — Test vector for key agreement using the One-pass Diffie-Hellman (1e, 1s,

ECC CDH) SCREME ...ttt 361

Table 1.3 — Test vector for key agreement using the Static-Unified Model (Oe, 2s, ECC
(020 ] o D T Yod 1 1= o 1= PPN 365


https://webstore.ansi.org/Standards/IEC/IEC62056Ed2023-2509713
https://webstore.ansi.org/Standards/IEC/IEC62056Ed2023-2509713?source=preview

This is a preview of IEC 62056-5-3 Ed. 4.0 b:2023. Click here to purchase the full version from the ANSI store.

INTERNATIONAL ELECTROTECHNICAL COMMISSION

ELECTRICITY METERING DATA EXCHANGE -
THE DLMS®/COSEM SUITE -

Part 5-3: DLMS®/COSEM application layer

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote international
co-operation on all questions concerning standardization in the electrical and electronic fields. To this end and
in addition to other activities, IEC publishes International Standards, Technical Specifications, Technical Reports,
Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC Publication(s)”). Their
preparation is entrusted to technical committees; any IEC National Committee interested in the subject dealt with
may participate in this preparatory work. International, governmental and non-governmental organizations liaising
with the IEC also participate in this preparation. IEC collaborates closely with the International Organization for
Standardization (ISO) in accordance with conditions determined by agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence between
any IEC Publication and the corresponding national or regional publication shall be clearly indicated in the latter.

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

6) All users should ensure that they have the latest edition of this publication.

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of patent
rights. IEC shall not be held responsible for identifying any or all such patent rights.

IEC 62056-5-3 has been prepared by IEC technical committee 13: Electrical energy
measurement and control. It is an International Standard.

This fourth edition cancels and replaces the third edition published in 2017. This edition
constitutes a technical revision.

The significant technical changes with respect to the previous edition are listed in Annex K
(Informative).
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The text of this International Standard is based on the following documents:

Draft Report on voting

13/1890/FDIS 13/1904/RVD

Full information on the voting for its approval can be found in the report on voting indicated in
the above table.

The language used for the development of this International Standard is English.

This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in
accordance with ISO/IEC Directives, Part 1 and ISO/IEC Directives, IEC Supplement, available
at www.iec.ch/members_experts/refdocs. The main document types developed by IEC are
described in greater detail at www.iec.ch/publications.

A list of all the parts in the IEC 62056 series, published under the general title Electricity
metering data exchange — The DLMS®/COSEM suite, can be found on the IEC website.

The committee has decided that the contents of this document will remain unchanged until the
stability date indicated on the IEC website under webstore.iec.ch in the data related to the
specific document. At this date, the document will be

e reconfirmed,

e withdrawn,

e replaced by a revised edition, or

e amended.

IMPORTANT - The "colour inside” logo on the cover page of this document indicates
that it contains colours which are considered to be useful for the correct understanding
of its contents. Users should therefore print this document using a colour printer.
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INTRODUCTION

This fourth edition of IEC 62056-5-3 has been prepared by IEC TC13 WG14 with a significant
contribution of the DLMS® User Association, its A-type liaison partner.

This edition is in line with DLMS® UA 1000-2, the "Green Book" Ed. 10:2020 and DLMS® UA
1000-2, the "Green Book" Ed. 10 Amendment 1 2021.

The International Electrotechnical Commission (IEC) draws attention to the fact that it is claimed
that compliance with this International Standard may involve the use of a maintenance service
concerning the stack of protocols on which the present standard IEC 62056-5-3 is based.

The IEC takes no position concerning the evidence, validity and scope of this maintenance
service.

The provider of the maintenance service has assured the IEC that he is willing to provide
services under reasonable and non-discriminatory terms and conditions for applicants
throughout the world. In this respect, the statement of the provider of the maintenance service
is registered with the IEC. Information may be obtained from:

DLMS' User Association
www.dIlms.com

1 Device Language Message Specification.
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ELECTRICITY METERING DATA EXCHANGE -
THE DLMS®/COSEM SUITE -

Part 5-3: DLMS®/COSEM application layer

1 Scope

This part of IEC 62056 specifies the DLMS®/COSEM application layer in terms of structure,
services and protocols for DLMS®/COSEM clients and servers, and defines rules to specify the
DLMS®/COSEM communication profiles.

It defines services for establishing and releasing application associations, and data
communication services for accessing the methods and attributes of COSEM interface objects,
defined in IEC 62056-6-2:2021 using either logical name (LN) or short name (SN) referencing.

Annex A (normative) defines how to use the COSEM application layer in various communication
profiles. It specifies how various communication profiles can be constructed for exchanging
data with metering equipment using the COSEM interface model, and what are the necessary
elements to specify in each communication profile. The actual, media-specific communication
profiles are specified in separate parts of the IEC 62056 series.

Annex B (normative) specifies the SMS short wrapper.

Annex C (normative) specifies the gateway protocol.

Annex D, Annex E and Annex F (informative) include encoding examples for APDUs.
Annex G (normative) provides NSA Suite B elliptic curves and domain parameters.

Annex H (informative) provides an example of an End entity signature certificate using P-256
signed with P-256.

Annex | (normative) specifies the use of key agreement schemes in DLMS®/COSEM.

Annex J (informative) provides examples of exchanging protected xDLMS APDUs between a
third party and a server.

Annex K (informative) lists the main technical changes in this fourth edition.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies.
For undated references, the latest edition of the referenced document (including any
amendments) applies.

IEC 61334-4-41:1996, Distribution automation using distribution line carrier systems — Part 4:
Data communication protocols — Section 41: Application protocols — Distribution line message
specification

IEC 61334-6:2000, Distribution automation using distribution line carrier systems — Part 6:
A-XDR encoding rule
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IEC TR 62051:1999, Electricity metering — Glossary of terms

IEC TR 62051-1:2004, Electricity metering — Data exchange for meter reading, tariff and load
control — Glossary of terms — Part 1: Terms related to data exchange with metering equipment
using DLMS®/COSEM

IEC 62056-6-2:2021, Electricity metering data exchange — The DLMS®/COSEM suite -
Part 6-2: COSEM interface classes

IEC 62056-7-3:2017, Electricity metering data exchange — The DLMS®/COSEM suite -
Part 7-3: Wired and wireless M-Bus communication profiles for local and neighbourhood
networks

IEC 62056-7-6:2013, Electricity metering data exchange — The DLMS®/COSEM suite -
Part 7-6: The 3-layer, connection-oriented HDLC based communication profile

IEC 62056-8-3:2013, Electricity metering data exchange — The DLMS®/COSEM suite -
Part 8-3: Communication profile for PLC S-FSK neighbourhood networks

IEC 62056-8-11:—2 Electricity metering data exchange — The DLMS®/COSEM suite — Part 8-11:
Communication profile for Wi-SUN field area mesh networks

IEC 62056-8-12:—3 Electricity metering data exchange — The DLMS®/COSEM suite — Part 8-12:
Communication profile for Low Power Wide Area Networks (LPWAN)

IEC 62056-9-7:2013, Electricity metering data exchange — The DLMS®/COSEM suite —
Part 9-7: Communication profile for TCP-UDP/IP networks

ISO/IEC 8824-1:2008, Information technology — Abstract Syntax Notation One (ASN.1) — Part 1:
Specification of basic notation

ISO/IEC 8825-1:2008, Information technology — ASN.1 encoding rules — Part 1: Specification
of Basic Encoding Rules (BER), Canonical Encoding Rules (CER) and Distinguished Encoding
Rules (DER)

ISO/IEC 15953:1999, Information technology — Open Systems Interconnection — Service
definition for the Application Service Object Association Control Service Element

NOTE This standard cancels and replaces ISO/IEC 8649:1996 and its Amd. 1:1997 and Amd. 2:1998, of which it
constitutes a technical revision.

ISO/IEC 15954:1999, Information technology — Open Systems Interconnection — Connection-
mode protocol for the Application Service Object Association Control Service Element

NOTE This standard cancels and replaces ISO/IEC 8650-1:1999 and its Amd. 1:1997 and Amd. 2:1998, of which it
constitutes a technical revision.

ISO/IEC 7498-1:1994, Information technology — Open Systems Interconnection — Basic
Reference Model: The Basic Model

ITU-T X.509:2008, SERIES X: DATA NETWORKS, OPEN SYSTEM COMMUNICATIONS AND
SECURITY - Information technology — Open systems interconnection — The Directory: Public-
key and attribute certificate frameworks

2 Under preparation. Stage at the time of publication: IEC CDV.
3 Under preparation. Stage at the time of publication: 13/1877/CDV:2023.
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ITU-T X.693 (11/2008), Information technology — ASN.1 encoding rules: XML Encoding Rules
(XER)

ITU-T X.693 Corrigendum 1 (10/2011), Information technology — ASN.1 encoding rules: XML
Encoding Rules (XER) Technical Corrigendum 1

ITU-T X.694 (11/2008), Information technology — ASN.1 encoding rules: Mapping W3C XML
schema definitions into ASN. 1

ITU-T X.694 Corrigendum 1 (10/2011), Information technology — ASN.1 encoding rules:
Mapping W3C XML schema definitions into ASN.1 Technical Corrigendum 1

FIPS PUB 180-4:2012, Secure hash standard (SHS)

FIPS PUB 186-4:2013, Digital Signature Standard (DSS)

NIST SP 800-21:2005, Guideline for Implementing Cryptography in the Federal Government
NIST SP 800-32:2001, Introduction to Public Key Technology and the Federal PKI Infrastructure

NIST SP 800-56A Rev. 2: 2013, Recommendation for Pair-Wise Key Establishment Schemes
Using Discrete Logarithm Cryptography

NIST SP 800-57:2012, Recommendation for Key Management — Part 1: General (Revision 3)
NSA2, Suite B Implementer’s Guide to NIST SP800-56A, 28th July 2009
NSA3, NSA Suite B Base Certificate and CRL Profile, 27th May 2008

SEC1:2009, Standards for Efficient Cryptography: Elliptic Curve Cryptography. SECG. Version
2.0

RFC 3394, Advanced Encryption Standard (AES) Key Wrap Algorithm. Edited by J. Schaad
(Soaring Hawk Consulting) and R. Housley (RSA Laboratories) September 2002
http://tools.ietf.org/html/rfc3394

RFC 4106, The Use of Galois/Counter Mode (GCM) in IPsec Encapsulating Security Payload
(ESP) http://www.rfc-editor.org/rfc/rfc4106. txt

RFC 4108, Using Cryptographic Message Syntax (CMS) to Protect Firmware Packages, 2005,
http://www.ietf.org/rfc/rfc4108

RFC 5280, Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List
(CRL) Profile, 2008, http://www.ietf.org/rfc/rfc5280
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COMMISSION ELECTROTECHNIQUE INTERNATIONALE

ECHANGE DES DONNEES DE COMPTAGE DE L’ELECTRICITE -
LA SUITE DLMS®/COSEM -

Partie 5-3: Couche application DLMS®/COSEM

AVANT-PROPOS

1) La Commission Electrotechnique Internationale (IEC) est une organisation mondiale de normalisation composée
de I’ensemble des comités électrotechniques nationaux (Comités nationaux de I'lEC). L’'IEC a pour objet de
favoriser la coopération internationale pour toutes les questions de normalisation dans les domaines de
I’électricité et de I'électronique. A cet effet, '|EC — entre autres activités — publie des Normes internationales,
des Spécifications techniques, des Rapports techniques, des Spécifications accessibles au public (PAS) et des
Guides (ci-aprés dénommés "Publication(s) de I'l[EC"). Leur élaboration est confiée a des comités d’études, aux
travaux desquels tout Comité national intéressé par le sujet traité peut participer. Les organisations
internationales, gouvernementales et non gouvernementales, en liaison avec I'l[EC, participent également aux
travaux. L'IEC collabore étroitement avec I'Organisation Internationale de Normalisation (ISO), selon des
conditions fixées par accord entre les deux organisations.

2) Les décisions ou accords officiels de 'lEC concernant les questions techniques représentent, dans la mesure du
possible, un accord international sur les sujets étudiés, étant donné que les Comités nationaux de I'lEC intéressés
sont représentés dans chaque comité d’études.

3) Les Publications de I'l[EC se présentent sous la forme de recommandations internationales et sont agréées
comme telles par les Comités nationaux de I'lEC. Tous les efforts raisonnables sont entrepris afin que I'lEC
s’assure de I'exactitude du contenu technique de ses publications; I'|EC ne peut pas étre tenue responsable de
I’éventuelle mauvaise utilisation ou interprétation qui en est faite par un quelconque utilisateur final.

4) Dans le but d’encourager I'uniformité internationale, les Comités nationaux de I'lEC s’engagent, dans toute la
mesure possible, a appliquer de fagon transparente les Publications de I'lEC dans leurs publications nationales
et régionales. Toutes divergences entre toutes Publications de I'lEC et toutes publications nationales ou
régionales correspondantes doivent étre indiquées en termes clairs dans ces derniéres.

5) L’'IEC elle-méme ne fournit aucune attestation de conformité. Des organismes de certification indépendants
fournissent des services d’évaluation de conformité et, dans certains secteurs, accedent aux marques de
conformité de I'lEC. L’IEC n’est responsable d’aucun des services effectués par les organismes de certification
indépendants.

6) Tous les utilisateurs doivent s’assurer qu’ils sont en possession de la derniére édition de cette publication.

7) Aucune responsabilité ne doit étre imputée a I'lEC, a ses administrateurs, employés, auxiliaires ou mandataires,
y compris ses experts particuliers et les membres de ses comités d’études et des Comités nationaux de I'lEC,
pour tout préjudice causé en cas de dommages corporels et matériels, ou de tout autre dommage de quelque
nature que ce soit, directe ou indirecte, ou pour supporter les colts (y compris les frais de justice) et les dépenses
découlant de la publication ou de I'utilisation de cette Publication de I'lEC ou de toute autre Publication de I'lEC,
ou au crédit qui lui est accordé.

8) L’attention est attirée sur les références normatives citées dans cette publication. L’utilisation de publications
référencées est obligatoire pour une application correcte de la présente publication.

9) L’attention est attirée sur le fait que certains des éléments du présent document de I'l[EC peuvent faire I'objet de
droits de brevet. L'IEC ne saurait étre tenue pour responsable de ne pas avoir identifié de tels droits de brevets.

L'IEC 62056-5-3 a été établie par le comité d’études 13 de I'lEC: Comptage et pilotage de
I’énergie électrique. Il s’agit d’'une Norme internationale.

Cette quatrieme édition annule et remplace la troisieme édition parue en 2017. Cette édition
constitue une révision technique.

Les modifications techniques majeures par rapport a I’édition précédente sont énumérées a
’Annexe K (informative).
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Le texte de cette Norme internationale est issu des documents suivants:

Projet Rapport de vote
13/1890/FDIS 13/1904/RVD

Le rapport de vote indiqué dans le tableau ci-dessus donne toute information sur le vote ayant
abouti a son approbation.

La version frangaise de la norme n'a pas été soumise au vote.
La langue employée pour I’élaboration de cette Norme internationale est I'anglais.

Ce document a été rédigé selon les Directives ISO/IEC, Partie 2, il a été développé selon les
Directives ISO/IEC, Partie 1 et les Directives ISO/IEC, Supplément IEC, disponibles sous
www.iec.ch/members_experts/refdocs. Les principaux types de documents développés par
I'lEC sont décrits plus en détail sous www.iec.ch/publications.

Une liste de toutes les parties de la série IEC 62056, publiées sous le titre général Echange
des données de comptage de I’électricité — La suite DLMS®/COSEM, se trouve sur le site Web
de I'lEC.

Le comité a décidé que le contenu de ce document ne sera pas modifié avant la date de stabilité
indiquée sur le site Web de I'lEC sous webstore.iec.ch dans les données relatives au document
recherché. A cette date, le document sera

e reconduit,

e sSupprimé,

e remplacé par une édition révisée, ou

e amendé.

IMPORTANT — Le logo "colour inside" qui se trouve sur la page de couverture de ce
document indique qu’elle contient des couleurs qui sont considérées comme utiles a
une bonne compréhension de son contenu. Les utilisateurs devraient, par conséquent,
imprimer cette publication en utilisant une imprimante couleur.
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INTRODUCTION

Cette quatriéme édition de I'l|EC 62056-5-3 a été établie par le groupe de travail 14 du comité
d’études 13 de I'IlEC avec la contribution significative de la DLMS® User Association, son
partenaire de liaison de type A.

La présente édition est conforme a DLMS® UA 1000-2, the "Green Book" Ed. 10:2020 et
DLMS® UA 1000-2, the "Green Book" Ed. 10 Amendment 1 2021.

La Commission Electrotechnique Internationale (IEC) attire I'attention sur le fait qu’il est déclaré
que la conformité avec les dispositions de la présente Norme internationale peut impliquer
I'utilisation d’un service de maintenance concernant la pile de protocoles sur laquelle est basée
la présente norme IEC 62056-5-3.

L'IEC ne prend pas position quant a la preuve, la validité et la portée de ce service de
maintenance.

Le fournisseur du service de maintenance a donné I'assurance a I'lEC qu'il consent a fournir
des services a des demandeurs du monde entier, en des termes et a des conditions
raisonnables et non discriminatoires. A cet égard, la déclaration du fournisseur du service de
maintenance est enregistrée a I'lEC. Des informations peuvent étre obtenues auprés de:

DLMS' User Association (Association des utilisateurs de la DLMS)
www.dlms.com

T Device Language Message Specification (Spécification des messages de langage d’équipement).
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ECHANGE DES DONNEES DE COMPTAGE DE L’ELECTRICITE -
LA SUITE DLMS®/COSEM -

Partie 5-3: Couche application DLMS®/COSEM

1 Domaine d’application

La présente partie de I'l|EC 62056 spécifie la couche application DLMS®/COSEM concernant
la structure, les services et les protocoles pour les clients et serveurs DLMS®/COSEM, et définit
les régles de spécification des profils de communication DLMS®/COSEM.

Elle définit les services permettant d’établir et de libérer des associations d’applications, ainsi
que les services de communication de données permettant d’accéder aux méthodes et aux
attributs des objets d’interface COSEM, définis dans I'lEC 62056-6-2:2021, a l'aide du
référencement par nom logique (LN, Logical Name) ou par nom abrégé (SN, Short Name).

L’Annexe A (normative) définit comment utiliser la couche application COSEM dans différents
profils de communication. Elle indique comment différents profils de communication peuvent
étre construits de sorte a échanger des données avec le matériel de comptage a l'aide du
modéle d’interface COSEM, ainsi que les éléments nécessaires a indiquer dans chaque profil
de communication. Les profils de communication réels, spécifiques au support, sont spécifiés
dans des parties distinctes de la série IEC 62056.

L’Annexe B (normative) spécifie la couche d’adaptation réduite pour le systéme de messages
courts (SMS, Short Message Service).

L’Annexe C (normative) spécifie le protocole de passerelle.
L’Annexe D, I'Annexe E et ’Annexe F (informatives) incluent des exemples de codage d’APDU.

L’Annexe G (normative) spécifie des courbes elliptiques et des parametres de domaine de la
Suite B de la NSA.

L’Annexe H (informative) donne un exemple de certificat de signature d’entité finale utilisant P-
256 signé avec P-256.

L’Annexe | (normative) spécifie [l'utilisation de mécanismes d’agrément de clé dans
DLMS®/COSEM.

L’Annexe J (informative) donne des exemples d’échanges d’APDU xDLMS protégés entre une
tierce partie et un serveur.

L’Annexe K (informative) énumére les modifications techniques majeures contenues dans cette
quatrieme édition.
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2 Reéférences normatives

Les documents suivants sont cités dans le texte de sorte qu’ils constituent, pour tout ou partie
de leur contenu, des exigences du présent document. Pour les références datées, seule
I’édition citée s’applique. Pour les références non datées, la derniére édition du document de
référence s’applique (y compris les éventuels amendements).

IEC 61334-4-41:1996, Automatisation de la distribution a I'aide de systemes de communication
a courants porteurs — Partie 4:Protocoles de communication de données —
Section 41:Protocoles d’application — Spécification des messages de ligne de distribution

IEC 61334-6:2000, Automatisation de la distribution a I'aide de systemes de communication a
courants porteurs — Partie 6:Regles d’encodage A-XDR

IEC TR 62051:1999, Lecture des compteurs électriques — Glossaire de termes

IEC TR 62051-1:2004, Electricity metering — Data exchange for meter reading, tariff and load
control — Glossary of terms — Part 1:Terms related to data exchange with metering equipment
using DLMS®/COSEM (disponible en anglais seulement)

IEC 62056-6-2:2021, Echange des données de comptage de [électricité — La suite
DLMS/COSEM — Partie 6-2:Classes d’interfaces COSEM

IEC 62056-7-3:2017, Echange des données de comptage de [électricité — La suite
DLMS/COSEM — Partie 7-3: Profils de communication M-Bus filaire et sans fil pour les réseaux
locaux et les réseaux de voisinage

IEC 62056-7-6:2013, Echange des données de comptage de [électricité — La suite
DLMS/COSEM - Partie 7-6:Profil de communication a 3 couches, orienté connexion et basé
sur HDLC

IEC 62056-8-3:2013, Echange des données de comptage de [électricité — La suite
DLMS/COSEM — Partie 8-3:Profil de communication pour réseaux de voisinage CPL S-FSK

IEC 62056-8-11:—2 Electricity metering data exchange — The DLMS®/COSEM suite —
Part 8-11:Communication profile for Wi-SUN field area mesh networks (disponible en anglais
seulement)

IEC 62056-8-12:—3 Electricity metering data exchange — The DLMS®/COSEM suite -
Part 8-12:Communication profile for Low Power Wide Area Networks (LPWAN) (disponible en
anglais seulement)

IEC 62056-9-7:2013, Echange des données de comptage de [électricité — La suite
DLMS/COSEM — Partie 9-7:Profil de communication pour réseaux TCP-UDP/IP

ISO/IEC 8824-1:2008, Technologies de I'information — Notation de syntaxe abstraite numéro
un (ASN.1) — Partie 1:Spécification de la notation de base

ISO/IEC 8825-1:2008, Technologies de [linformation - Régles de codage ASN.1 -
Partie 1:Spécification des régles de codage de base (BER), des regles de codage canoniques
(CER) et des regles de codage distinctives (DER)

2 En cours d’élaboration. Stade au moment de la publication: IEC CDV.

3 En cours d’élaboration. Stade au moment de Ia publication: 13/1877/CDV:2023.
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ISO/IEC 15953:1999, Technologies de l'information — Interconnexion des systemes ouverts —
Définition du service pour I'élément de service de contrdle d’association des objets de service
d’application

NOTE Cette norme annule et remplace I'I|SO/IEC 8649:1996 ainsi que ses amendements A1:1997 et A2:1998, dont
elle constitue une révision technique.

ISO/IEC 15954:1999, Technologies de I'information — Interconnexion des systemes ouverts —
Protocole en mode connexion pour I’élément de service de contrble d’association des objets de
service d’application

NOTE Cette norme annule et remplace I'I|SO/IEC 8650-1:1999 ainsi que ses amendements A1:1997 et A2:1998,
dont elle constitue une révision technique.

ISO/IEC 7498-1:1994, Technologies de l'information — Interconnexion de systémes ouverts
(OSl) — Modele de référence de base:le modéle de base

UIT-T X.509:2008, SERIE X.'RESEAQX DE DONNEES ET COMMUNICATION ENTRE
SYSTEMES OUVERTS ET SECURITE — Technologies de I'information — Interconnexion des
systemes ouverts — L’annuaire: cadre général des certificats de clé publique et d’attribut

UIT-T X.693 (11/2008), Technologies de I'information — Régles de codage ASN.1: Régles de
codage XML (XER)

UIT-T X.693 Corrigendum 1 (10/2011), Technologies de l'information — Regles de codage
ASN.1:Régles de codage XML (XER) — Corrigendum technique 1
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UIT-T X.694 Corrigendum 1 (10/2011), Technologies de l'information — Regles de codage
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FIPS PUB 180-4:2012, Secure hash standard (SHS) (disponible en anglais seulement)
FIPS PUB 186-4:2013, Digital Signature Standard (DSS) (disponible en anglais seulement)

NIST SP 800-21:2005, Guideline for Implementing Cryptography in the Federal Government
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NSA3, NSA Suite B Base Certificate and CRL Profile, 27 mai 2008 (disponible en anglais
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SEC1:2009, Standards for Efficient Cryptography:Elliptic Curve Cryptography (disponible en
anglais seulement).SECG. Version 2.0
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