This is a preview of IEC 62541-4 Ed. 4.0 en:2025. Click here to purchase the full version from the ANSI store.

- =

INTERNATIONAL
STANDARD

Edition 4.0 2025-12

OPC unified architecture -
Part 4: Services

)

ICS 25.040.40; 35.100.05 ISBN 978-2-8327-0833-0

IEC 62541-4:2025-12(en


https://webstore.ansi.org/Standards/IEC/IEC62541Eden2025-2600499?source=preview

IEC._R2K41-4-2N25 © IEC._ 202K

This is a preview of IEC 62541-4 Ed. 4.0 en:2025. Click here to purchase the full version from the ANSI store.

FOREW O RDD ...t e e L 13
1 T eTe] o 1= TP 16
2 NOIMaAatiVe FEfErENCES .. .o 16
3  Terms, definitions, abbreviated terms and conventions...................... 17
3.1 Terms and definitioNS. ... 17
3.2 Abbreviated termMs. ... 19
3.3 Conventions for Service definitions..............ooi 19

4 OV IV W oot 20
41 Service Set MOdel. ... ..o 20
4.2 Request/response ServiCe ProCEAUIES ......ouiuiiiiiiiii e 23

D S BIVICE SOt .o i 24
5.1 GBNEIAl .. 24
5.2 Service request and response header.........c.ovviiiiiiiii 24
5.3 S BIVICE TESUILS ..ot 24
5.4 DisSCOVErY ServiCe Set ... ..o 26
5.4.1 OV IV B W . .. e 26
5.4.2 FiNAS BIVerS . e 27
5.4.3 FindServersONNEtWOrK. ... . ..o 29
5.4.4 LT 4 = oo oo 14 | £ PP 30
5.4.5 REGISTEISEIVEN L. e 33
5.4.6 ReEgISTEISEIVEI2. ..o e e 35

5.5 SecureChannel Service Set ... 37
5.5.1 OV IV B W . .. e 37
5.5.2 OpenSecureChannel ... .....oiii e 38
5.5.3 CloseSecureChannel..... ... 42

5.6 SESSION SEIVICE Sel. .. 43
5.6.1 OV IV B W . .. e 43
5.6.2 Create S eSS 0N . et 43
5.6.3 ACHiVatE S ESSION ... 49
5.6.4 ClOS S S S 0N .t 52
5.6.5 CaANCE e 53

5.7 NodeManagement Service Set.........coiiiiiiiiiii e 54
5.7.1 OV IV B W . .. e 54
5.7.2 AdANOAES ... L 54
5.7.3 AdAREIEBIENCES ... L 56
5.7.4 DeleteNOAES .. 58
5.7.5 DeleteREfEIENCES ... .o 59

5.8 VIEW SEIVICE Sl . 61
5.8.1 OV IV B W . .. e 61
5.8.2 Bl S E Lot 61
5.8.3 BroOWSENE X ..o 63
5.8.4 TranslateBrowsePathsToNodelds ... 65
5.8.5 RegISTEINOTES ..o 67
5.8.6 UNregisterNOGES ... 68

5.9 QUETY SEIVICE Sl e it e 69
5.9.1 OV IV B W . .. e 69
5.9.2 QUETYING VIBWS ..ottt e 70


https://webstore.ansi.org/Standards/IEC/IEC62541Eden2025-2600499?source=preview

IEC._R2K41-4-2N25 © IEC._ 202K

This is a preview of IEC 62541-4 Ed. 4.0 en:2025. Click here to purchase the full version from the ANSI store.

5.9.4 QUETYINEXE . . e 74
5,10  Attribute Service Setl.....oiii 76
5.10.1 L@ =T VTP 76
5.10.2 REaAd ..o 76
5.10.3 HIStONYREAA .. oo 78
5.10.4 T ot 81
5.10.5 HiStOryUpdate. ..o 84
511 Method ServiCe Set. ... 85
5.11.1 L@ =T VTP 85
5.11.2 Gl e 86
5.12  Monitoredltem ServiCe Set.......cciiiii 89
5.12.1 Monitoredltem model. . ... ..o 89
5.12.2 CreateMonitoredltems .. ... 94
5.12.3 ModifyMonitoreditems ... ... i e 97
5.12.4 SetMOoNItoriNGMOAE ... 99
5.12.5 Y=l I T o =Y 4 T TR PP 101
5.12.6 DeleteMonitoredltems ... 102
5.13  Subscription Service Set ..o 104
5.13.1 SubSCHPtion MOAEL ... .o 104
5.13.2 CreateSuUbSCIiPIION. ... 113
5.13.3 ModifySUDSCIIPION ... 114
5.13.4 SetPublishingMode ... 116
5.13.5 PUDIISI o 117
5.13.6 ReEPUDIISN. ... 119
5.13.7 TransferSUDSCHIPLIONS. ... 120
5.13.8 DeleteSUDSCIIPLIONS ..o 122
B  SEIVICE DENAVIOUIS ..o 123
6.1 RS T=T oW 1 Y 123
6.1.1 L@ A= VT PP 123
6.1.2 Obtaining and installing an Application Instance Certificate....................... 124
6.1.3 Determining if a Certificate is trusted ... 125
6.1.4 Creating a SecureChannel ..o 128
6.1.5 Creating @ SeSSION. ... 130
6.1.6 IMmpersonating @ USEer ... 131
6.1.7 Continuous security Checks...... ..o 131
6.2 AULROTIZAtION SEIVICES ..vviiii e eas 131
6.2.1 L@ A= VT PP 131
6.2.2 Indirect handshake with an Identity Provider...............cooo, 132
6.2.3 Direct handshake with an Identity Provider ..., 132
6.3 Session-less Service iNVOCAtION ... .....oiiiii 133
6.3.1 DS O P ON . e e 133
6.3.2 P aram et erS o 134
6.3.3 S BIVICE TS U ..ttt e e e e e e 135
6.4 Software CertifiCates. .. ..o 135
6.5 8T 11 T PP 135
6.5.1 L@ =T VT 135
6.5.2 General audit 10gS. .. .vuie 136
6.5.3 General audit EVENES .......iuiii e 136


https://webstore.ansi.org/Standards/IEC/IEC62541Eden2025-2600499?source=preview

IEC._R2K41-4-2N25 © IEC._ 202K

This is a preview of IEC 62541-4 Ed. 4.0 en:2025. Click here to purchase the full version from the ANSI store.

6.5.5 Auditing for SecureChannel Service Set........cccoiiiiiiiiiii 136
6.5.6 Auditing for Session Service Set..........oooiiiiiii 137
6.5.7 Auditing for NodeManagement Service Set..........c.oooiiiiiiiii 137
6.5.8 Auditing for Attribute Service Set........coooiiii 137
6.5.9 Auditing for Method Service Set ... 138
6.5.10 Auditing for View, Query, Monitoredltem and Subscription Service Set....... 138
6.6 REAUNAANCY ..o 138
6.6.1 RedundanCy OVEIVIEW ......ciiiiiiiiii e 138
6.6.2 Server REAUNAaNCY......ouiiiii e 139
6.6.3 Client REAUNAANCY .. cuiuiiii e 150
6.6.4 Network ReAUNAANCY ... 150
6.6.5 Manually forcing failover...... ... 152
6.7 Re-establishing connections ....... ..o 152
6.8 Durable SUDSCHIPLIONS . ..o 154
7  Common parameter type definitions...........coooiii 155
71 AdditionalParametersTyPe. ... 155
7.2 ApplicationDesCriplioN. ... 156
7.3 ApplicationlnstanceCertificate ... 156
7.4 AP At ON T Y PO e 157
7.5 BrowseDIreCtioN ... 157
7.6 BroWSERESUIL ... 158
7.7 CON N I el e 158
7.7 ContentFilter StrUCTUrE ... ... e 158
7.7.2 ContentFiltErRESUI ... e 159
7.7.3 =T @ o= = | o 160
7.7.4 FilterOperand parameters ......ocoviiiiiiiiiii e 168
7.8 COUN BT Lt 170
7.9 ContinUAtioNPOINT ... . 170
7.10  DataChange T rigger. ... e et 171
T AT DataValUe. ..o 172
7.11.1 LT =Y = - | PP 172
7.11.2 PiCOS ECONAS it 172
7.11.3 Yo U1 o= N I 10 Y= 153 = T 4 oS PP 172
7.11.4 T V2= I T =TT €= 10 ] o J P 173
7.11.5 StatusCode assigned toavalue ... 173
7.12  DIiagnostiCINTO ... 174
7.13 DiscoveryConfiguration parameters .............cooiiiiiiiiii 175
7.13.1 L@ =T VT 175
7.13.2 MdnsDiscoveryConfiguration ..o 175
7.14  EndpointDesCriplion . ..o 175
7.15  Ephemeralkey T ype. . 176
7.16  ExpandedNoOdeld ... 176
717  ExtensibleParameter. ... ..o 177
A0 T 1 g T L= G PO 177
TA9  INtegerld. ..o 177
7.20 MessageSecurityMoOde ... .. ..o 178
7.21  MonitoringParameters ... ... 178
7.22  MonitoringFilter parameters .. ... ..o 179


https://webstore.ansi.org/Standards/IEC/IEC62541Eden2025-2600499?source=preview

IEC._R2K41-4-2N25 © IEC._ 202K

This is a preview of IEC 62541-4 Ed. 4.0 en:2025. Click here to purchase the full version from the ANSI store.

7.22.2 DataChangeFilter. .. . .o 180
7.22.3 EVeNtF I er . 181
7.22.4 AggregateFilter. . ... 183
7.23  MONITONNGMOTE. ... e 185
7.24 NodeAttributes parameters ... ... 185
7.24.1 L@ A= VT PP 185
7.24.2 ObjectAttributes parameter ... . ..o 186
7.24.3 VariableAttributes parameter.... ... 186
7.24.4 MethodAttributes parameter...... ... 187
7.24.5 ObjectTypeAttributes parameter ... 187
7.24.6 VariableTypeAttributes parameter............o 188
7.24.7 ReferenceTypeAttributes parameter...........coooiiiiiiiiii 188
7.24.8 DataTypeAttributes parameter... ... 189
7.24.9 ViewAttributes parameter..... ... 189
7.24.10 GenericAttributes parameter ..........coooiiiiiiiii 190
7.25 NotificationData parameters. .. .....coviiiiii 190
7.25.1 L@ A=Y VT 190
7.25.2 DataChangeNotification parameter ... 191
7.25.3 EventNotificationList parameter...........cocoiiiii 192
7.25.4 StatusChangeNotification parameter..............cooiiii 192
7.26  NOtIificatioNMESSAgE. ... oo 192
T7.27  NUMEMICRANGE ..ot 193
7.28  QuUeryDataSet ... 194
7.29 ReadValueld ... 194
7.30  ReferenCeDESCIiPliON. ... . 195
7.31  RelativePath ... 196
7.32  RegiStEredS eIVl . . i 197
7.33  RequestHeader ... 198
7.34  ResSpPONSEHEATEr .. ... 200
7.35  SerVICEF AUl .. 201
7.36  SessionAuthenticationTOKeN ... .....c..oiiiiii 201
7.37  SignatureData ..o 202
7.38 SignedSoftwareCertificate ... 202
7.39 S AtUS C OB ettt 203
7.39.1 LT =Y = - | 203
7.39.2 CommoN StatUSC OGS vttt 206
7.40 TimestampsToREIUIN ... 209
7.41  UserldentityToken parameters ... ..o 210
7.41.1 L@ =T VT 210
7.41.2 Token Encryption and Proof of POSSession ...........ccovviiiiiiiiiiiiiiiii, 210
7.41.3 Anonymousldentity TOKEN ... ... 215
7.41.4 UserNameldentityTOKEN ... 216
7.41.5 XO09Identity TOKENS . ..o e 217
7.41.6 [ssuedldentity TOKEN ... 218
742 USErTOKENPOIICY ...ueieiii 218
743 USEITOKEN T Y PO ettt 219
A S V=Y = T o T I 0= 219
T.45  VieWD eSS CriPliON. .o 220


https://webstore.ansi.org/Standards/IEC/IEC62541Eden2025-2600499?source=preview

IEC._R2K41-4-2N25 © IEC._ 202K

This is a preview of IEC 62541-4 Ed. 4.0 en:2025. Click here to purchase the full version from the ANSI store.

A.1 Overview over BNF ... 221
A.2 BNF of RelativePath ... 221
A.3 BNF of NUMEIICRANGE ... 223
Annex B (informative) ContentFilter and Query examples ..o, 224
B.1 Simple ContentFilter eXamples. .. ...oiiii 224
B.1.1 L0 Y TP 224
B.1.2 EXaMPIE 224
B.1.3 EXaMPIE 2. 225

B.2 Complex Examples of Query Filters.......ccooiiiiiiiiii 226
B.2.1 L@ Y T P 226
B.2.2 Used type MOdel. ... 226
B.2.3 EXample NOteS ... 229
B.2.4 E XA o 230
B.2.5 EXaMPIE 2. 231
B.2.6 EXaMIPIE 3. e 232
B.2.7 EXAMPIE 4o 235
B.2.8 EXaMPIE O 236
B.2.9 EXaMPIE B .o e 237
B.2.10 E X AMIPIE 7 e 239
B.2.11 EXaMPIE B .o 241
B.2.12 EXaMPIE O 242

B O g AP Y e e 245
Figure 1 — DiSCOVEIY SerVICe St ...t e 21
Figure 2 — SecureChannel Service Set ... ..o 21
Figure 3 — SesSion ServiCe Set ... 21
Figure 4 — NodeManagement Service Set ... ... 21
Figure 5 — VIiew ServiCe Set. ... 22
Figure 6 — Attribute Service Set ... ..o 22
Figure 7 — Method ServiCe Set. ... e 23
Figure 8 — Monitoredltem and Subscription Service Sets ... 23
FIQUIE O — DiSCOVEIY PrOCESS. .ttt ittt ettt et ettt ettt ettt ettt ettt ettt ettt et et et et et et et enenenanas 26
Figure 10 — UsSiNg @ GateWay SerVer ..o e 32
Figure 11 — The Registration Process — Manually Launched Servers .............ccocoiiiiiiiinnnn. 33
Figure 12 —The Registration Process — Automatically Launched Servers............................ 34
Figure 13 — SecureChannel and SeSSioN ServiCes .........ccoiiiiiiiiiiiiiiii e 38
Figure 14 — Multiplexing USEers 0N @ SeSSiON........iuiiiiii i 45
Figure 15 — Monitoreditem model ... . ... 89
Figure 16 — Typical delay in change detection ... 91
Figure 17 — Queue overflow handling ..o 92
Figure 18 — Triggering MoOdel. ... ..o e 93
Figure 19 — Obtaining and installing an Application Instance Certificate ........................... 125
Figure 20 — Determining if an Application Instance Certificate is trusted........................... 128
Figure 21 — Establishing a SecureChannel........ ..o 129
Figure 22 — Establishing @ SeSSioN..... ..o 130


https://webstore.ansi.org/Standards/IEC/IEC62541Eden2025-2600499?source=preview

IEC._R2K41-4-2N25 © IEC._ 202K

This is a preview of IEC 62541-4 Ed. 4.0 en:2025. Click here to purchase the full version from the ANSI store.

Figure 24 — Indirect handshake with an Identity Provider ... 132
Figure 25 — Direct handshake with an Identity Provider ... 133
Figure 26 — Transparent Redundancy setup example ..., 140
Figure 27 — Non-Transparent Redundancy Setup .........cooiiiiiiiiiiiii s 141
Figure 28 — Client Start-Up StePS .. .ciiii e e 145
Figure 29 — Cold FailOVEr ... .. e e 146
Figure 30 — Warm FailoVer ... e 147
Figure 31 — HOt FailoVer. ... e 148
Figure 32 — HotAndMirrored FailoVer ... ... ..o 149
Figure 33 — Server proxy for RedundanCy ....... ..o 150
Figure 34 — Transparent network RedundanCy...........ooiiiiiiiiii e 151
Figure 35 — Non-transparent network RedundancCy............oooiiiiiiiiiiiiiiiiea 152
Figure 36 — RECONNECE SEQUENCE ... ...ttt e 153
Figure 37 — Logical layers of @ Server ... ..o 201
Figure 38 — Obtaining a SessionAuthenticationToken ..., 202
Figure 39 — EncryptedSecret 1ayout. ... . ..o 212
Figure B.1 — Filter logic tree example ... ..o 224
Figure B.2 — Filter 1ogic tree example ... ..o 225
Figure B.3 — Example Type NOGES .....uiiiiiii e 228
Figure B.4 — Example INnstance NOdEeS ... 229
Figure B.5 — Example 1 Filter ... e 230
Figure B.6 — Example 2 filter [0QiC tree ... 232
Figure B.7 — Example 3 filter [0QiC tree ... 233
Figure B.8 — Example 4 filter [0QiC tree ... 235
Figure B.9 — Example 5 filter [0QiC tree ... 236
Figure B.10 — Example 6 filter [0giC tree ... ..o 238
Figure B.11 — Example 7 filter [0giC tree ... ..o 240
Figure B.12 — Example 8 filter [0giC tree ... ..o 242
Figure B.13 — Example 9 filter [0giC tree ... ..o 243
Table 1 — Service definition table ........ ..o 19
Table 2 — Parameter Types defined in IEC 62541-3 ... i 20
Table 3 — FindServers Service Parameters ... 28
Table 4 — FindServersOnNetwork Service Parameters............coooiiiiiiiiiiiiioiiiee 29
Table 5 — GetEndpoints Service Parameters ........co.vviiiiiiii 32
Table 6 — RegisterServer Service Parameters ..o 34
Table 7 — RegisterServer Service Result Codes.........oiiiiiiiiiii e 35
Table 8 — RegISTIErSEIrVEer2. ... e 36
Table 9 — RegisterServer2 Service Result Codes.......cooviiiiiiiiiiii 36
Table 10 — RegisterServer2 Operation Level Result Codes .........c.ooviiiiiiiiiiiiiiiiiiiii . 37
Table 11 — OpenSecureChannel Service Parameters .............cooooiiiiiiiiiiiii i 40
Table 12 — OpenSecureChannel Service Result Codes...........coooiiiiiiiiiiiiiiii 42

6


https://webstore.ansi.org/Standards/IEC/IEC62541Eden2025-2600499?source=preview

IEC._R2K41-4-2N25 © IEC._ 202K

This is a preview of IEC 62541-4 Ed. 4.0 en:2025. Click here to purchase the full version from the ANSI store.

Table 14 — CloseSecureChannel Service Result Codes ..........cooiiiiiiiiiiiiiiiiiiii e, 43
Table 15 — CreateSession Service Parameters ... ...c..oviiiiiiiiiiieeee e 46
Table 16 — CreateSession Service Result Codes .......coiiiiiiiiiiiii 48
Table 17 — ActivateSession Service Parameters ..o, 50
Table 18 — ActivateSession Service Result Codes .......cooviiiiiiiiiiiiii 52
Table 19 — CloseSession Service Parameters ........o.viiiiiiiiiicee e 53
Table 20 — CloseSession Service Result COdeS........viiiiiiiiiiiic 53
Table 21 — Cancel Service Parameters ... .....o.iiiii e 53
Table 22 — AddNodes Service Parameters .......c..o.vuiiiiii e 54
Table 23 — AddNodes Service ResUlt COUES ......ouiuininiiiiii e 55
Table 24 — AddNodes Operation Level Result Codes ..o 56
Table 25 — AddReferences Service Parameters.........coooiiiiiiiiiiiiiii 56
Table 26 — AddReferences Service Result Codes .......ooviiiiiiiiiiiiii e, 57
Table 27 — AddReferences Operation Level Result Codes ........coovviiiiiiiiiiiiiiiiiiiii . 57
Table 28 — DeleteNodes Service Parameters..........v.viiiiii e 58
Table 29 — DeleteNodes Service Result COUES........vuiuiiiiiiiiii e, 59
Table 30 — DeleteNodes Operation Level Result Codes.........ccoooiiiiiiiiiiiiiii 59
Table 31 — DeleteReferences Service Parameters .........cooooviiiiiiiiiiiiiiiiii 59
Table 32 — DeleteReferences Service Result Codes.........cooviiiiiiiiiiiiiiiiii 60
Table 33 — DeleteReferences Operation Level Result Codes............cooiiiiiiiiiiiiiiiiinn.. 60
Table 34 — Browse Service Parameters .. ... 61
Table 35 — Browse Service ResuUlt COAES.......iiuiiiii 63
Table 36 — Browse Operation Level Result Codes..........cooiiiiiiiiiii e 63
Table 37 — BrowseNext Service Parameters........c.oooiiiiiiiiiii 64
Table 38 — BrowseNext Service Result Codes ......ouiiiiiiiiiic e, 64
Table 39 — BrowseNext Operation Level Result Codes ...........cooooiiiiiiiiiiiiiii 65
Table 40 — TranslateBrowsePathsToNodelds Service Parameters.............ccocovvviiiiiiiiiinnn.n. 66
Table 41 — TranslateBrowsePathsToNodelds Service Result Codes .............cooviviiiiiiiinin.. 67
Table 42 — TranslateBrowsePathsToNodelds Operation Level Result Codes ...................... 67
Table 43 — RegisterNodes Service Parameters..........ooooiiiiiiiiiiiiiii 68
Table 44 — RegisterNodes Service Result Codes .......coooiiiiiiiiiiiii e, 68
Table 45 — UnregisterNodes Service Parameters.........c.cooviiiiiiiiiiiiiiii 69
Table 46 — UnregisterNodes Service Result Codes ........cooiiiiiiiiiiiiiii 69
Table 47 — QueryFirst Request Parameters.........coviiiiiiiiii e, 71
Table 48 — QueryFirst Response Parameters .. ..., 73
Table 49 — QueryFirst Service Result COdeS ........ouiiiiiiii e, 74
Table 50 — QueryFirst Operation Level Result Codes .........ccooviiiiiiiiiiiiiiiie e, 74
Table 51 — QueryNext Service Parameters.........cooiiiiiii e, 75
Table 52 — QueryNext Service Result CodeS ......ouiuiiiiiiiiii e, 75
Table 53 — Read Service Parameters ... .....o.vuiiiiii e 76
Table 54 — Read Service ResUlt COAeS ... ..o 77
Table 55 — Read Operation Level Result Codes.........coiiiiiiiiiiii e 77

7


https://webstore.ansi.org/Standards/IEC/IEC62541Eden2025-2600499?source=preview

IEC._R2K41-4-2N25 © IEC._ 202K

This is a preview of IEC 62541-4 Ed. 4.0 en:2025. Click here to purchase the full version from the ANSI store.

Table 57 — HistoryRead Service Result COUES.........oiiiiiiiiiiiiicc e, 80
Table 58 — HistoryRead Operation Level Result Codes...........cooviiiiiiiiiiiiiiiiiiiiiie 81
Table 59 — Write Service Parameters. .. .....cooiiii 82
Table 60 — Write Service ResuUlt COUES ... ot 83
Table 61 — Write Operation Level Result Codes.........cooiiiiiiiiiii e 83
Table 62 — HistoryUpdate Service Parameters.........ccoooviiiiiiiiiii 84
Table 63 — HistoryUpdate Service Result Codes........coiiiiiiiiiiiii e, 85
Table 64 — HistoryUpdate Operation Level Result Codes..........coviiiiiiiiiiiiiiiiiiiii 85
Table 65 — Call Service Parameters ........o.iuiiiii e 86
Table 66 — Call Service ResUlt COAeS ... .. 88
Table 67 — Call Operation Level Result Codes........c.ooiviiiiiiiii e 88
Table 68 — Call Input Argument ResUlt COAES ........iuiuiniiiii e 89
Table 69 — CreateMonitoredltems Service Parameters ...........ccoiiiiiiiiiiiiiiiiiiiiii . 96
Table 70 — CreateMonitoredltems Service Result Codes...........coviiiiiiiiiiiiiiiiiiii . 97
Table 71 — CreateMonitoredltems Operation Level Result Codes ............ccooviiiiiiiiiiinn, 97
Table 72 — ModifyMonitoredltems Service Parameters ...........c.oooiiiiiiiiiiiiiiiiiiiiiiee 98
Table 73 — ModifyMonitoreditems Service Result Codes...........oooviiiiiiiiiiiiiiiii . 99
Table 74 — ModifyMonitoredltems Operation Level Result Codes.............cccoviiiiiiiiiiiinin.n. 99
Table 75 — SetMonitoringMode Service Parameters ...........coooiiiiiiiiiiiiiiii 100
Table 76 — SetMonitoringMode Service Result Codes...........cooiiiiiiiiiiiiiii 100
Table 77 — SetMonitoringMode Operation Level Result Codes ...........cccovviiiiiiiiiiiiiiinin . 100
Table 78 — SetTriggering Service Parameters........c.ovviiiiiiiiii e, 101
Table 79 — SetTriggering Service Result COUES ........ooiiiiiiiiiiii e, 102
Table 80 — SetTriggering Operation Level Result Codes...........oooviiiiiiiiiiiiiiiiiiiiiiie . 102
Table 81 — DeleteMonitoredltems Service Parameters.............cooiiiiiiiiiiiiiiiiii . 103
Table 82 — DeleteMonitoredltems Service Result Codes...........cooiiiiiiiiiiiiiiiiiiiiii . 103
Table 83 — DeleteMonitoredltems Operation Level Result Codes................oooiiiiiiiil, 103
Table 84 — Subscription States ... 107
Table 85 — Subscription State Table ... 107
Table 86 — State variables and parameters ..........coooiiiiiiii 111
Table 87 — FUNCHONS ... e 111
Table 88 — CreateSubscription Service Parameters...............ocooiiiiiiiii 113
Table 89 — CreateSubscription Service Result Codes..........ccooiiiiiiiiiiiii 114
Table 90 — ModifySubscription Service Parameters..........ccooiiiiiiiiiiiiiiiiii 115
Table 91 — ModifySubscription Service Result Codes .........cooviiiiiiiiiiiiiii 116
Table 92 — SetPublishingMode Service Parameters ...........oooviiiiiiiiiiiiiiiiiiiieeeea 116
Table 93 — SetPublishingMode Service Result Codes...........cooviiiiiiiiiiiiiiie 117
Table 94 — SetPublishingMode Operation Level Result Codes.............cccciviiiiiiiiiiinnnn.. 117
Table 95 — Publish Service Parameters ..., 118
Table 96 — Publish Service Result COAES.........oiuiiiiii e 119
Table 97 — Publish Operation Level Result Codes...........coooiiiiiiiiii i 119
Table 98 — Republish Service Parameters. ..o 120


https://webstore.ansi.org/Standards/IEC/IEC62541Eden2025-2600499?source=preview

IEC._R2K41-4-2N25 © IEC._ 202K

This is a preview of IEC 62541-4 Ed. 4.0 en:2025. Click here to purchase the full version from the ANSI store.

Table 100 — TransferSubscriptions Service Parameters............ccooooiiiiiiiiiiiiiiiii . 121
Table 101 — TransferSubscriptions Service Result Codes ...........cooiiiiiiiiiiiiiiiiiiiii . 122
Table 102 — TransferSubscriptions Operation Level Result Codes ...........ccooviiiiiiiiininnn.. 122
Table 103 — DeleteSubscriptions Service Parameters...........cc.ooiiiiiiiiiiiiiiiiiie . 123
Table 104 — DeleteSubscriptions Service Result Codes...........cccooiiiiiiiiiiiiiii 123
Table 105 — DeleteSubscriptions Operation Level Result Codes.............cccoiiiiiiiiiiininnn. . 123
Table 106 — Certificate validation StEPS .......oviiiii 126
Table 107 — Sessionlessinvoke Service Parameters.............cooooiiiiiiiiii 134
Table 108 — Sessionlessinvoke Service Result Codes.........ocoioiiiiiiiiiiiii, 135
Table 109 — ServiCeLevel FaNgEsS . ... 142
Table 110 — Server FailoVer MOGES ... ...iuieiiii e 144
Table 111 — Redundancy Failover actions ..........c.oiiiiii 145
Table 112 — AdditionalParametersType. ... ..o 156
Table 113 — ApplicationDesCription ... ..o e 156
Table 114 — ApplicationlnstanceCertificate...............coooiii i 157
Table 115 — ApplicationType ValUes ... e 157
Table 116 — BrowseDirection values..........ooi e 158
Table 117 — BrowseResUIt ... .o 158
Table 118 — ContentFilter StruCtUre .........c.oii 159
Table 119 — ContentFilterResult Structure ..., 159
Table 120 — ContentFilterResult Result Codes.........oviiiiiiiiii e, 160
Table 121 — ContentFilterResult Operand Result Codes ...........cooviiiiiiiiiiiiiiiiiiiiie . 160
Table 122 — Basic FilterOperator definition............coooiiiiii 160
Table 123 — Complex FilterOperator definition...........ccooiiiiiiiii 163
Table 124 — Wildcard charaCters ... ... e 165
Table 125 — CONVEISION TUIES ....uiei e 166
Table 126 — Data PrecedencCe rUleS. ... ..o e 167
Table 127 — Logical AND Truth table ... ... e 168
Table 128 — Logical OR Truth table .........cooiii e, 168
Table 129 — FilterOperand parameter Typelds.......cooviiiiiiiiiii e, 168
Table 130 — EIemMentOPerand .......o.vuiii e 169
Table 131 — LiteralOperand ........c.ouiuiniiii e 169
Table 132 — AttribUtEOPEraNd ... 169
Table 133 — SimpleAttributeOperand .........c..oiii 170
Table 134 — DataChangeTrigger ValUeSs .........coiuiuiiiiiiii e 171
Table 135 — DataValue. ... ..o e 172
Table 136 — DiagnostiCINfO ... 174
Table 137 — DiscoveryConfiguration parameterTypelds ............oooiiiiiiiiiiiiiiiii . 175
Table 138 — MdnsDiscoveryConfiguration ..o 175
Table 139 — EndpointDesCription. ... ..o 175
Table 140 — EphemeralKeyTyPe ... 176
Table 141 — EXpandedNoOdeld. ... ... e e 177


https://webstore.ansi.org/Standards/IEC/IEC62541Eden2025-2600499?source=preview

IEC._R2K41-4-2N25 © IEC._ 202K

This is a preview of IEC 62541-4 Ed. 4.0 en:2025. Click here to purchase the full version from the ANSI store.

Table 143 — MessageSecurityMode Values....... ..o 178
Table 144 — MonitoringParameters . ... ... 178
Table 145 — MonitoringFilter parameterTypelds ... ..o 180
Table 146 — DataChangeFilter ... . ..o e 180
Table 147 — EventFilter structure ... ... 182
Table 148 — EventFilterResult structure ....... ..o 182
Table 149 — EventFilterResult Result Codes........cooiiiiiiiiiii 183
Table 150 — AggregateFilter structure............oo 184
Table 151 — AggregateFilterResult structure........ ... 184
Table 152 — MonitoringMode ValUes ....... ..o 185
Table 153 — NodeAttributes parameterTypelds ... ..o 185
Table 154 — Bit mask for specified Attributes ..., 186
Table 155 — ObjeCtAtIIbULES ... 186
Table 156 — Variable Attributes ... 187
Table 157 — MethodAttributes ... ... e 187
Table 158 — ObjectTYPeANIDULES .. ..o e 188
Table 159 — VariableTypeAttribULesS ... .o, 188
Table 160 — ReferenceTypeAttribUtes . ... .. ..o 189
Table 161 — DataTypeAttribULES ... 189
Table 162 — VieWAR N DULES . ... e 190
Table 163 — GeNeriCAINDULES ... 190
Table 164 — NotificationData parameterTypelds........ccoiiiiiiiii e, 191
Table 165 — DataChangeNotification ..., 191
Table 166 — EventNotificationList.........cooiiii e 192
Table 167 — StatusChangeNotification.......... ..o 192
Table 168 — NotificatioNMeSSage ... ..iuiuiii e 193
Table 169 — NUMENCRANGE .. ..ut 194
Table 170 — QueryDataSet ... 194
Table 171 — ReadValueld ... ..o e 194
Table 172 — ReferenceDesCriplioN ..o e 196
Table 173 — RelativePath ... 196
Table 174 — RegISTErEUS EIVET .. e e 197
Table 175 — RequestHEader ... e 198
Table 176 — ReSPONSEHEAAE ... ..o e e 200
Table 177 — ServiCeFaUll. ... ... 201
Table 178 — SignatureData...........oinii 202
Table 179 — SignedSoftwareCertificate ...........cooiiiiiiiii 203
Table 180 — StatusCode bit assignments ....... ... 204
Table 181 — DataValue INfoBItS.......c.iiii e 205
Table 182 — Common Service ReSUIt COUES.......ouiuiuiiiii e 206
Table 183 — Common Operation Level Result Codes..........ccooiiiiiiiiiiiiii 208
Table 184 — TimestampsToReturn values ... . ..o 210


https://webstore.ansi.org/Standards/IEC/IEC62541Eden2025-2600499?source=preview

IEC._R2K41-4-2N25 © IEC._ 202K

This is a preview of IEC 62541-4 Ed. 4.0 en:2025. Click here to purchase the full version from the ANSI store.

Table 186 — Legacy UserldentityToken Encrypted Token Secret Format .......................... 211
Table 187 — EncryptedSecret 1ayout ... ..o 213
Table 188 — EncryptedSecret DataTyPes .. ...ouiuieieiiii e 214
Table 189 — RsaEncryptedSecret Structure ..., 214
Table 190 — EccEncryptedSecret Layout............coiiiiiii e 215
Table 191 — AnonymousldentityTOKEN ... ..o, 216
Table 192 — UserNameldentity TOKEN ... ... 216
Table 193 — EncryptionAlgorithm SeleCtion............ooiiiiii 217
Table 194 — X.509 v3 Identity TOKEN ... 217
Table 195 — Issuedldentity TOKEN. ... 218
Table 196 — USerTOKENPOICY ... 219
Table 197 — UserToKenType ValUES. ... ..o 219
Table 198 — VieWD esCription . ... e 220
Table A.1 — RelativePath. ... 221
Table A.2 — RelativePath EXamples. ... ..o 222
Table B.1 — ContentFilter @Xample ........oiii e 225
Table B.2 — ContentFilter @Xample ........oiiii e 226
Table B.3 — Example 1 NodeTypeDescription ... ... 230
Table B.4 — Example 1 ContentFilter ... ..o 230
Table B.5 — Example 1 QueryDataSets ..o 231
Table B.6 — Example 2 NodeTypeDescription ... ... 231
Table B.7 — Example 2 ContentFilter ... 232
Table B.8 — Example 2 QueryDataSets ... ... 232
Table B.9 — Example 3 — NodeTypeDescription ... ..o 233
Table B.10 — Example 3 ContentFilter....... ..o 233
Table B.11 — Example 3 QueryDataSets .........coooiiiiiii 234
Table B.12 — Example 4 NodeTypeDescCription ...... ... 235
Table B.13 — Example 4 ContentFilter.... ..o, 235
Table B.14 — Example 4 QueryDataSets .........coooiiiiii 236
Table B.15 — Example 5 NodeTypeDescCription ...... ... 236
Table B.16 — Example 5 ContentFilter....... ..o 237
Table B.17 — Example 5 QueryDataSets .........ccoooiiiiii 237
Table B.18 — Example 6 NodeTypeDescCription ...... ... 237
Table B.19 — Example 6 ContentFilter.... ..., 238
Table B.20 — Example 6 QueryDataSets .........ccooiiiiii 238
Table B.21 — Example 6 QueryDataSets without additional information............................ 239
Table B.22 — Example 7 NodeTypeDescCription ...... ... 239
Table B.23 — Example 7 ContentFilter.... ..., 240
Table B.24 — Example 7 QueryDataSets ..o 241
Table B.25 — Example 8 NodeTypeDescCription ...... ... 241
Table B.26 — Example 8 ContentFilter.... ..o 242
Table B.27 — Example 8 QueryDataSets .........cooiiiiiii 242


https://webstore.ansi.org/Standards/IEC/IEC62541Eden2025-2600499?source=preview

IEC._R2K41-4-2N25 © IEC._ 202K

This is a preview of IEC 62541-4 Ed. 4.0 en:2025. Click here to purchase the full version from the ANSI store.

Table B.29 — Example 9 ContentFilter.... ..o 243
Table B.30 — Example 9 QueryDataSets .........cooiiiiiii 244

12


https://webstore.ansi.org/Standards/IEC/IEC62541Eden2025-2600499?source=preview

IEC._R2K41-4-2N25 © IEC._ 202K

This is a preview of IEC 62541-4 Ed. 4.0 en:2025. Click here to purchase the full version from the ANSI store.

OPC unified architecture -
Part 4: Services

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote international
co-operation on all questions concerning standardization in the electrical and electronic fields. To this end and
in addition to other activities, IEC publishes International Standards, Technical Specifications, Technical Reports,
Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC Publication(s)”). Their
preparation is entrusted to technical committees; any IEC National Committee interested in the subject dealt with
may participate in this preparatory work. International, governmental and non-governmental organizations liaising
with the IEC also participate in this preparation. IEC collaborates closely with the International Organization for
Standardization (ISO) in accordance with conditions determined by agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence between
any IEC Publication and the corresponding national or regional publication shall be clearly indicated in the latter.

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

6) All users should ensure that they have the latest edition of this publication.

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

9) IEC draws attention to the possibility that the implementation of this document may involve the use of (a)
patent(s). IEC takes no position concerning the evidence, validity or applicability of any claimed patent rights in
respect thereof. As of the date of publication of this document, IEC had not received notice of (a) patent(s), which
may be required to implement this document. However, implementers are cautioned that this may not represent
the latest information, which may be obtained from the patent database available at https://patents.iec.ch. IEC
shall not be held responsible for identifying any or all such patent rights.

IEC 62541-4 has been prepared by subcommittee 65E: Devices and integration in enterprise
systems, of IEC technical committee 65: Industrial-process measurement, control and
automation. It is an International Standard.

This fourth edition cancels and replaces the third edition published in 2020. This edition
constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:
a) addition of new definitions to Method Call Service to allow optional Method arguments;

b) addition of reference to SystemStatusChangeEventType for event monitored item error
scenarios;

c) enhancement of the general description of how determining if a Certificate is trusted;
d) addition of support for ECC;
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f) addition of INVALID to the BrowseDirection enumeration data type;
g) addition of INVALID to the TimestampsToReturn enumeration data type;

h) addition of definitions that make sure the subscription functionality works if retransmission
queues are optional;

i) addition of client checks has been added to be symmetric to the Server Certificate check has
been added;

j) clarification that ‘local’ top level domain is not appended by server into certificate and not
checked by client when returned from LDS-ME;

k) addition of a definition for expiration behaviour of IssuedldentityTokens;

[) addition of status code Good_PasswordChangeRequired to ActivateSession;

m) restriction of Additionallnfo to servers in debug mode;

n) addition of new status code Bad_ServerTooBusy;

0) addition of definition for cases where server certificate must be contained in GetEndpoints
response.

The text of this International Standard is based on the following documents:

Draft Report on voting

65E/1053/CDV 65E/1129/RVC

Full information on the voting for its approval can be found in the report on voting indicated in
the above table.

The language used for the development of this International Standard is English.

This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in
accordance with ISO/IEC Directives, Part 1 and ISO/IEC Directives, IEC Supplement, available
at www.iec.ch/members_experts/refdocs. The main document types developed by IEC are
described in greater detail at www.iec.ch/publications.

Throughout this document and the other parts of the IEC 62541 series, certain document
conventions are used:

Italics are used to denote a defined term or definition that appears in the "Terms and definitions"
clause in one of the parts of the IEC 62541 series.

Italics are also used to denote the name of a service input or output parameter or the name of
a structure or element of a structure that are usually defined in tables.

The jtalicized terms and names are, with a few exceptions, written in camel-case (the practice
of writing compound words or phrases in which the elements are joined without spaces, with
each element's initial letter capitalized within the compound). For example, the defined term is
AddressSpace instead of Address Space. This makes it easier to understand that there is a
single definition for AddressSpace, not separate definitions for Address and Space.

A list of all parts in the IEC 62541 series, published under the general title OPC Unified
Architecture, can be found on the IEC website.
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y
specific document. At this date, the document will be

— reconfirmed,
— withdrawn, or
— revised.
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This part of IEC 62541 defines the OPC Unified Architecture (OPC UA) Services. The Services
defined are the collection of abstract Remote Procedure Calls (RPC) that are implemented by
OPC UA Servers and called by OPC UA Clients. All interactions between OPC UA Clients and
Servers occur via these Services. The defined Services are considered abstract because no
particular RPC mechanism for implementation is defined in this document. IEC 62541-6
specifies one or more concrete mappings supported for implementation. For example, one
mapping in IEC 62541-6 is to UA-TCP UA-SC UA-Binary. In that case the Services described
in this document appear as OPC UA Binary encoded payload, secured with OPC UA Secure
Conversation and transported via OPC UA TCP.

Not all OPC UA Servers implement all of the defined Services. IEC 62541-7 defines the Profiles
that dictate which Services must be implemented in order to be compliant with a particular
Profile.

A BNF (Backus-Naur form) for browse path names is described in Annex A.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies.
For undated references, the latest edition of the referenced document (including any
amendments) applies.

IEC 62541-1, OPC Unified Architecture - Part 1: Overview and Concepts
IEC 62541-2, OPC Unified Architecture - Part 2: Security Model

IEC 62541-3, OPC Unified Architecture - Part 3: Address Space Model
IEC 62541-5, OPC Unified Architecture - Part 5: Information Model
IEC 62541-6, OPC Unified Architecture - Part 6: Mappings

IEC 62541-7, OPC Unified Architecture - Part 7: Profiles

IEC 62541-8, OPC Unified Architecture - Part 8: Data Access

IEC 62541-9, OPC unified architecture - Part 9: Alarms and Conditions
IEC 62541-11, OPC Unified Architecture - Part 11: Historical Access
IEC 62541-12, OPC Unified Architecture - Part 12: Discovery

IEC 62541-13, OPC Unified Architecture - Part 13: Aggregates

IEC 62541-18, OPC Unified Architecture - Part 18: Role-Based Security

16


https://webstore.ansi.org/Standards/IEC/IEC62541Eden2025-2600499?source=preview

IEC._R2K41-4-2N25 © IEC._ 202K

This is a preview of IEC 62541-4 Ed. 4.0 en:2025. Click here to purchase the full version from the ANSI store.

IEC 62541 (all parts), OPC unified architecture
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