This is a preview of "INCITS/ISO/IEC 15946...". Click here to purchase the full version from the ANSI store.

INCITS/ISO/IEC 15946-1:2016 (2019)

(ISO/IEC 15946-1:2016, IDT)

Information technology -- Security techniques -
- Cryptographic techniques based on elliptic
curves -- Part 1: General

Developed by

INCItS>

Where IT all begins

American National Standard

N“erican Naﬁona /
‘0“9& Sé’l

(2


https://webstore.ansi.org/Standards/INCITS/INCITSISOIEC1594620162019?source=preview

This is a preview of "INCITS/ISO/IEC 15946...". Click here to purchase the full version from the ANSI store.

INCITS/ISO/IEC 15946-1:2016 (2019)

PDF disclaimer

This PDF file may contain embedded typefaces. In accordance with Adobe's licensing policy, this file may be printed or viewed but shall not
be edited unless the typefaces which are embedded are licensed to and installed on the computer performing the editing. In downloading this
file, parties accept therein the responsibility of not infringing Adobe's licensing policy. The ISO Central Secretariat accepts no liability in this
area.

Adobe is a trademark of Adobe Systems Incorporated.

Details of the software products used to create this PDF file can be found in the General Info relative to the file; the PDF-creation parameters
were optimized for printing. Every care has been taken to ensure that the file is suitable for use by ISO member bodies. In the unlikely event
that a problem relating to it is found, please inform the Central Secretariat at the address given below.

Adopted by INCITS (InterNational Committee for Information Technology Standards) as an American National Standard.
Date of ANSI Approval: 3/8/2019

Published by American National Standards Institute,
25 West 43rd Street, New York, New York 10036

Copyright 2019 by Information Technology Industry Council
(ITI). All rights reserved.

These materials are subject to copyright claims of International Standardization Organization (ISO), International
Electrotechnical Commission (IEC), American National Standards Institute (ANSI), and Information Technology
Industry Council (ITl). Not for resale. No part of this publication may be reproduced in any form, including an
electronic retrieval system, without the prior written permission of ITI. All requests pertaining to this standard
should be submitted to ITI, 1101 K Street NW, Suite 610, Washington DC 20005.

Printed in the United States of America

© ITIC 2019 — All rights reserved



https://webstore.ansi.org/Standards/INCITS/INCITSISOIEC1594620162019?source=preview

INTERNATIONATI ICSN /TEC

This is a preview of "INCITS/ISO/IEC 15946...". Click here to purchase the full version from the ANSI store.

Third edition
2016-07-01

Information technology — Security
techniques — Cryptographic
techniques based on elliptic curves —

Part 1:
General

Technologies de l'information — Techniques de sécurité —
Techniques cryptographiques basées sur les courbes elliptiques —

Partie 1: Généralités

Reference number

ISO/IEC 15946-1:2016(E)
e ° ©ISO/IEC 2016



http://webstore.ansi.org/RecordDetail.aspx?sku=ISO%2FIEC%2015946-1:2016&source=preview
https://webstore.ansi.org/RecordDetail.aspx?sku=ISO%2FIEC%2015946-1:2016&source=preview
https://webstore.ansi.org/Standards/ISO/ISOIEC159462016&source=preview
https://webstore.ansi.org/Standards/ISO/ISOIEC159462016?source=preview
https://webstore.ansi.org/Standards/INCITS/INCITSISOIEC1594620162019?source=preview

ISO/IEC 15946-1:2016(E)

This is a preview of "INCITS/ISO/IEC 15946...". Click here to purchase the full version from the ANSI store.

COPYRIGHT PROTECTED DOCUMENT

© ISO/IEC 2016, Published in Switzerland

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized otherwise in any form
or by any means, electronic or mechanical, including photocopying, or posting on the internet or an intranet, without prior
written permission. Permission can be requested from either ISO at the address below or ISO’s member body in the country of
the requester.

ISO copyright office

Ch. de Blandonnet 8 « CP 401
CH-1214 Vernier, Geneva, Switzerland
Tel. +41 22 749 01 11

Fax +41 22 749 09 47
copyright@iso.org

Www.iso.org

ii © ISO/IEC 2016 - All rights reserved


http://webstore.ansi.org/RecordDetail.aspx?sku=ISO%2FIEC%2015946-1:2016&source=preview
https://webstore.ansi.org/RecordDetail.aspx?sku=ISO%2FIEC%2015946-1:2016&source=preview
https://webstore.ansi.org/Standards/ISO/ISOIEC159462016&source=preview
https://webstore.ansi.org/Standards/ISO/ISOIEC159462016?source=preview
https://webstore.ansi.org/Standards/INCITS/INCITSISOIEC1594620162019?source=preview

ISO/IEC 15946-1:2016(E)

This is a preview of "INCITS/ISO/IEC 15946...". Click here to purchase the full version from the ANSI store.

Contents Page
FFOT@WOTM ........ooocccceeeee e85 5858555555555 iv
IIUETOQUICEION........ccs s \%
1 S0P ... 1
2 Normative references
3 Terms and definitions
4 Symbols ...
5 Conventions for fields
5.1 Finite Prime fIElAS F([0) oo ssiesssiseesses s 3
5.2 FINTEE FTELAS F([0711) et 3
6 Conventions fOr @IIPLIC CUTVES ...

6.1 Definitions of elliptic curves.........cccoe.
6.1.1  Elliptic curves over F(p™m)
6.1.2  Elliptic curves over F(2m)
6.1.3  Elliptic curves over F(3m)

6.2 Group 1aW 0N EIIIPTIC CUTVES ..o
6.3 Generation Of EIHPTIC CUIVES ... oo
6.4 Cryptographic DIlINEAT IMIAP ...
7 CONVETSION FUTNICTIONIS ..o
7.1 Octet string/bit string conversion: OS2BSP and BS20SP ..
7.2 Bit string/integer conversion: BS2IP and I2BSP ...
7.3 Octet string/string conversion: OS2IP and [20SP ...
7.4 Finite field element/integer conversion: FE2IPf
7.5 Octet string/finite field element conversion: OS2FEPF and FEZOSPF ... 7
7.6 Elliptic curve point/octet string conversion: EC20SPgand OS2ECPE ... 7
7.6.1  Compressed elliptic curve points w7
7.6.2  Point decompression algorithms w7
7.6.3  Conversion functions .................. .8
7.7 Integer/elliptic curve conversion: IZECP ... 8
8 Elliptic curve domain parameters and public Key ... 9
8.1 Elliptic curve domain parameters over F(q)
8.2 Elliptic CUIVE KEY SEIMEIATION ...cocccierieviiiese s
Annex A (informative) Background information on finite fields ... 10
Annex B (informative) Background information on elliptic curves............en 12
Annex C (informative) Background information on elliptic curve cryptosystems............cccccee 22
Annex D (informative) Summary of coordinate SYSTEIMS ... 30
BIDLEOZTAPIY . ...t 31

© ISO/IEC 2016 - All rights reserved iii


http://webstore.ansi.org/RecordDetail.aspx?sku=ISO%2FIEC%2015946-1:2016&source=preview
https://webstore.ansi.org/RecordDetail.aspx?sku=ISO%2FIEC%2015946-1:2016&source=preview
https://webstore.ansi.org/Standards/ISO/ISOIEC159462016&source=preview
https://webstore.ansi.org/Standards/ISO/ISOIEC159462016?source=preview
https://webstore.ansi.org/Standards/INCITS/INCITSISOIEC1594620162019?source=preview

ISO/IEC 15946-1:2016(E)

This is a preview of "INCITS/ISO/IEC 15946...". Click here to purchase the full version from the ANSI store.

Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC]TC 1.

The procedures used to develop this document and those intended for its further maintenance are
described in the ISO/IEC Directives, Part 1. In particular the different approval criteria needed for
the different types of document should be noted. This document was drafted in accordance with the
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the subject
of patent rights. ISO and IEC shall not be held responsible for identifying any or all such patent
rights. Details of any patent rights identified during the development of the document will be in the
Introduction and/or on the ISO list of patent declarations received (see www.iso.org/patents).

Any trade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

For an explanation on the meaning of ISO specific terms and expressions related to conformity
assessment, as well as information about ISO’s adherence to the WTO principles in the Technical
Barriers to Trade (TBT), see the following URL: Foreword — Supplementary information.

The committee responsible for this document is ISO/IEC JTC 1, Information technology, Subcommittee
SC 27, Security techniques.

This third edition cancels and replaces the second edition (ISO/IEC 15946-1:2008 with
[SO/IEC 15946-1/Cor 1:2009), which has been technically revised.

ISO/IEC 15946 consists of the following parts, under the general title Information technology — Security
techniques — Cryptographic techniques based on elliptic curves:

— Part 1: General

— Part 5: Elliptic curve generation
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Introduction

Cryptosystems based on elliptic curves defined over finite fields provide an interesting alternative to
the RSA cryptosystem and to finite field discrete log based cryptosystems. The concept of an elliptic
curve based public-key cryptosystem is simple.

“,n

— Every elliptic curve over a finite field is endowed with an addition operation “+” under which it
forms a finite abelian group.

— The group law on elliptic curves extends in a natural way to a “discrete exponentiation” on the point
group of the elliptic curve.

— Based on the discrete exponentiation on an elliptic curve, one can easily derive elliptic curve
analogues of the well-known public-key schemes of the Diffie-Hellman and ElGamal type.

The security of such a public-key cryptosystem depends on the difficulty of determining discrete
logarithms in the group of points of an elliptic curve. This problem is, with current knowledge, much
harder for a given parameter size than the factorisation of integers or the computation of discrete
logarithms in a finite field. Indeed, since Miller and Koblitz independently suggested the use of elliptic
curves for public-key cryptographic systems in 1985, the elliptic curve discrete logarithm problem has
only been shown to be solvable in certain specific, and easily recognisable, cases. There has been no
substantial progress in finding a method for solving the elliptic curve discrete logarithm problem on
arbitrary elliptic curves. Thus, it is possible for elliptic curve based public-key systems to use much
shorter parameters than the RSA system or the classical discrete logarithm based systems that make
use of the multiplicative group of some finite field. This yields significantly shorter digital signatures
and system parameters and the integers to be handled by a cryptosystem are much smaller.

This part of ISO/IEC 15946 describes the mathematical background and general techniques
necessary for implementing the elliptic curve cryptography mechanisms defined in ISO/IEC 15946-5,
ISO/IEC 9796-3, ISO/IEC 11770-3, ISO/IEC 14888-3, ISO/IEC 18033-2 and other ISO/IEC standards.

It is the purpose of this part of ISO/IEC 15946 to meet the increasing interest in elliptic curve based
public-key technology and to describe the components that are necessary to implement secure elliptic
curve cryptosystems such as key-exchange, key-transport and digital signatures.

The International Organization for Standardization (ISO) and the International Electrotechnical
Commission (IEC) draw attention to the fact that it is claimed that compliance with this part of
[SO/IEC 15946 may involve the use of patents.

The ISO and IEC take no position concerning the evidence, validity and scope of these patent rights.

The holders of these patent rights have assured the ISO and IEC that they are willing to negotiate
licenses under reasonable and non-discriminatory terms and conditions with applicants throughout
the world. In this respect, the statements of the holders of these patent rights are registered with I1SO
and [EC. Information may be obtained from:

Certicom Corp. Address: 4701 Tahoe Blvd., Building A, Mississauga, ON L4WO0B5, Canada
Matsushita Electric Industrial Co., Ltd. Address: 1006, Kadoma, Kadoma City, Osaka, 571-8501, Japan

Attention is drawn to the possibility that some of the elements of this document may be the subject
of patent rights other than those identified above. ISO and/or IEC shall not be held responsible for
identifying any or all such patent rights.

[SO (www.iso.org/patents) and IEC (http://patents.iec.ch) maintain on-line databases of patents
relevant to their standards. Users are encouraged to consult the databases for the most up to date
information concerning patents.
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