This is a preview of "INCITS/ISO/IEC 19086...". Click here to purchase the full version from the ANSI store.

INCITS/ISO/IEC 19086-1:2016 (2019)

(ISO/IEC 19086-1:2016, IDT)

Information technology - Cloud computing -
Service level agreement (SLA) framework -
Part 1: Overview and concepts

Developed by

INCItS>

Where IT all begins

American National Standard

erican Natj,

o B al Sty
& %5,
A2 ~ o



https://webstore.ansi.org/Standards/INCITS/INCITSISOIEC1908620162019?source=preview

This is a preview of "INCITS/ISO/IEC 19086...". Click here to purchase the full version from the ANSI store.

INCITS/ISO/IEC 19086-1:2016 (2019)

PDF disclaimer

This PDF file may contain embedded typefaces. In accordance with Adobe's licensing policy, this file may be printed or viewed but shall not
be edited unless the typefaces which are embedded are licensed to and installed on the computer performing the editing. In downloading this
file, parties accept therein the responsibility of not infringing Adobe's licensing policy. The ISO Central Secretariat accepts no liability in this
area.

Adobe is a trademark of Adobe Systems Incorporated.

Details of the software products used to create this PDF file can be found in the General Info relative to the file; the PDF-creation parameters
were optimized for printing. Every care has been taken to ensure that the file is suitable for use by ISO member bodies. In the unlikely event
that a problem relating to it is found, please inform the Central Secretariat at the address given below.

Adopted by INCITS (InterNational Committee for Information Technology Standards) as an American National Standard.
Date of ANSI Approval: 3/8/2019

Published by American National Standards Institute,
25 West 43rd Street, New York, New York 10036

Copyright 2019 by Information Technology Industry Council
(ITI). All rights reserved.

These materials are subject to copyright claims of International Standardization Organization (ISO), International
Electrotechnical Commission (IEC), American National Standards Institute (ANSI), and Information Technology
Industry Council (ITl). Not for resale. No part of this publication may be reproduced in any form, including an
electronic retrieval system, without the prior written permission of ITI. All requests pertaining to this standard
should be submitted to ITI, 1101 K Street NW, Suite 610, Washington DC 20005.

Printed in the United States of America

© ITIC 2019 — All rights reserved



https://webstore.ansi.org/Standards/INCITS/INCITSISOIEC1908620162019?source=preview

INTERNATIONAT ICSN /TEC

This is a preview of "INCITS/ISO/IEC 19086...". Click here to purchase the full version from the ANSI store.

First edition
2016-09-15

Information technology — Cloud
computing — Service level agreement
(SLA) framework —

Part 1:
Overview and concepts

Technologies de l'information — Informatique en nuage — Cadre de
travail de I'accord du niveau de service —

Partie 1: Apercu général et concepts

Reference number

ISO/IEC 19086-1:2016(E)
e ° ©ISO/IEC 2016



https://webstore.ansi.org/RecordDetail.aspx?sku=ISO%2FIEC%2019086-1:2016&source=preview
https://webstore.ansi.org/Standards/ISO/ISOIEC190862016&source=preview
https://webstore.ansi.org/Standards/ISO/ISOIEC190862016?source=preview
https://webstore.ansi.org/Standards/INCITS/INCITSISOIEC1908620162019?source=preview

ISO/IEC 19086-1:2016(E)

This is a preview of "INCITS/ISO/IEC 19086...". Click here to purchase the full version from the ANSI store.

COPYRIGHT PROTECTED DOCUMENT

© ISO/IEC 2016, Published in Switzerland

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized otherwise in any form
or by any means, electronic or mechanical, including photocopying, or posting on the internet or an intranet, without prior
written permission. Permission can be requested from either ISO at the address below or ISO’s member body in the country of
the requester.

ISO copyright office

Ch. de Blandonnet 8 « CP 401
CH-1214 Vernier, Geneva, Switzerland
Tel. +41 22 749 01 11

Fax +41 22 749 09 47
copyright@iso.org

Www.iso.org

ii © ISO/IEC 2016 - All rights reserved


https://webstore.ansi.org/RecordDetail.aspx?sku=ISO%2FIEC%2019086-1:2016&source=preview
https://webstore.ansi.org/Standards/ISO/ISOIEC190862016&source=preview
https://webstore.ansi.org/Standards/ISO/ISOIEC190862016?source=preview
https://webstore.ansi.org/Standards/INCITS/INCITSISOIEC1908620162019?source=preview

ISO/IEC 19086-1:2016(E)

This is a preview of "INCITS/ISO/IEC 19086...". Click here to purchase the full version from the ANSI store.

Contents Page
FOT@WOTM .........oocccce e85 5885585555858 \%
TIUETOQUICEION ... 885855 vi
1 S0P ... 1
2 NOTTNATIVE TEECI@IICES .........ooccoe e 1
3 Terms and AeFIMITIOIIS ... 1
4 Symbols and abbreviated terms

5 Overview Of SLAS fOr ClOUA SEIVICES ... 5
6 Relationship between the cloud service agreement and cloud SLAS ... 6
7 Cloud SLA management best practices

7.1 General...............
7.2 DesSign ...
7.3 Evaluation and acceptance ...
7.4  Implementation and eXECULION ...
7.5 Changes t0 The CLOUA SLA ...t
8 The role of cloud service level objectives, cloud service qualitative objectives,
metrics, remedies and exceptions in the cloud SLA
8.1 LT3 0 T=) -
8.2 Metrics.......c..
8.3 SLOs and SQOs....
8.3.1  Service levels
8.3.2  Cloud service 1eVel ODJECTIVES ...
8.3.3  Cloud service qualitative ODJECTIVES ...
8.4 Remedies and claims ...,
8.4.1 Remedies.....
8.4.2  Claims process
8.5 EEXC@PEIONIS .
9 ClOUA SLA COMPOIIEIITS ...ttt 10
9.1 General
9.2 COVETed SEIVICES COMPOIEBIIL ..o
.21 DS CIIPEION oo

0.2.2  Relevance.......ess
9.3 Cloud SLA definitions component
9.3.1 Description
9.3.2  Relevance.........mn:
9.4 Service monitoring component..........

9.4, 1 DI@SCIIPTION e
042 REIBVAIICE ..o
9.4.3  Cloud service qualitative objectives
9.5 Roles and responsibilities component...............
9.5.1 Description
0.5.2  REIBVAICE ..o
10 Cloud SLA content areas and their COMPONENTES ... 12
10.1 General
10.2  AcCESSIDIIILY CONTEIE AIA .. ..ot
10.2.1  AcceSSIDIlity COMPONEIIT ...
10.3  Availability content area.........ccccnn
10.3.1 Availability component..........ccco.
10.4 Cloud service performance content area.....
10.4.1  General...eeesessesnenies

10.4.2 Cloud service response time component

© ISO/IEC 2016 - All rights reserved iii


https://webstore.ansi.org/RecordDetail.aspx?sku=ISO%2FIEC%2019086-1:2016&source=preview
https://webstore.ansi.org/Standards/ISO/ISOIEC190862016&source=preview
https://webstore.ansi.org/Standards/ISO/ISOIEC190862016?source=preview
https://webstore.ansi.org/Standards/INCITS/INCITSISOIEC1908620162019?source=preview

ISO/IEC 19086-1:2016(E)

This is a preview of "INCITS/ISO/IEC 19086...". Click here to purchase the full version from the ANSI store.

10.4.3 Cloud service capacity component..
10.4.4  Elasticity COMPONENT. ...
10.5 Protection of personally identifiable information (PII) content area
10.5.1 Protection of PII COMPONENL ...
10.6  Information SECUTTLY COMTENE AT@A ..o
10.6.1 Information Security component
10.7 Termination Of SEIVICE CONTEINT ATEA ..o
10.7.1 Termination of SErViCe COMPONENT ...
10.8 Cloud service support content area......................
10.8.1 Cloud service support component..
10.9  GOVEINANCE CONTEIE ATCQ.....ocoooieeieereiieiieiiees e
10.9.1 GOVErNnanCe COMPOTIEIIT ...t
10.10 Changes to the cloud service features and functionality content area
10.10.1 Changes to the cloud service features and functionality component....................... 22
10.11 Service reliability CONTENT AT@Q ...
O =) 1= - O
10.11.2 Service resilience/fault tolerance component..........cccco.
10.11.3 Customer data backup and restore component
10.11.4 Disaster recoOvery COMPONENT. ...
10.12 Data management content area
T0. 1201 GOIIETAL e
10.12.2 Intellectual property rights (IPR) COMPONENT ...
10.12.3 Cloud service customer data COMPONENL ...
10.12.4 Cloud service provider data component...
10.12.5 Account data component.......
10.12.6 Derived Data component.....
10.12.7 Data portability component.....
10.12.8 Data deletion COMPOMENT ... oo
10.12.9 Data location COMPOMENT. ...
10.12.10
Data examination COMPONEIT ...
O 0 PPN
Law enforcement access component..............
10.13 Attestations, certifications and audits content area
10.13.1 Attestations, certifications and audits component

BIBDLIOZGTAPIY ...

iv © ISO/IEC 2016 - All rights reserved


https://webstore.ansi.org/RecordDetail.aspx?sku=ISO%2FIEC%2019086-1:2016&source=preview
https://webstore.ansi.org/Standards/ISO/ISOIEC190862016&source=preview
https://webstore.ansi.org/Standards/ISO/ISOIEC190862016?source=preview
https://webstore.ansi.org/Standards/INCITS/INCITSISOIEC1908620162019?source=preview

ISO/IEC 19086-1:2016(E)

This is a preview of "INCITS/ISO/IEC 19086...". Click here to purchase the full version from the ANSI store.

Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC JTC 1.

The procedures used to develop this document and those intended for its further maintenance are
described in the ISO/IEC Directives, Part 1. In particular the different approval criteria needed for
the different types of document should be noted. This document was drafted in accordance with the
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the subject
of patent rights. ISO and IEC shall not be held responsible for identifying any or all such patent
rights. Details of any patent rights identified during the development of the document will be in the
Introduction and/or on the ISO list of patent declarations received (see www.iso.org/patents).

Any trade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

For an explanation on the meaning of ISO specific terms and expressions related to conformity
assessment, as well as information about ISO’s adherence to the WTO principles in the Technical
Barriers to Trade (TBT) see the following URL: Foreword - Supplementary information

The committee responsible for this document is ISO/IEC JTC 1, Information technology, Subcommittee
SC 38, Cloud computing and distributed platforms.

Alist of all parts in the ISO/IEC 19086 series can be found on the ISO website.
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Introduction

This document provides an overview, foundational concepts, and definitions for the cloud SLA
framework. ISO/IEC 19086 builds on the cloud computing concepts defined in ISO/IEC 17788 and
ISO/IEC 17789. This document establishes a common framework for helping organizations to
understand the purpose of all the parts of ISO/IEC 19086 and the relationships between those parts.
It also identifies other documents that have relationships with ISO/IEC 19086 and which are useful in
understanding cloud SLAs.

This document can be used by any organization or individual involved in the creation, modification
or understanding of a cloud service level agreement which conforms to ISO/IEC 19086. The cloud SLA
should account for the key characteristics of a cloud computing service and needs to facilitate a common
understanding between cloud service providers and cloud service customers.

In particular, it defines the following fundamental concepts of the cloud SLA framework:

— Cloud Service Agreement (CSA)

— Cloud Service Level Agreement (SLA)

— Cloud Service Level Objectives (SLO)

— Cloud Service Qualitative Objectives (SQO)

This document also describes the content areas and components that consist of a list of SLOs and SQOs.
— ISO/IEC 19086-2 provides the metrics model to be used for creating metrics used in SLOs and SQOs.

— ISO/IEC 19086-3 provides the core conformance requirements derived from the SLOs and SQOs
defined in this document.

— ISO/IEC 19086-4 builds upon the foundational concepts and definitions described by this document
by describing specific components and the conformance requirements for SLOs and SQOs in the
area of Security and Privacy.

More specifically, this document

a) promotes cohesion between the parts of ISO/IEC 19086 by explaining the concepts and terminology
used across all parts,

b) contributes to the understanding of ISO/IEC 19086 by clarifying the relationships between all the
parts, and

c) provides an overview of other International Standards which can be used in combination with
ISO/IEC 19086.

Figure 1 represents an overview of the content of ISO/IEC 19086 and the relationships between the
parts of ISO/IEC 19086 and other key International Standards relating to cloud computing.
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Figure 1 — Relationship of parts of ISO/IEC 19086 and other cloud computing standards

This document addresses the contents of a cloud SLA in two main groupings: SLA Components,
addressed in Clause 9, and SLA Content Areas, addressed in Clause 10, as shown in Figure 2.
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Figure 2 — SLA components and SLA content areas
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