B 0§

This is a preview of "INCITS/ISO/IEC 19790...". Click here to purchase the full version from the ANSI store.

(ISO/IEC 19790:2012,
Corrected 2015-12-15, IDT)

Reaffirmed as INCITS/ISO/IEC
19790:2012 (R2019)

Information technology - Security techniques -
Security requirements for cryptographic
modules

Developed by

incIts>

Where IT all begins

.-
s
S

-
=
T

el

n
S
c

i

A
T

=
c
-

P
-
T
£

<

N“eﬁcan Natig,,a,
\\eﬁ Sfa
O



https://webstore.ansi.org/Standards/INCITS/INCITSISOIEC197902012R2019?source=preview

This is a preview of "INCITS/ISO/IEC 19790...". Click here to purchase the full version from the ANSI store.

PDF disclaimer

This PDF file may contain embedded typefaces. In accordance with Adobe's licensing policy, this file may be printed or viewed but shall not
be edited unless the typefaces which are embedded are licensed to and installed on the computer performing the editing. In downloading this
file, parties accept therein the responsibility of not infringing Adobe's licensing policy. The ISO Central Secretariat accepts no liability in this
area.

Adobe is a trademark of Adobe Systems Incorporated.

Details of the software products used to create this PDF file can be found in the General Info relative to the file; the PDF-creation parameters
were optimized for printing. Every care has been taken to ensure that the file is suitable for use by ISO member bodies. In the unlikely event
that a problem relating to it is found, please inform the Central Secretariat at the address given below.

Adopted by INCITS (InterNational Committee for Information Technology Standards) as an American National Standard.
Date of ANSI Approval: 6/25/2014

Published by American National Standards Institute,
25 West 43rd Street, New York, New York 10036

Copyright 2014 by Information Technology Industry Council
(IT1). All rights reserved.

These materials are subject to copyright claims of International Standardization Organization (ISO), International
Electrotechnical Commission (IEC), American National Standards Institute (ANSI), and Information Technology
Industry Council (ITI). Not for resale. No part of this publication may be reproduced in any form, including an
electronic retrieval system, without the prior written permission of ITI. All requests pertaining to this standard
should be submitted to ITI, 1101 K Street NW, Suite 610, Washington DC 20005.

Printed in the United States of America

ii © ITIC 2014 — Al rights reserved


https://webstore.ansi.org/Standards/INCITS/INCITSISOIEC197902012R2019?source=preview

This is a preview of "INCITS/ISO/IEC 19790...". Click here to purchase the full version from the ANSI store.

ISONIEC 19790:2012(E)

Contents Page
1 RSToT 0] o] PP PP PPUPTPRPPTR 1
2 (o] €= LAY =] =T 0= Lo =L PP PPURPP 1
3 Terms and AefiNITIONS ...ooiiiiiie e e et e e e e nn e e s e e nnree e 1
4 ADDIEVIALEA TEIMNIS ..ottt s e e r et st e st e snn e e nsn e e s re e e s e e e nee s 15
5 Cryptographic module SECUNITY IEVEIS ... e e 15
5.1 Y= To] U1 1 YA = V2= PSR 15
5.2 =T U 1Y =1V 16
5.3 =T U 1Y =V 16
5.4 SECUTILY LEVEI 4 ...ttt e e e e ekt e e e bt e e et b e e e e bt et e e enbe e e e e nrnas 17
6 Functional SECUNITY ODJECTIVES .....oiiiiiiiii it e s snnee s 17
7 SECUTITY FEOUITEIMENTS ...ttt ettt ettt e e sttt e s e bt e s e b bt e e e b b et e e eab b e e e e abbe e e e anbeeeeennreas 18
7.1 LTS 0T - | SRR 18
7.2 Cryptographic module SPeCIfiCAtION ........ciuiiiiiiii e 20
7.2.1 Cryptographic module specification general reqUIremMents .........ccccceviiieiiiiiiee e 20
7.2.2 Types of cryptographic modules ... 20
7.2.3  CryptographiC BOUNary ... 21
7.2.4  MOAES Of OPEIratiONS ....ccc e 22
7.3 Cryptographic module INTEITACES .....cccco i s 23
7.3.1 Cryptographic module interfaces general requUIrements .........ccccceeeiiiii e, 23
7.3.2  Types Of INTEIACES ... 24
7.3.3  DefiNitioN Of INTEITACES . .iiiiiii it e e e e e e e r e e e e e s e s e e e e e e s e annneeneeeas 24
4 T I GV = (=T o Vo1 1 S 25
7.4 Roles, services, and authENTICALION ........covuueiiiiii et e e e e e e e e e e e e e e eaabn e eeeaees 25
7.4.1 Roles, services, and authentication general requUIremMentS.........ocooeeiiiiieee e 25
4 = Lo =SS 26
A T = VAT o =SS 26
TA4  AUTNENTICATION .. .eeiii et et e e s e e e e s e e e e s nr e e e s s rr e e e e s nn e e e e nnneeeenan 28
7.5 SOftWArE/FIFMWAIE SECUIITY .. 29
7.6 Operational ENVIFONMIENT ... 31
7.6.1 Operational environment general reqUIr€mMents ..., 31
7.6.2 Operating system requirements for limited or non-modifiable operational environments ......... 33
7.6.3 Operating system requirements for modifiable operational environments .................................. 33
7.7 PRYSICAI SECUTITY ..eiiiiiiiiiii ittt b ettt e e b et e s bbbt e e s bttt e e snbae e e s anneee s 35
7.7.1 Physical Security @mMbBDOTIMENTS ......uuiiiiiiiiie et e et e e e sbbeeeeaae 35
7.7.2 Physical security general reqUINEMENTS ...ttt et e et e e e sbaeeeeaaes 37
7.7.3 Physical security requirements for each physical security embodiment ..........ccccccvieiiiiiennnns 39
7.7.4 Environmental failure proteCtioN/IESTING ......ocuiiiiiiiiii e 42
7.8 NON-INVASIVE SECUITTY .eeiiiiiiiiiii ittt et e e s bt e e s bttt e e skttt e e s bbe e e e s bbeeeesnbneeesnnnneeens 43
7.9 Sensitive security parameter ManageMENT ..........ueiiiiie e a e e e e e e e ababaeeeaaeaeas 44
7.9.1 Sensitive security parameter management general requirements...........ccccceeeieiiiiiieeee e eriieeen. 44
7.9.2  RANAOM DIt GENEIALOIS ..oiiiiiiiiiieie ettt e e e e e s bbb et e e e e e s e e nnbbeeeeeee e s e annbeeeeeas 44
7.9.3 Sensitive security parameter gENEIAtION .........cii it e e e e e s aanbeaee s 44
7.9.4 Sensitive security parameter establiShment ... 45
7.9.5 Sensitive security parameter entry and OULPUL ......uuuiiiiiiiiiiiii e 45
7.9.6  Sensitive SECUNItY Parameter STOMAQgE ... uuiiiiiiiiee et ettt ettt e et e et e e st e e e e sbee e e e sbeeeessbeeeeeane 46

© ISO/IEC 2012 — All rights reserved


https://webstore.ansi.org/Standards/INCITS/INCITSISOIEC197902012R2019?source=preview

This is a preview of "INCITS/ISO/IEC 19790...". Click here to purchase the full version from the ANSI store.

ISONEC 19790:2012(E)

7.9.7 Sensitive security parameter ZEroiSAtiON .........cccuiiiiiiiiieiie e r e e e s e e e s e e e e e s 46
4% K S 1= | o 1= = R PRPTPPRPE 47
7.10.1 Self-test general reQUITEMENTS .....uuiiiii i e e e e e s e e e e s s s st r e e e e e s e anantarreeaeeeseasnnnnaneees a7
7.10.2 Pre-0operational SeIf-1ESTS . iiiiii ittt e e e e —r e e e e e e a7
7.10.3 CONItIONAl SEIF-TESTS ..iiiiiiiiiii ittt e e e st e e e st et e e e snbeee e e snbbeeeesnbaeeeeabneeeeane 48
4% R B 1 1= R o Yol L= I= 1T YU - Lo = S 50
7.11.1 Life-cycle assurance general FeqUITEMENTS .......coi ittt e et e s e e s ssbre e e e snnreeeeaaes 50
7.11.2 Configuration ManAgEMIENT ........iii ittt et e e e e st e e e e sbr e e e s aabe e e e e abeeeeeaanreeeeaae 51
A IR T B =T o o TP PP R PO PP T UPPPPTPPPRPTNE 51
7.11.4 FiNite STAte MOUEI ... e et e e e e e e e e st e e e e e e e s e e nabe e e e e e e e e s e annreneeeas 51
T. 115 DEVEIOPIMENT ..ttt ettt ettt e e e a bttt e e oa ket e e e oa b et e e e aa b et e e e aabe e e e e aabe e e e e anbb e e e e anbeeeeeabreeeeaae 52
N Y =T g o [0 ] g (=TS ] o Lo T PP R PO PPPPPPPPPPRPNE 53
4% A = LAV =Y o VR T T I o =T = Lo S 54
4 0 T = T o) 1 = R PPPPRR 54
7.11.9 GUIAANCE HOCUMENTS ..eiiiiitiiieiiitiiee e itteee e sttt e e sttt e e e s bt e e e sabe e e e e snbaeeeesnbeeeeeanbbeeeeanbeeeessnbeeaesanbeeeesannneeesanes 54
7.12  Mitigation of other attaCks ... 55
Annex A (normative) Documentation reqUITEMENTS .........uuuuiierireiierieieeereerereeerereeererereerrerrrrrer————————.. 56
A.l [T 1 o To 1] = TR OSSP PUPT PSPPI 56
A.2 11T 0 PP PRPPPPTTTT PR 56
N R CT= T o =T - | SO PRPRR 56
A.2.2 Cryptographic module SPeCIfiCAtION ........ooiuiiiiiii e 56
A.2.3  Cryptographic ModUIE INTEITACES .....cocuiiiiiii e e 57
A.2.4 Roles, services, and aUtheNTICALION .......ccoiiiiiiiiii i e e e e et e e e e e e eeabaa s 57
A.2.5  SOftWArE/FITMWEAIE SECUFITY ...eeiiiiiiiiieittiet ettt s st e e e e bt e s ab b e e s e bt e e s abb e e e e enbeeeeannnees 57
A.2.6  Operational €NVIFONIMENT ... ..uuueieiiieieierereeeeeeeeeeeeeeeeeaeeeeereeeeeeeee—————.—ete———.——.—..—..—..rerrrrrr.rrrm 58
A.2.7  PRYSICAl SECUIITY oiuitiiiiiiiiiiiieieitieiieeeeeeeeseeeeeeeeeaeeeaeeeaeeeeeeeeeesseesssssessesssssssssssssssssssssssssssssssssssssssnssnsssnnnnns 58
A.2.8  NON-INVASIVE SECUIITY ..uutiriuiieieiiieeeueeseereseeseetsueeeeeeeeeareeeeeeeeeeteeea.aeter...................———————————————————————————————— 58
A.2.9 Sensitive security parameter ManagEemMIENT ..........uuuuuuueeureieereeeerererererrrrerrerrrreeer———————————————————————. 58
E N (O IS | €1 £ O PP U PP PR UPPUPPPPPPTRNt 59
A.2.11 LifE-CYCIE ASSUIAMNCE ...uuuiiiieieiiieieiiieeeeeeeeeeseeeeessessasesaeseeseeseeesessasassssesesssssssssssssssssssnssssssssnsnssssssnssnsssnnnnes 60
A.2.12 Mitigation Of Other @ttACKS .......oiiiiiiie et 61
Annex B (normative) Cryptographic module SECUrity POLICY .....coocuiiiiiiiiiiiii e 62
B.1 L= T PSR 62
B.2 18T 0 PP PUPPPP TP 62
2 2t R 1= o =1 o | PR 62
B.2.2 Cryptographic module SPeCifiCatioN .......ccooiiiiiiiiii s 62
B.2.3 Cryptographic Module iNTEIFACES ... s 63
B.2.4 Roles, services, and authentiCAtiON ..........cooii it a e e e 63
B.2.5  SOftWare/FirMWaArE SECUIITY ....uuu s 64
B.2.6 Operational ENVIFONMENT ........u s 64
B.2.7  PRYSICAI SECUIITY ..uuiiiiiiiiii s 64
B.2.8  NON-INVASIVE SECUTITY ..uuiiiiiiiiii s 65
B.2.9 Sensitive security parameters ManagemeENnt .......c.coooiiuiie ettt 65
2t IO TS Y= S PR 66
B.2.11 LifE-CYCIE ASSUIANCE .coiiiiiiiiiiiiie ettt ettt e ettt e e e e et e e e e sa bt e e e an b et e e e anbe e e e e anbe e e e e anbeeeeeneeas 66
B.2.12 Mitigation Of Other AttACKS .......eiiiiiiiii et 66
Annex C (normative) Approved SECUTItY FUNCHIONS ... 67
Cl1l PU T D O S .t 67
O3 I R = oot Qo1 o] ¢ = &P PP TR 67
O I S £ =TT o W o] o] g =T £ TP PPP TR 67
C.1.3 Asymmetric algorithms and tECHhNIQUES .......oooiiiiiiii e 67
C.1.4 Message aUutheNtiCAtION COUES ... .uuiiiii ittt e e e e et e e e e e e e e s bbb e e e e e e e e e e annneaeeeas 67
(O3 S o -] o T 101 o Tl £ o o S TP PPT TP 67
C.1.6  ENLity QUERENTICALION ....ueiiiiiiie ettt e e e e e e et b e e e e e e s e e nnbeeeeeas 68

iv © ISO/IEC 2012 — Al rights reserved


https://webstore.ansi.org/Standards/INCITS/INCITSISOIEC197902012R2019?source=preview

This is a preview of "INCITS/ISO/IEC 19790...". Click here to purchase the full version from the ANSI store.

ISONIEC 19790:2012(E)

ORI A Q= 1 = TaR= T =T 0 g 1= o | S TSP PPRTPT R PPPPPI 68
(O 8 S T = =T a Vo o] o ¢ I oY1t 1=1 0 1T = 1 f (o 1 o IS S 68
Annex D (normative) Approved sensitive security parameter generation and establishment methods69
D.1 U T o To 1] = T OSSP PRSPPIt 69
D.1.1 Sensitive security parameter GENEIAtION .........ccccuviiiieieeeieiiiere e e e e e s s s e e e e e e e s ssanrre e e e e e s s ssnnrnraereeeeaes 69
D.1.2 Sensitive security parameter establishment methods ..., 69
Annex E (normative) Approved authentication MechaniSms ..........cccoiiiiiiiiiiii i 70
E.1l PUT DO S Bt e e e e e et e e e e e e e e s 70
E.1.1  Authentication MeECHANISMS .. ... it e e e e e e e e e e s e e beeeeaae e s 70
Annex F (normative) Approved non-invasive attack mitigation teSt MetriCs .......cccccovvviiiiiiie e, 71
F.1 PUT DO S Bt e e e et e e e s e e e e e e 71
F.1.1 Non-invasive attack mitigation teSt METIICS ......occiiiiiiiiii e 71

© ISO/IEC 2012 — All rights reserved


https://webstore.ansi.org/Standards/INCITS/INCITSISOIEC197902012R2019?source=preview

This is a preview of "INCITS/ISO/IEC 19790...". Click here to purchase the full version from the ANSI store.

ISONEC 19790:2012(E)

Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission) form
the specialized system for worldwide standardization. National bodies that are members of ISO or IEC participate in the
development of International Standards through technical committees established by the respective organization to deal
with particular fields of technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.
In the field of information technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

The procedures used to develop this document and those intended for its further maintenance are described in the
ISO/IEC Directives, Part 1. In particular the different approval criteria needed for the different types of document should
be noted. This document was drafted in accordance with the editorial rules of the ISO/IEC Directives, Part2
(see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent rights. ISO
and IEC shall not be held responsible for identifying any or all such patent rights. Details of any patent rights identified
during the development of the document will be in the Introduction and/or on the I1SO list of patent declarations received
(see www.iso.org/patents).

Any trade name used in this document is information given for the convenience of users and does not constitute an
endorsement.

For an explanation on the meaning of ISO specific terms and expressions related to conformity assessment, as well as
information about ISO's adherence to the WTO principles in the Technical Barriers to Trade (TBT) see the following
URL: Foreword - Supplementary information

Technical corrigendum 1 to ISO/IEC 19790:2012 was prepared by Joint Technical Committee ISO/IEC JTC 1,
Information technology, Subcommittee SC 27, Security techniques.

This corrected version of Technical corrigendum 1 to ISO/IEC 19790:2012 cancels and replaces the first edition
(ISO/IEC 19790:2012/Cor 1:2015), incorporating the same technical revisions and miscellaneous editorial corrections
showing in red text instead of black underlining:

— 3.21: The term "cryptographic boundary" is corrected;

— 3.80: The term "non-security relevant” is corrected;

— 3.108: The term "self-test" is corrected;

— 7.2.2: The requirements [02.04], [02.05] and [02.06] are corrected;
— 7.2.4.3: The requirement [02.31] is corrected;

— 7.3.3: The requirement [03.14] is corrected;

— 7.5: The requirements [05.06] and [05.07] are added. The requirements [05.08], [05.13] and [05.17] through
[05.23] are corrected;

— 7.6.3: The requirement [06.06] is corrected;
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7.8: The requirement [08.04] is corrected;

7.9.1: The requirement [09.04] is corrected;

7.9.7: The requirement [09.37] is corrected;

7.10.2.2: The requirement [10.17] is corrected;

7.11.5: The requirement [11.26] is corrected;

7.11.7: The requirement [11.35] is corrected;

7.11.9: The requirement [11.38] is corrected;

A.2.5: The requirements of the 1t and 2™ bullets are corrected;
A.2.7: The requirement of the 3rd bullet is corrected;

A.2.10: The requirement of the 4th bullet is corrected;

B.2.4: The requirement of the 9t bullet is corrected;

B.2.5: The requirement of the 15t bullet is corrected;

B.2.7: The requirement of the 2nd level 6th bullet is corrected;
D.1: Duplicate text is removed;

D.1.2: The reference to ISO/IEC 15946-3 is removed,

E.1: Duplicate text is removed; and

F.1: Duplicate text is removed.
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Introduction

In Information Technology there is an ever-increasing need to use cryptographic mechanisms such as the protection of
data against unauthorised disclosure or manipulation, for entity authentication and for non-repudiation. The security and
reliability of such mechanisms are directly dependent on the cryptographic modules in which they are implemented.

This International Standard provides for four increasing, qualitative levels of security requirements intended to cover a
wide range of potential applications and environments. The cryptographic techniques are identical over the four security
levels. The security requirements cover areas relative to the design and implementation of a cryptographic module.
These areas include cryptographic module specification; cryptographic module interfaces; roles, services, and
authentication; software/firmware security; operational environment; physical security; non-invasive security; sensitive
security parameter management; self-tests; life-cycle assurance; and mitigation of other attacks.

The overall security rating of a cryptographic module must be chosen to provide a level of security appropriate for the
security requirements of the application and environment in which the module is to be utilised and for the security
services that the module is to provide. The responsible authority in each organization should ensure that their computer
and telecommunication systems that utilise cryptographic modules provide an acceptable level of security for the given
application and environment. Since each authority is responsible for selecting which approved security functions are
appropriate for a given application, compliance with this International Standard does not imply either full interoperability
or mutual acceptance of compliant products. The importance of security awareness and of making information security a
management priority should be communicated to all concerned.

Information security requirements vary for different applications; organizations should identify their information resources
and determine the sensitivity to and the potential impact of a loss by implementing appropriate controls. Controls
include, but are not limited to:

— physical and environmental controls;

— access controls;

— software development;

— backup and contingency plans; and

— information and data controls.

These controls are only as effective as the administration of appropriate security policies and procedures within the
operational environment.

viii © ISO/IEC 2012 — All rights reserved


https://webstore.ansi.org/Standards/INCITS/INCITSISOIEC197902012R2019?source=preview

—  INTEDNATIONATL CTANDADD IS0/ C10700.2012(EY

This is a preview of "INCITS/ISO/IEC 19790...". Click here to purchase the full version from the ANSI store.

Information technology — Security techniques — Security
requirements for cryptographic modules

1 Scope

This International Standard specifies the security requirements for a cryptographic module utilised
within a security system protecting sensitive information in computer and telecommunication
systems. This International Standard defines four security levels for cryptographic modules to
provide for a wide spectrum of data sensitivity (e.g. low value administrative data, million dollar
funds transfers, life protecting data, personal identity information, and sensitive information used by
government) and a diversity of application environments (e.g. a guarded facility, an office,
removable media, and a completely unprotected location). This International Standard specifies four
security levels for each of 11 requirement areas with each security level increasing security over the
preceding level.

This International Standard specifies security requirements specified intended to maintain the
security provided by a cryptographic module and compliance to this International Standard is not
sufficient to ensure that a particular module is secure or that the security provided by the module is
sufficient and acceptable to the owner of the information that is being protected.

2 Normative references

The following referenced documents are indispensable for the application of this document. For
dated references, only the edition cited applies. For undated references, the latest edition of the
referenced document (including any amendments) applies.

The documents listed in ISO/IEC 19790 Annexes C, D, E and F Information technology — Security
techniques — Security requirements for cryptographic modules.

3 Terms and definitions
For the purposes of this International Standard, the following terms and definitions apply.

3.1

access control list

ACL

list of permissions to grant access to an object

3.2

administrator guidance

written material that is used by the Crypto Officer and/or other administrative roles for the correct
configuration, maintenance, and administration of the cryptographic module

3.3

automated
without manual intervention or input (e.g. electronic means such as through a computer network)
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