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PREFACE 

This preface, as well as all footnotes and annexes, is included for information purposes and is not 
part of ANSI/ISA-62443-2-4-2018 / IEC 62443-2-4:2015+AMD1:2017 CSV. 

This document has been prepared as part of the service of ISA, the International Society of 
Automation, toward a goal of uniformity in the field of instrumentation. To be of real value, this 
document should not be static but should be subject to periodic review. Toward this end, the 
Society welcomes all comments and criticisms and asks that they be addressed to the Secretary, 
Standards and Practices Board; ISA; 67 T.W. Alexander Drive; P. O. Box 12277; Research Triangle 
Park, NC 27709; Telephone (919) 549-8411; Fax (919) 549-8288; E-mail: standards@isa.org. 

The ISA Standards and Practices Department is aware of the growing need for attention to the 
metric system of units in general and the International System of Units (SI) in particular, in the 
preparation of instrumentation standards. The Department is further aware of the benefits to USA 
users of ISA standards of incorporating suitable references to the SI (and the metric system) in 
their business and professional dealings with other countries. Toward this end, this Department 
will endeavor to introduce SI-acceptable metric units in all new and revised standards, 
recommended practices and technical reports to the greatest extent possible. Standard for Use of 
the International System of Units (SI): The Modern Metric System, published by the American 
Society for Testing and Materials as IEEE/ASTM SI 10-97, and future revisions, will be the 
reference guide for definitions, symbols, abbreviations, and conversion factors.  

It is the policy of ISA to encourage and welcome the participation of all concerned individuals and 
interests in the development of ISA standards, recommended practices and technical reports. 
Participation in the ISA standards-making process by an individual in no way constitutes 
endorsement by the employer of that individual, of ISA or of any of the standards, recommended 
practices and technical reports that ISA develops.  

CAUTION – ISA adheres to the policy of the American National Standards Institute with 
regard to patents. If ISA is informed of an existing patent that is required for use of the 
standard, it will require the owner of the patent to either grant a royalty-free license for use 
of the patent by users complying with the standard or a license on reasonable terms and 
conditions that are free from unfair discrimination. 

Even if ISA is unaware of any patent covering this Standard, the user is cautioned that 
implementation of the standard may require use of techniques, processes or materials 
covered by patent rights. ISA takes no position on the existence or validity of any patent 
rights that may be involved in implementing the standard. ISA is not responsible for 
identifying all patents that may require a license before implementation of the standard or 
for investigating the validity or scope of any patents brought to its attention. The user 
should carefully investigate relevant patents before using the standard for the user’s 
intended application. 

However, ISA asks that anyone reviewing this standard who is aware of any patents that 
may impact implementation of the standard notify the ISA Standards and Practices 
Department of the patent and its owner. 

Additionally, the use of this standard may involve hazardous materials, operations or 
equipment. The standard cannot anticipate all possible applications or address all possible 
safety issues associated with use in hazardous conditions. The user of this standard must 
exercise sound professional judgment concerning its use and applicability under the user’s 
particular circumstances. The user must also consider the applicability of any governmental 
regulatory limitations and established safety and health practices before implementing this 
standard. 
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ISA (www.isa.org) is a nonprofit professional association that sets the standard for those who apply 
engineering and technology to improve the management, safety, and cybersecurity of modern 
automation and control systems used across industry and critical infrastructure. Founded in 19 45, 
ISA develops widely used global standards; certifies industry professionals; provides education 
and training; publishes books and technical articles; hosts conferences and exhibits; and provides 
networking and career development programs for its 40,000 members and 400,000 customers 
around the world. 

ISA owns Automation.com, a leading online publisher of automation-related content, and is the 
founding sponsor of The Automation Federation (www.automationfederation.org), an association of 
nonprofit organizations serving as “The Voice of Automation.” Through a wholly owned subsidiary, 
ISA bridges the gap between standards and their implementation with the ISA Secu rity Compliance 
Institute (www.isasecure.org) and the ISA Wireless Compliance Institute (www.isa100wci.org). 

This standard was approved for publication by the ISA Standards  and Practices Board on 21 May 
2018. 
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FOREWORD 

This standard is the part of the ISA‑ 62443 series that contains security requirements for providers 
of integration and maintenance services for Industrial Automation and Control Systems (IACS). It 
has been developed by IEC Technical Committee 65 in collaboration with the International 
Instrumentation Users Association, referred to as the WIB from its original and now obsolete Dutch 
name, and ISA99 committee members. 

Prior to reading this document the reader should, at a minimum, be familiar with the basic IACS 
concepts and terminology which can be found in ISA‑ 62443-1-1 (originally published as an ISA 
standard ANSI/ISA-99.00.01-2007). 
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INTRODUCTION 

This standard is the part of the ISA‑ 62443 series that contains security requirements for providers 
of integration and maintenance services for  Industrial Automation and Control Systems (IACS).  

Figure 1 illustrates the relationship of the different parts of ISA‑ 62443 being developed. Those 
that are normatively referenced are included in the list of normative references in Clause  2, and 
those that are referenced for informational purposes or that are in development are listed in the 
Bibliography. 

 

Figure 1 – Parts of the ISA‑ 62443 Series 
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1 Scope 

This part of ISA‑ 62443 specifies a comprehensive set of requirements for security capabilities for 
IACS service providers that they can offer to the asset owner during integration and maintenance 
activities of an Automation Solution. Because not all requirements apply to all industry groups and 
organizations, Subclause 4.1.4 provides for the development of Profiles that allow for the 
subsetting of these requirements.  Profiles are used to adapt this document to specific 
environments, including environments not based on an IACS.  

NOTE 1 The term “Automation Solution” is used as a proper noun (and therefore capitalized) in this part of ISA‑ 62443 
to prevent confusion with other uses of this term. 

Collectively, the security capabilities offered by an IACS service provide r are referred to as its 
Security Program. In a related specification, ISA‑ 62443-2-1 describes requirements for the 
Security Management System of the asset owner. 

NOTE 2 In general, these security capabilities are policy, procedure, practice and personnel related.  

Figure 2 illustrates how the integration and maintenance capabilities relate to the IACS and the 
control system product that is integrated into the Automation Solution. Some of these capabilities 
reference security measures defined in ISA‑ 62443-3-3 that the service provider must ensure are 
supported in the Automation Solution (either included in the control system product or separately 
added to the Automation Solution). 

 

 
Figure 2 – Scope of service provider capabilities 

In Figure 2, the Automation Solution is illustrated to contain a Basic Process Control System 
(BPCS), optional Safety Instrumented System (SIS), and optional supporting applications, such as 
advanced control. The dashed boxes indicate that these components are “optional”.  

NOTE 3 The term “process” in BPCS may apply to a variety of industrial processes, including continuous processes 
and manufacturing processes. 
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