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PREFACE

This preface, as well as all footnotes and annexes, is included for information purposes and is not
part of ANSI/ISA-62443-3-2-2020.

This document has been prepared as part of the service of ISA, the International Society of
Automation, toward a goal of uniformity in the field of instrumentation. To be of real value, this
document should not be static but should be subject to periodic review. Toward this end, the
Society welcomes all comments and criticisms and asks that they be addressed to the Secretary,
Standards and Practices Board; ISA; 67 T.W. Alexander Drive; P. O. Box 12277; Research Triangle
Park, NC 27709; Telephone (919) 549-8411; Fax (919) 549-8288; E-mail: standards@isa.org.

The ISA Standards and Practices Department is aware of the growing need for attention to the
metric system of units in general and the International System of Units (SI) in particular, in the
preparation of instrumentation standards. The Department is further aware of the benefits to USA
users of ISA standards of incorporating suitable references to the Sl (and the metric system) in
their business and professional dealings with other countries. Toward this end, this Department
will endeavor to introduce Sl-acceptable metric units in all new and revised standards,
recommended practices and technical reports to the greatest extent possible. Standard for Use of
the International System of Units (SI): The Modern Metric System, published by the American
Society for Testing and Materials as IEEE/ASTM Sl 10-97, and future revisions, will be the
reference guide for definitions, symbols, abbreviations, and conversion factors.

It is the policy of ISA to encourage and welcome the participation of all concerned individuals and
interests in the development of ISA standards, recommended practices and technical reports.
Participation in the ISA standards-making process by an individual in no way constitutes
endorsement by the employer of that individual, of ISA or of any of the standards, recommended
practices and technical reports that ISA develops.

CAUTION - ISA adheres to the policy of the American National Standards Institute with
regard to patents. If ISA is informed of an existing patent that is required for use of the
standard, it will require the owner of the patent to either grant a royalty-free license for use
of the patent by users complying with the standard or a license on reasonable terms and
conditions that are free from unfair discrimination.

Even if ISA is unaware of any patent covering this Standard, the user is cautioned that
implementation of the standard may require use of techniques, processes or materials
covered by patent rights. ISA takes no position on the existence or validity of any patent
rights that may be involved in implementing the standard. ISA is not responsible for
identifying all patents that may require a license before implementation of the standard or
for investigating the validity or scope of any patents brought to its attention. The user
should carefully investigate relevant patents before using the standard for the user’s
intended application.

However, ISA asks that anyone reviewing this standard who is aware of any patents that
may impact implementation of the standard notify the ISA Standards and Practices
Department of the patent and its owner.

Additionally, the use of this standard may involve hazardous materials, operations or
equipment. The standard cannot anticipate all possible applications or address all possible
safety issues associated with use in hazardous conditions. The user of this standard must
exercise sound professional judgment concerning its use and applicability under the user’s
particular circumstances. The user must also consider the applicability of any governmental
regulatory limitations and established safety and health practices before implementing this
standard.
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FOREWORD

This document is part of a multipart standard that addresses the issue of security for industrial
automation and control systems. It has been developed by ISA99 Working Group 04, Task
Group 03.

This document prescribes the requirements to perform cyber security risk assessment of an IACS
in order to inform the organization of the initial risk, residual risk and target security level (SL-T)
for the system under consideration (SUC). The standard also prescribes the requirements to utilize
the output of the risk assessment to produce a cyber security requirement specification (CRS) to
guide system design.
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INTRODUCTION

There is no simple recipe for how to secure an industrial automation and control system (IACS)
and there is good reason for this. It is because security is a matter of risk management. Every
IACS presents a different risk to the organization depending upon the threats it is exposed to, the
likelihood of those threats arising, the inherent vulnerabilities in the system and the consequences
if the system were to be compromised. Furthermore, every organization that owns and operates
an IACS has a different tolerance for risk.

This document strives to define a set of engineering measures that will guide an organization
through the process of assessing the risk of a particular IACS and identifying and applying security
countermeasures to reduce that risk to tolerable levels.

A key concept in this document is the application of IACS security zones and conduits. Zones and
conduits are introduced in ISA-62443-1-1. Readers are encouraged to familiarize themselves with
these concepts prior to reading this document.

Figure 1 illustrates the relationship of the different parts of ISA-62443 that were in existence or
planned as of the date of circulation of this document. Those that are normatively referenced are
included as normative references and those that are referenced for informational purposes or that
are in development are listed in the Bibliography.

ISA-62443-1-1

Concepts and models

ISA-TR62443-1-2

Master glossary of
terms and abbreviations

ISA-62443-1-3

System security
conformance metrics

ISA-TR62443-1-4

IACS security life-cycle
and use-cases

Policies &
Procedures

ISA-62443-2-1

Requirements for an
IACS security
management system

ISA-TR62443-2-2

Implementation guidance
for an IACS security
management system

ISA-TR62443-2-3

Patch management in
the IACS environment

ISA-62443-2-4

Requirements for IACS
solution suppliers

System

ISA-TR62443-3-1

Security technolegies
for IACS

ISA-62443-3-2

Security risk assessment
and system design

ISA-62443-3-3

System security
requirements and
security levels

Component

ISA-62443-4-1

Product development
requirements

ISA-62443-4-2

Technical security
requirements for IACS
components

Purpose and intended audience

The audience for this document is intended to include the asset owner, system integrator, product
supplier, service provider, and compliance authority.

Figure 1 — Parts of the ISA-62443 series
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Usage within other parts of the ISA-62443 series

This document provides a basis for specifying security countermeasures by aligning the target
security levels (SL-Ts) identified in this standard with the required capability security levels (SL-Cs)
specified in ISA-62443-3-3.
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1 Scope

This document establishes requirements for:

o defining a system under consideration (SUC) for an industrial automation and control system
(IACS);

e partitioning the SUC into zones and conduits;

e assessing risk for each zone and conduit;

e establishing the target security level (SL-T) for each zone and conduit; and

e documenting the security requirements.
2 Normative references

ISA-62443-1-1, Security for industrial automation and control systems Part 1-1: Terminology,
concepts, and models

ISA-62443-2-1, Security for industrial automation and control systems Part 2-1: Establishing an
industrial automation and control systems security program

ISA-62443-3-3, Security for industrial automation and control systems Part 3-3: System security
requirements and security levels

3 Terms, definitions, abbreviated terms, acronyms and conventions

3.1 Terms and definitions

For the purposes of this document, the following terms and definitions given in ISA-62443-1-2 [1]1
and the following apply.

ISO and IEC maintain terminological databases for use in standardization at the following
addresses:

e |SO Online browsing platform: available at https://www.iso.org/obp

e |EC Electropedia: available at http://www.electropedia.org/

3.1.1
channel
specific logical or physical communication link between assets

Note 1 to entry: A channel facilitates the establishment of a connection.

3.1.2

compliance authority

entity with jurisdiction to determine the adequacy of a security assessment or the effectiveness of
implementation as specified in a governing document

Note 1 to entry: Examples of compliance authorities include government agencies, regulators, external and internal
auditors.

3.1.3

conduit

logical grouping of communication channels that share common security requirements connecting
two or more zones

1 Numbers in brackets indicate references in the Bibliography.
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