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Preface 

This preface, as well as all footnotes and annexes, is included for information purposes and is 
not part of ISA-100.11a-2011. 
 
This document has been prepared as part of the service of ISA toward a goal of uniformity in 
the field of instrumentation.  To be of real value, this document should not be static but should 
be subject to periodic review.  Toward this end, the Society welcomes all comments and 
criticisms and asks that they be addressed to the Secretary, Standards and Practices Board; 
ISA; 67 Alexander Drive; P. O. Box 12277; Research Triangle Park, NC  27709; Telephone 
(919) 549-8411; Fax (919) 549-8288; E-mail: standards@isa.org. 
 
The ISA Standards and Practices Department is aware of the growing need for attention to the 
metric system of units in general, and the International System of Units (SI) in particular, in 
the preparation of instrumentation standards.  The Department is further aware of the benefits 
to USA users of ISA standards of incorporating suitable references to the SI (and the metric 
system) in their business and professional dealings with other countries.  Toward this end, 
this Department will endeavor to introduce SI-acceptable metric units in all new and revised 
standards, recommended practices, and technical reports to the greatest extent possible.  
Standard for Use of the International System of Units (SI): The Modern Metric System, 
published by the American Society for Testing & Materials as IEEE/ASTM SI 10-97, and future 
revisions, will be the reference guide for definitions, symbols, abbreviations, and conversion 
factors. 
 
It is the policy of ISA to encourage and welcome the participation of all concerned individuals 
and interests in the development of ISA standards, recommended practices, and technical 
reports.  Participation in the ISA standards-making process by an individual in no way 
constitutes endorsement by the employer of that individual, of ISA, or of any of the standards, 
recommended practices, and technical reports that ISA develops. 
 
CAUTION — ISA DOES NOT TAKE ANY POSITION WITH RESPECT TO THE EXISTENCE OR 
VALIDITY OF ANY PATENT RIGHTS ASSERTED IN CONNECTION WITH THIS DOCUMENT, AND 
ISA DISCLAIMS LIABILITY FOR THE INFRINGEMENT OF ANY PATENT RESULTING FROM THE 
USE OF THIS DOCUMENT. USERS ARE ADVISED THAT DETERMINATION OF THE VALIDITY 
OF ANY PATENT RIGHTS, AND THE RISK OF INFRINGEMENT OF SUCH RIGHTS, IS ENTIRELY 
THEIR OWN RESPONSIBILITY.  

PURSUANT TO ISA’S PATENT POLICY, ONE OR MORE PATENT HOLDERS OR PATENT 
APPLICANTS MAY HAVE DISCLOSED PATENTS THAT COULD BE INFRINGED BY USE OF 
THIS DOCUMENT AND EXECUTED A LETTER OF ASSURANCE COMMITTING TO THE 
GRANTING OF A LICENSE ON A WORLDWIDE, NON-DISCRIMINATORY BASIS, WITH A FAIR 
AND REASONABLE ROYALTY RATE AND FAIR AND REASONABLE TERMS AND 
CONDITIONS.  FOR MORE INFORMATION ON SUCH DISCLOSURES AND LETTERS OF 
ASSURANCE, CONTACT ISA OR VISIT WWW.ISA.ORG/STANDARDSPATENTS. 

OTHER PATENTS OR PATENT CLAIMS MAY EXIST FOR WHICH A DISCLOSURE OR LETTER 
OF ASSURANCE HAS NOT BEEN RECEIVED. ISA IS NOT RESPONSIBLE FOR IDENTIFYING 
PATENTS OR PATENT APPLICATIONS FOR WHICH A LICENSE MAY BE REQUIRED, FOR 
CONDUCTING INQUIRIES INTO THE LEGAL VALIDITY OR SCOPE OF PATENTS, OR 
DETERMINING WHETHER ANY LICENSING TERMS OR CONDITIONS PROVIDED IN 
CONNECTION WITH SUBMISSION OF A LETTER OF ASSURANCE, IF ANY, OR IN ANY 
LICENSING AGREEMENTS ARE REASONABLE OR NON-DISCRIMINATORY. 

ISA REQUESTS THAT ANYONE REVIEWING THIS DOCUMENT WHO IS AWARE OF ANY 
PATENTS THAT MAY IMPACT IMPLEMENTATION OF THE DOCUMENT NOTIFY THE ISA 
STANDARDS AND PRACTICES DEPARTMENT OF THE PATENT AND ITS OWNER. 

ADDITIONALLY, THE USE OF THIS DOCUMENT MAY INVOLVE HAZARDOUS 
MATERIALS, OPERATIONS OR EQUIPMENT. THE DOCUMENT CANNOT ANTICIPATE 
ALL POSSIBLE APPLICATIONS OR ADDRESS ALL POSSIBLE SAFETY ISSUES 
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ASSOCIATED WITH USE IN HAZARDOUS CONDITIONS. THE USER OF THIS DOCUMENT 
MUST EXERCISE SOUND PROFESSIONAL JUDGMENT CONCERNING ITS USE AND 
APPLICABILITY UNDER THE USER’S PARTICULAR CIRCUMSTANCES. THE USER MUST 
ALSO CONSIDER THE APPLICABILITY OF ANY GOVERNMENTAL REGULATORY 
LIMITATIONS AND ESTABLISHED SAFETY AND HEALTH PRACTICES BEFORE 
IMPLEMENTING THIS DOCUMENT. 
THE USER OF THIS DOCUMENT SHOULD BE AWARE THAT THIS DOCUMENT MAY BE 
IMPACTED BY ELECTRONIC SECURITY ISSUES. THE COMMITTEE HAS NOT YET 
ADDRESSED THE POTENTIAL ISSUES IN THIS VERSION. 
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INTRODUCTION 

0.1 General 
The ISA100 Committee was established by ISA to address wireless manufacturing and control 
systems in areas including: 

• The environment in which the wireless technology is deployed; 

• Technology and life cycle for wireless equipment and systems; and 

• The application of wireless technology. 
The Committee’s focus is to improve the confidence in, integrity of, and availability of 
components or systems used for manufacturing or control, and to provide criteria for procuring 
and implementing wireless technology in the control system environment. Compliance with the 
Committee’s guidance will improve manufacturing and control system deployment and will 
help identify vulnerabilities and address them, thereby reducing the risk of compromising or 
causing manufacturing control systems degradation or failure. 

This ISA standard is intended to provide reliable and secure wireless operation for non-critical 
monitoring, alerting, supervisory control, open loop control, and closed loop control 
applications. This standard defines the protocol suite, system management, gateway, and 
security specifications for low-data-rate wireless connectivity with fixed, portable, and moving 
devices supporting very limited power consumption requirements. The application focus is to 
address the performance needs of applications such as monitoring and process control where 
latencies on the order of 100 ms can be tolerated, with optional behavior for shorter latency.  

To meet the needs of industrial wireless users and operators, this standard provides 
robustness in the presence of interference found in harsh industrial environments and with 
legacy non-ISA100 compliant wireless systems. As described in Clause 4, this standard 
addresses coexistence with other wireless devices anticipated in the industrial workspace, 
such as cell phones and devices based on IEEE 802.11x, IEEE 802.15x, IEEE 802.16x, and 
other relevant standards. Furthermore, this standard allows for interoperability of ISA100 
devices, as described in Clause 5.  

This standard does not define or specify plant infrastructure or its security or performance 
characteristics. However, it is important that the security of the plant infrastructure be assured 
by the end user. 

0.2 Document structure 
This standard is organized into clauses focused on unique network functions and protocol 
suite layers. The clauses describe system, system management, security management, 
physical layer, data link layer, network layer, transport layer, application layer, gateway, and 
provisioning. Each clause describes a functionality or protocol layer and dictates the behavior 
required for proper operation. When a clause describes behaviors related to another function 
or layer, a reference to the appropriate clause will be supplied for further information.  

The following terms will be used in this document to describe device behavior: 

• Mandatory: behavior or a protocol that is required for a device to state compliance with the 
standard (e.g., symmetrical keys). 

• Optional: behavior or protocol defined in the standard that is not required for compliance 
to the standard but, if implemented, shall be compliant with the standard (e.g., 
asymmetrical keys). 

• Configuration: setting of a parameter that will alter behavior and can be set by the system 
manager (e.g., network layer hop limit). Configurations where defaults are appropriate will 
state those defaults (e.g., network layer hop limit = 64). 

• Capability: ability of device to perform to a specified level (e.g., number of children a 
router can support). Profiles will specify a minimum capability. 

• Feature: notable characteristic of a device (e.g., battery powered). 
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Mandatory behavior (also referred to as normative behavior) is denoted by the use of the term 
“shall”. Non-mandatory behavior (also referred to as informative behavior) is denoted by the 
use of the terms “may” or “recommended”. 

The mandatory and optional communication protocols defined by this standard are referred to 
as native protocols, while those protocols used by other networks such as legacy fieldbus or 
HART communication protocols are referred to as foreign protocols. 

0.2 Disclaimers 
ISA does not take any position with respect to the existence or validity of any patent rights 
asserted in connection with this document, and ISA disclaims liability for the infringement of 
any patent resulting from the use of this document. Users are advised that determination of 
the validity of any patent rights, and the risk of infringement of such rights, is entirely their 
own responsibility.  

Pursuant to ISA’s Patent Policy, one or more patent holders or patent applicants may have 
disclosed patents that could be infringed by use of this document and executed a Letter of 
Assurance committing to the granting of a license on a worldwide, non-discriminatory basis, 
with a fair and reasonable royalty rate and fair and reasonable terms and conditions. For more 
information on such disclosures and Letters of Assurance, contact ISA or visit 
www.isa.org/StandardsPatents.  

Other patents or patent claims may exist for which a disclosure or Letter of Assurance has not 
been received. ISA is not responsible for identifying patents or patent applications for which a 
license may be required, for conducting inquiries into the legal validity or scope of patents, or 
determining whether any licensing terms or conditions provided in connection with submission 
of a Letter of Assurance, if any, or in any licensing agreements are reasonable or non-
discriminatory.  

ISA requests that anyone reviewing this Document who is aware of any patents that may 
impact implementation of the Document notify the ISA Standards and Practices Department of 
the patent and its owner. 

Additionally, the use of this standard may involve hazardous materials, operations or 
equipment. The standard cannot anticipate all possible applications or address all possible 
safety issues associated with use in hazardous conditions. The user of this standard must 
exercise sound professional judgment concerning its use and applicability under the user’s 
particular circumstances. The user must also consider the applicability of any governmental 
regulatory limitations and established safety and health practices before implementing this 
standard. 

NOTE   The ISA100 standards development committee, which developed this ISA standard, is seeking feedback on 
its content and usefulness. If you have comments on the value of this document or suggestions for improvements 
or additional topics, please send those comments by email, fax, post, or phone to: 

ISA100 

ISA Standards 

67 Alexander Drive 

Research Triangle Park, NC 27709 USA 

Email: standards@isa.org 

Tel: +1 919 990 9200 Fax: +1 919 549 8288 
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ISA 

____________ 
ISA100.11a 

 
Wireless systems for industrial automation:  

Process control and related applications 
 

1 Scope 

This project will define the OSI layer specifications (e.g., PhL, DL, etc.), security 
specifications, and management (including network and device configuration) specifications 
for wireless devices serving application classes 1 through 5 and optionally class 0 for fixed, 
portable, and moving devices. 

NOTE   Usage classes are described in Annex C. 

The project’s application focus will address performance needs for periodic monitoring and 
process control where latencies on the order of 100 ms can be tolerated, with optional 
behavior for shorter latency.  

This project will address: 

• Low energy consumption devices, and also those applications that have latency and 
latency variability constraints, with the ability to scale to address large installations; 

• Wireless infrastructure, interfaces to legacy infrastructure and applications, security, and 
network management requirements in a functionally scalable manner; 

• Robustness in the presence of interference found in harsh industrial environments and 
with legacy systems; 

• Coexistence with other wireless devices anticipated in the industrial work space, such as 
IEEE 802.11x, IEEE 802.16x, cell phones, and other relevant standards; and 

• Interoperability of ISA100 devices. 

2 Normative references 

The following standards and specifications contain provisions which, through references in 
this text, constitute provisions of this standard. At the time of publication, the editions 
indicated were valid. All standards and specifications are subject to revision and may be 
changed without notice, and parties to agreements based on this standard are encouraged to 
investigate the possibility of applying the most recent editions of the references listed below. 

For undated references, the latest edition of the referenced document (including any 
amendments) applies. 

NOTE   See the bibliography for non-normative references. 

ANSI X9.63-2001, Public key cryptography for the financial services industry - Key agreement 
and key transport using elliptic curve cryptography. American Bankers Association, November 
20, 2001 

FIPS 197, Advanced encryption standard (AES), Federal Information Processing Standards 
Publication 197, US Department of Commerce/N.I.S.T, Springfield, Virginia, November 26, 
2001 

FIPS 198, The keyed-hash message authentication code (HMAC), Federal Information 
Processing Standards Publication 198, US Department of Commerce/N.I.S.T., Springfield, 
Virginia, March 6, 2002 

IEEE Std 802.15.4™:2006, Wireless medium access control (MAC) and physical layer (PhL) 
specifications for low rate wireless personal area networks (WPANs) 
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