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Preface

This preface, as well as all footnotes, is included for information purposes only and is not part of
ISA-TR18.2.3-2015.

This technical report has been prepared as part of the service of ISA, the International Society of
Automation, toward a goal of uniformity in the field of instrumentation. To be of real value, this
document should not be static but should be subject to periodic review. Toward this end, the
Society welcomes all comments and criticisms and asks that they be addressed to the Secretary,
Standards and Practices Board; ISA, 67 Alexander Drive; P.O. Box 12277; Research Triangle
Park, NC 277099; Telephone (919) 549-8411; Fax (919) 549-8288; E-mail:
standards@isa.org.This ISA Standards and Practices Department is aware of the growing need
for attention to the metric system of units in general, and the International System of Units (SI) in
particular, in the preparation of instrumentation standards, recommended practices, and technical
reports. The Department is further aware of the benefits of USA users of ISA standards of
incorporating suitable references to the Sl (and the metric system) in their business and
professional dealings with other countries. Toward this end, the Department will endeavor to
introduce S| and acceptable metric units in all new and revised standards to the greatest extent
possible. The Metric Practice Guide, which has been published by the Institute of Electrical and
Electronics Engineers (IEEE) as ANSI/IEEE Std. 268-1992, and future revisions, will be the
reference guide for definitions, symbols, abbreviations, and conversion factors.

It is the policy of ISA to encourage and welcome the participation of all concerned individuals and
interests in the development of ISA standards. Participation in the ISA standards-making process
by an individual in no way constitutes endorsement by the employer of that individual, of ISA, or
of any of the standards, recommended practices, and technical reports that ISA develops.

This standard is structured to follow the IEC guidelines. Therefore, the first three sections discuss
the Scope of the standard, Normative References and Definitions, in that order.

CAUTION — ISA ADHERES TO THE POLICY OF THE AMERICAN NATIONAL STANDARDS
INSTITUTE WITH REGARD TO PATENTS. IF ISA IS INFORMED OF AN EXISTING PATENT THAT
IS REQUIRED FOR USE OF THE STANDARD, IT WILL REQUIRE THE OWNER OF THE PATENT
TO EITHER GRANT A ROYALTY-FREE LICENSE FOR USE OF THE PATENT BY USERS
COMPLYING WITH THE STANDARD OR A LICENSE ON REASONABLE TERMS AND
CONDITIONS THAT ARE FREE FROM UNFAIR DISCRIMINATION.

EVEN IF ISA IS UNAWARE OF ANY PATENT COVERING THIS STANDARD, THE USER IS
CAUTIONED THAT IMPLEMENTATION OF THE STANDARD MAY REQUIRE USE OF
TECHNIQUES, PROCESSES, OR MATERIALS COVERED BY PATENT RIGHTS. ISA TAKES NO
POSITION ON THE EXISTENCE OR VALIDITY OF ANY PATENT RIGHTS THAT MAY BE
INVOLVED IN IMPLEMENTING THE STANDARD. ISA IS NOT RESPONSIBLE FOR IDENTIFYING
ALL PATENTS THAT MAY REQUIRE A LICENSE BEFORE IMPLEMENTATION OF THE
STANDARD OR FOR INVESTIGATING THE VALIDITY OR SCOPE OF ANY PATENTS BROUGHT
TO ITS ATTENTION. THE USER SHOULD CAREFULLY INVESTIGATE RELEVANT PATENTS
BEFORE USING THE STANDARD FOR THE USER’S INTENDED APPLICATION.

HOWEVER, ISA ASKS THAT ANYONE REVIEWING THIS STANDARD WHO IS AWARE OF ANY
PATENTS THAT MAY IMPACT IMPLEMENTATION OF THE STANDARD NOTIFY THE ISA
STANDARDS AND PRACTICES DEPARTMENT OF THE PATENT AND ITS OWNER.
ADDITIONALLY, THE USE OF THIS STANDARD MAY INVOLVE HAZARDOUS MATERIALS,
OPERATIONS OR EQUIPMENT. THE STANDARD CANNOT ANTICIPATE ALL POSSIBLE
APPLICATIONS OR ADDRESS ALL POSSIBLE SAFETY ISSUES ASSOCIATED WITH USE IN
HAZARDOUS CONDITIONS. THE USER OF THIS STANDARD MUST EXERCISE SOUND
PROFESSIONAL JUDGMENT CONCERNING ITS USE AND APPLICABILITY UNDER THE
USER’'S PARTICULAR CIRCUMSTANCES. THE USER MUST ALSO CONSIDER THE
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APPLICABILITY OF ANY GOVERNMENTAL REGULATORY LIMITATIONS AND ESTABLISHED
SAFETY AND HEALTH PRACTICES BEFORE IMPLEMENTING THIS STANDARD.

THE USER OF THIS DOCUMENT SHOULD BE AWARE THAT THIS DOCUMENT MAY BE
IMPACTED BY ELECTRONIC SECURITY ISSUES. THE COMMITTEE HAS NOT YET
ADDRESSED THE POTENTIAL ISSUES IN THIS VERSION.
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Foreword

In 2009, ANSI/ISA-18.2-2009, Management of Alarm Systems for the Process Industries,
commonly referred to as ISA-18.2, was issued. In that same year the ISA18 committee established
working groups to develop a series of technical reports with guidance on how to implement the
practices outlined in ISA-18.2. In 2012, a seventh working group was also added. The seven
independent technical reports are described below:

ISA-TR18.2.1, Alarm Philosophy [TR1], provides guidance on the alarm philosophy. TR1 is
limited to the scope of Clause 6 in ISA-18.2. The alarm philosophy provides guidance for
successful management of the alarm system. It covers the definitions, principles, and activities
by providing overall guidance on methods for alarm identification, rationalization, classification,
prioritization, monitoring, management of change, and audit.

ISA-TR18.2.2, Alarm Identification and Rationalization [TR2], provides guidance on alarm
identification and rationalization. TR2 was limited to the scope of Clauses 8 and 9 in ISA-18.2.
Identification and rationalization covers the activities to determine the possible need for an
alarm or a change to an alarm; systematically compare alarms to the alarm philosophy; and
determine the alarm setpoint, consequence, operator action, priority, and class. Activities
include, but are not limited to, identification, justification, prioritization, classification, and
documentation.

ISA-TR18.2.3, Basic Alarm Design [TR3], provides guidance on basic alarm design. TR3
focuses on the scope of Clause 10 of ISA-18.2 and may include other clauses as needed (e.g.,
Clause 14 on operations and Clause 15 on maintenance). Basic alarm design covers the
selection of alarm attributes (e.g., types, deadbands, and delay times) and may be specific to
each control system.

ISA-TR18.2.4, Enhanced and Advanced Alarm Methods [TR4], provides guidance on enhanced
and advanced alarm methods. TR4 focuses on the scope of Clause 12 of ISA-18.2. Enhanced
alarm design covers guidance on additional logic, programming, or modeling used to modify
alarm behavior. These methods may include: dynamic alarming, state-based alarming,
adaptive alarms, logic-based alarming, and predictive alarming, as well as most of the
designed suppression methods.

ISA-TR18.2.5, Alarm Monitoring, Assessment, and Audit [TR5], provides guidance on
monitoring, assessment and audit of alarms. TR5 focuses on the scope of Clauses 16 and 18
in ISA-18.2. Monitoring, assessment, and audit cover the continuous monitoring, periodic
performance assessment, and recurring audit of the alarm system.

ISA-TR18.2.6, Alarm Systems for Batch and Discrete Processes [TR6], provides guidance on
the application of ANSI/ISA-18.02-2009 alarm lifecycle activities to batch and discrete
processes, expanding on multiple clauses of ISA-18.2.

ISA-TR18.2.7, Alarm Management when Utilizing Packaged Systems [TR7], provides guidance
on the application of ANSI/ISA-18.2-2009 to plants utilizing packaged systems, expanding on
multiple clauses of ANSI/ISA-18.02-2009.

The guidance as presented in this document is general in nature, and should be applied to each
system as appropriate by personnel knowledgeable in the manufacturing process and control
systems to which it is being applied. This guidance will evolve with experience and technology
advancements.
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Introduction

Alarm Management Lifecycle

ISA-18.2 defines requirements that address alarm systems for facilities in the process industries
to improve safety, quality, and productivity. The general principles and processes in ISA-18.2 are
intended for use in the lifecycle management of an alarm system based on programmable
electronic controller- and computer-based Human-Machine Interface (HMI) technology. These
requirements are presented in the standard, using the alarm management lifecycle shown in

Figure 1. o
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Note 1: The box used for stage B represents a process defined outside of ISA-18.2.

Note 2: The independent stage J represents a process that connects to all other lifecycle stages.
Note 3: The rounded shapes of stages A, H, and J represent entry points to the lifecycle.

Note 4: The dotted lines represent the loops in the lifecycle.

Figure 1 — Alarm management lifecycle (ISA-18.2, Figure 2)
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Basic Alarm Design

This technical report is designed to provide guidance, rationale, and examples on the Basic Alarm
Design process described in ISA-18.2 Clause 10. Basic alarm design, which is a step in the
Detailed Design stage of the lifecycle, covers the selection of alarm attributes (e.g., types,
deadbands, and delay times) and may be specific to each control system.

Following the recommended guidance in this technical report will not necessarily ensure that alarm
management problems will be avoided. It will, however, help to identify and address alarm
management vulnerabilities and help minimize the existence of nuisance alarms that could
compromise and impair the operator’'s awareness, understanding, and response to abnormal
situations.

Purpose of this technical report

This technical report provides details on the basic alarm design process described in ISA-18.2
Clause 10. Following the lifecycle model shown in Figure 1, this report assumes that alarms to be
addressed in basic alarm design have completed rationalization where attributes such as alarm
setpoint and priority have been defined.
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1 Scope

1.1 General applicability

This technical report addresses alarm systems for facilities in the process industries to improve
safety, quality, and productivity.

In the design stage, the alarm attributes are specified and designed based on the requirements
found in the alarm philosophy and determined by rationalization (e.g., alarm priority and setpoint).
There are three areas of design: basic alarm design, HMI design, and design of advanced alarming
techniques. This technical report addresses considerations for the basic alarm design. Note that
HMI design detailed requirements and recommendations can be found in ISA-18.2 Clause 11 and
guidance on advanced alarming techniques is provided in TR4.

1.2 Basic alarm design vs. enhanced and advanced alarm methods

This technical report, TR3, addresses basic alarm design while TR4 is focused on enhanced and
advanced alarm methods. The purpose of this subclause is to provide clarity as to what methods
and techniques are treated as basic alarm design vs. those that are treated as advanced alarm
design. In general, basic alarm design principles should be applied first. In some cases though,
such as dynamically changing processes (e.g., most batch processes), advanced techniques need
to be considered up front. The use of advanced alarm design techniques typically carry with them
added complexity and cost, and as such, are typically applied only when basic techniques are
inadequate to address the necessary alarm functionality.

1.2.1 Basic alarm design

Basic alarm design covers the design and configuration of individual process variables (raw
measurements or calculated variables) and the selection of appropriate alarm types. Alarm
attributes such as setpoint, deadband, priority and on/off delay are set to single values designed
to accommodate all operating conditions.

Process variable (PV) calculations, analog and logical, are considered part of the control system
and basic alarm design. PV calculations can be complex, yet have basic alarming functionality.
This includes such techniques as:

a) common alarms, e.g., a common high-temperature alarm coming from multiple temperature
transmitters on a tank, or a common toxic-gas alarm coming from multiple gas detectors;

b) numeric calculations within the control system used with basic alarming, such as rate
calculations (producing rate-of-change alarms), statistical calculations (producing statistical
alarms, such as alarming on standard deviations, etc.) and other complex calculations;

c) simple to complex models used to estimate process values online, often referred to as virtual
Sensors;

d) high-speed counters and accumulators, often needed in discrete manufacturing applications,
which accumulate and aggregate within the control system before applying basic alarming;

e) logic calculations within the control system to create an alarm only when it is a valid alarm
(e.g., a calculation including a logical AND of low pressure and the associated pump run status
to create a logical PV that is alarmed).

NOTE If the alarm is created by the control system, and logic is added to conditionally suppress it, this falls under
the definition of advanced alarming and is discussed in TR4.

1.2.2 Enhanced and advanced alarm methods

The enhanced and advanced alarm methods in TR4 include ways to modify alarm attributes
dynamically for one or more process variables. Different from basic alarm design, advanced alarm
design often has a larger scope (applies to multiple variables at once) and ensures that alarm
attributes track the process (are relevant for different operating states). Additional layers of logic,
programming, modelling, or a combination thereof beyond basic alarming methods, are used to
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