Intarnatinnal

This is a preview of ISO 15801:2026. Click here to purchase the full version from the ANSI store.

ISO 15801
Document management — First edition
Electronically stored information 2026-05

— Requirements and guidance for
trustworthiness and reliability

Gestion documentaire — Informations stockées électroniquement
— Exigences et recommandations pour la fiabilité et la sécurité

Reference number
ISO 15801:2026(en) © ISO 2026



https://webstore.ansi.org/Standards/ISO/ISO158012026?source=preview

ISO 15801:2026(en)

This is a preview of ISO 15801:2026. Click here to purchase the full version from the ANSI store.

COPYRIGHT PROTECTED DOCUMENT

© IS0 2026

All rights reserved. Unless otherwise specified, or required in the context of its implementation, no part of this publication may
be reproduced or utilized otherwise in any form or by any means, electronic or mechanical, including photocopying, or posting on
the internet or an intranet, without prior written permission. Permission can be requested from either ISO at the address below
or ISO’s member body in the country of the requester.

ISO copyright office

CP 401 o Ch. de Blandonnet 8

CH-1214 Vernier, Geneva

Phone: +41 22 749 01 11

Email: copyright@iso.org

Website: www.iso.org
Published in Switzerland

© IS0 2026 - All rights reserved
ii


https://www.iso.org
https://webstore.ansi.org/Standards/ISO/ISO158012026?source=preview

ISO 15801:2026(en)

This is a preview of ISO 15801:2026. Click here to purchase the full version from the ANSI store.

FOT@WOIM. ... v
IIIETOMUICEION ... vi
1 SCOPI ...tk 1
2 Normative references
3 Terms and definitions
4 PIOCESSES AN SYSTOINIS ..o
4.1 0] =) =Y S
4.2 Scope of the ESI system.
4.3 RISK IANMAZEIMIEIIE ...
4.4 ESI management FEQUITEIMIEIIETS ...t
4.5 Information classification ................
4.6 Policy requirements..........ccoorsn
4.7 Policy statements
471  General...iis
4.7.2 Information storage policy statement..
4.7.3  ESItransfer PoliCy STAtEIMENT ...
4.74  Information SECUTTLY POIICY ...

Roles and responsibilities of workers
5.1 GeNETal...oooooooooeceeeeeee e

5.2 Organizational management..........c........

5.3 I FOITNATION STEWATTS ..o
5.4 Responsibility for managing the SYSTeM. ... 9
5.5 EE ST UISIS . 10
BUSINESS @NVITOIIMICIIE .......o.cccooiooiie ettt 10
OPErationNal PIOCEAUTES ...ttt 11
7.1 General

7.2 LY (08 1= 1 () o 0000000000000
7.3 TP OITING OF EST.o
7.3.1  General ..o
7.3.2 Format conversion
7.3.3  Dynamic data files

7.3.4 Information l0SS......ccciicis

7.3.5  INEEINEE Of TRIIIZS oo
7.4 Business process management, robotic process automation and workflow systems.......... 14
7.5 D OCUIMEIT SCATIIIIIZ ..ot

7.6 Information extraction
7.6.1  CharaCter TECOGIMITION ..o
Y07/ 4 U=T o o) L (0 i 00 1O SO
7.7 Metadata capture......mn
7.8 Self-modifying files..........cinn

7.8.1 Datafiles ...
7.8.2  Executables in databases
79 Compound documents...........cccnn
7.10  ESIIN SErUCTUTEd Aatabases. .. ..ot
711 Big data CONSIARTATIONS ..ot e
7.12  Blockchain and distributed ledger technologies..
7.13  Version CONLIol ...
7.14  Storage systems
7.14.1 Storage technology ...
7.14.2 Migration.. ...
7.14.3  StOrae file FOTTIAES ..ot
80 010} 41 =) 43 0 ) oSS

© IS0 2026 - All rights reserved
iii


https://webstore.ansi.org/Standards/ISO/ISO158012026?source=preview

ISO 15801:2026(en)

This is a preview of ISO 15801:2026. Click here to purchase the full version from the ANSI store.

T 151 GEIETAL e 21
7. 15.2  TIATISIIUISSION ..o 21
7.15.3 MessSage tranSMiSSION SYSTEIMIS ... eieeieesieeeieeseseseeeee e 22
7.16 Indexing and other metadata...........cccoo.
7.17  Authenticated output procedures
T 18 LA@IEILY o
7.19  ESIretention, redaction and diSPOSal. ... 23
7.19.1 Retention
70192 REAACTION oo
7.09.3  DISPOSAL oot
7.20 Information security procedures......
7.20.1 General ...
7.20.2 Access control
7.20.3 ENCryption ...,
7.20.4 Digital signatures and digital seals...
7.20.5 BaCK-UP QNA FECOVETY ...ooiooeiiieeeeeee ettt
7.20.6 Business continuity plans
7.21  System maintenance ...
7.22  External service provision....................
7.22.1 Procedures
7.22.2 Compliance
7.22.3 Security in transfer....................
7.22.4 OVerSeaS SEIVICE PIOVISION ..ot st
7.23  SYSTOIML EESTIIIEZ oo
BIDLEOZIAPIY ...t 28

© IS0 2026 - All rights reserved
iv


https://webstore.ansi.org/Standards/ISO/ISO158012026?source=preview

ISO 15801:2026(en)

This is a preview of ISO 15801:2026. Click here to purchase the full version from the ANSI store.

[SO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out through
ISO technical committees. Each member body interested in a subject for which a technical committee
has been established has the right to be represented on that committee. International organizations,
governmental and non-governmental, in liaison with ISO, also take part in the work. ISO collaborates closely
with the International Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types
of ISO document should be noted. This document was drafted in accordance with the editorial rules of the
[SO/IEC Directives, Part 2 (see www.iso.org/directives).

[SO draws attention to the possibility that the implementation of this document may involve the use of (a)
patent(s). ISO takes no position concerning the evidence, validity or applicability of any claimed patent
rights in respect thereof. As of the date of publication of this document, ISO had not received notice of (a)
patent(s) which may be required to implement this document. However, implementers are cautioned that
this may not represent the latest information, which may be obtained from the patent database available at
www.iso.org/patents. ISO shall not be held responsible for identifying any or all such patent rights.

Any trade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and expressions
related to conformity assessment, as well as information about ISO's adherence to the World Trade
Organization (WTO) principlesin the Technical Barriers to Trade (TBT), see www.iso.org/iso/foreword.html.

This document was prepared by Technical Committee ISO/TC 171, Document management applications,
Subcommittee SC 1, Quality, preservation and integrity of information.

This first edition of ISO 15801 cancels and replaces ISO/TR 15801:2017, which has been technically revised.
The main changes are as follows:

— update from a Technical Report to an International Standard.

Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html.
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Information is an organizational asset that should be appropriately managed throughout its lifecycle.
Ensuring that the organization is able to demonstrate the trustworthiness and reliability of electronically
stored information (ESI) is a key consideration. Failure to do so can result in non-compliance, loss of
evidential value for information used in business, dispute resolution or legal proceedings.

This document specifies how ESI can be managed by an organization using processes and systems, thus
enabling the organization to demonstrate the trustworthiness and reliability of the ESI throughout its
lifecycle.

NOTE These processes and systems are sometimes referred to as an information management system.

This document is intended for use in business, compliance, legal or other dispute resolution purposes, where
the retained ESI needs to be relied upon to be exactly what it purports to be. This document is intended to
be used by:

— managers and professionals involved in management and governance of data, information, records,
knowledge, digital preservation or e-discovery;

— designers, vendors and operators of the systems and processes that create, receive, store, transmit,
preserve and dispose of ESI.

It would also benefit the academic community and general public.

Where an organization implements the requirements in this document, it is anticipated that the weight of
evidence of ESI managed by the systems and processes will be maximized by ensuring its trustworthiness
and reliability. This is likely to reduce the effort and cost involved in dispute resolution, as the resolution
process will place less emphasis on the trustworthiness or reliability of disclosed ESI. It is also likely that
organizations will minimize their risks concerning the credibility of ESI retained for the long term.

ESI originates from many sources. This document covers ESI in any form, from traditional scanned images,
word-processed documents and spreadsheets to the more modern forms which include email, web content,
instant messages, computer-aided design (CAD) drawing files, blogs, wikis, audio files, pictures and video.
Also included is ESI stored in databases, Internet of Things (IoT) systems, distributed ledger technology
(including blockchain systems) and other storage systems, including the use of cloud storage.

When ESI preservation is considered, the requirements of ISO 14641 can be used in conjunction with this
document.
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