INTERNATIONATI ISN

This is a preview of "ISO 21091:2013". Click here to purchase the full version from the ANSI store.

First edition
2013-02-15

Health informatics — Directory
services for healthcare providers,
subjects of care and other entities

Informatique de santé — Services d’annuaires pour les fournisseurs
de soins de santé, les sujets de soins et autres entités

-_— Reference number
=/ N— 1SO 21091:2013(E)

©1S0 2013


http://webstore.ansi.org/RecordDetail.aspx?sku=ISO%2021091:2013&source=preview
https://webstore.ansi.org/RecordDetail.aspx?sku=ISO%2021091:2013&source=preview
https://webstore.ansi.org/Standards/ISO/ISO210912013&source=preview
https://webstore.ansi.org/Standards/ISO/ISO210912013?source=preview

IS0 21091:2013(E)

This is a preview of "ISO 21091:2013". Click here to purchase the full version from the ANSI store.

COPYRIGHT PROTECTED DOCUMENT

© IS0 2013
All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized otherwise in any form
or by any means, electronic or mechanical, including photocopying, or posting on the internet or an intranet, without prior
written permission. Permission can be requested from either ISO at the address below or ISO’s member body in the country of
the requester.

ISO copyright office

Case postale 56 « CH-1211 Geneva 20

Tel. + 41 22 749 01 11

Fax + 4122749 09 47

E-mail copyright@iso.org

Web www.iso.org

Published in Switzerland

ii © ISO 2013 - All rights reserved


http://webstore.ansi.org/RecordDetail.aspx?sku=ISO%2021091:2013&source=preview
https://webstore.ansi.org/RecordDetail.aspx?sku=ISO%2021091:2013&source=preview
https://webstore.ansi.org/Standards/ISO/ISO210912013&source=preview
https://webstore.ansi.org/Standards/ISO/ISO210912013?source=preview

IS0 21091:2013(E)

This is a preview of "ISO 21091:2013". Click here to purchase the full version from the ANSI store.

Contents Page
FFOT@WOTM ........oooccceeee st iv
IIUETOQUICEION......o.c st \%
1 SCOPI ...k 1
2 NOTITNATIVE TEECI@INCES ..........ccccocovvoeveiessss st 1
3 Terms and defiMItIONIS ... 1
4 Symbols (and abbreviated terms) .5
5 HEAITNCAT® COMEGXE ...

5.1 GIBIETAL ..

5.2 Healthcare persons

5.3 IMUTEIPIE AFFTHATIOTIS ..ot

5.4 Healthcare OrganizZations . ...

5.5 Hardware/software.........cccc......

5.6 Healthcare security services

Directory security management frameWOTK ... 8

INEETOPETADIIIEY ... 9

7.1 REQUITEIMIEIITS .......ooooooi et 9

7.2 INAME SPACE /EIEE STIUCTULE ..ot 9
8 Healthcare schema............ccooce.

8.1 Healthcare persons..

8.2 Organization identities

8.3 1200 (ST [0 o J0 00 Totn (o) s B s U N ) (010§ o 0 23
9 DiStiNGUISEA NAIMIE ...t

9.1 General ...

9.2 Relative Distinguished Name
Annex A (informative) Healthcare directory SCENATIOS ... 32
Annex B (informative) Referenced 0bJect CLASSES................iiiiiee e 40

Bibliography

© 1S0 2013 - All rights reserved iii


http://webstore.ansi.org/RecordDetail.aspx?sku=ISO%2021091:2013&source=preview
https://webstore.ansi.org/RecordDetail.aspx?sku=ISO%2021091:2013&source=preview
https://webstore.ansi.org/Standards/ISO/ISO210912013&source=preview
https://webstore.ansi.org/Standards/ISO/ISO210912013?source=preview

IS0 21091:2013(E)

This is a preview of "ISO 21091:2013". Click here to purchase the full version from the ANSI store.

Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

The main task of technical committees is to prepare International Standards. Draft International
Standards adopted by the technical committees are circulated to the member bodies for voting.
Publication as an International Standard requires approval by at least 75 % of the member bodies
casting a vote.

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. ISO shall not be held responsible for identifying any or all such patent rights.

[SO 21091 was prepared by Technical Committee [SO/TC 215, Health informatics.

This first edition cancels and replaces ISO/TS 21091:2005, which has been technically revised.
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Introduction

Health informatics directory services for healthcare providers, subjects of care and other entities are
intended to support the communication and security requirements of healthcare professionals in the
conduct of clinical and administrative functions. Healthcare requires extensive encipherment and access
control requirements for the disclosure and transport of all confidential health information. In support
of the healthcare public key infrastructure, healthcare will make available a registry of certificates
including business and professional information necessary to conduct healthcare transactions. This
information necessarily includes identification of individual roles within the healthcare system as can
only be identified by the respective healthcare organizations. As such, the registration and management
functions are to be extensible, and potentially distributed throughout the healthcare community.
Support for these additional healthcare requirements for security is also to be offered through the
directory service.

The directory is becoming an increasingly popular method of providing a means for single sign-on
capabilities to support authentication. This goal has resulted in the inclusion of authentication and
identity attributes to authenticate the identity of a healthcare person or entity.

The directory also supports the communication of additional attributes that can be used to support
authorization decisions. This goal has driven directory schema extensions to include organization
employee management information, healthcare-specific contact information, and healthcare identifiers.
This International Standard addresses the healthcare-specificrequirements of the directory, and defines,
as appropriate, standard specifications for inclusion of this information in the healthcare directory.

Besides technical security measures that are discussed in other ISO standards, communication of
healthcare data requires a reliable accountable “chain of trust.” In order to maintain this chain of trust
within a public key infrastructure, users (relying parties) need to be able to obtain current correct
certificates and certificate status information through secure directory management.

The healthcare directory will support standard lightweight directory access protocol (LDAP) client
searches, interface engines for message transformation, and service oriented architecture (SOA)
implementations to enable the service in any environment. Specific implementation guidance, search
criteria and support are outside the scope of this International Standard.

While specific security measures and access control specifications are out of scope of this International
Standard, due to the sensitive nature of health related and privacy information that may be supported
through the directory services, significant controls need to be enabled at branch, object classes, and
attribute levels. Processes and procedures should be in place to ensure information integrity represented
within the health directory, and responsibility for the content of the directory should be clearly
allocated through policy and process. It is anticipated that appropriate access controls managing who
canread, write or modify all items in the healthcare directory will be applied. This may be accomplished
by assigning individuals within the directory to the HCOrganizationalRole and assigning appropriate
privileges (e.g. read, modify, delete) to that role in directory management configuration.
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