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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards 
bodies (ISO member bodies). The work of preparing International Standards is normally carried out 
through ISO technical committees. Each member body interested in a subject for which a technical 
committee has been established has the right to be represented on that committee. International 
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work. 
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of 
electrotechnical standardization. 

The procedures used to develop this document and those intended for its further maintenance are 
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the 
different types of ISO documents should be noted. This document was drafted in accordance with the 
editorial rules of the ISO/IEC Directives, Part 2 (see www .iso .org/ directives).

Attention is drawn to the possibility that some of the elements of this document may be the subject of 
patent rights. ISO shall not be held responsible for identifying any or all such patent rights. Details of 
any patent rights identified during the development of the document will be in the Introduction and/or 
on the ISO list of patent declarations received (see www .iso .org/ patents).

Any trade name used in this document is information given for the convenience of users and does not 
constitute an endorsement. 

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and 
expressions related to conformity assessment, as well as information about ISO’s adherence to the 
World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT), see www .iso .org/ 
iso/ foreword .html.

This document was prepared by Technical Committee ISO/TC 292, Security and resilience.

This second edition cancels and replaces the first edition (ISO 12931:2012), which has been technically 
revised. The main changes compared with the previous edition are as follows:

— it has a new ISO number and title, and is now included in the ISO 22300 family of standards;

— its terminology mirrors ISO 22300;

— relevant standards published since the first edition have been added as references.

Any feedback or questions on this document should be directed to the user’s national standards body. A 
complete listing of these bodies can be found at www .iso .org/ members .html.
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Introduction

Since the issuance of the first edition of this document in 2012, the quantity and range of material 
goods counterfeited or otherwise subject to product fraud continues to expand, and now affects many 
consumer goods and spare parts.

The sale of counterfeit goods, as well as falsified, illegally copied or illicitly traded products, is prevalent 
in many developing countries and is becoming more common in the developed world. Individual 
manufacturers and rights holders are experiencing an increase in the number of counterfeiting attacks 
on their material goods. The internet is compounding the problem. These counterfeit goods do not 
necessarily offer the same guarantees in terms of safety and compliance with environmental measures 
and regulatory requirements, generating risk for consumers, patients, users and the distribution chain. 
They cause loss of earnings, job losses and brand value damage for companies and targeted rights 
holders as well as tax losses for governments. Counterfeiting increases the potential for false material 
goods claims and litigation for companies and distribution supply chains. Counterfeiting of material 
goods has become one of the major activities of organized crime, both within domestic markets and 
international trade and smuggling.

In order to prevent counterfeiting and other types of product fraud, rights owners, institutions and 
governmental regulators are increasingly demanding and implementing authentication solutions 
geared to specific needs. It is important to specify the performance requirements for the solutions 
designed to support the fight against counterfeiting at both national and international levels. This will 
promote greater confidence among consumers, support the security of the supply chain, and help public 
authorities devise and implement preventive, deterrent and law enforcement policies. In addition, the 
growth of global trade and the reduction of physical controls at borders has increased the risk of more 
counterfeited products in circulation. This document will contribute to further strengthen such controls 
by enabling faster and more reliable evidence of the authenticity and integrity of material goods.

Product fraud includes, but is not limited to, counterfeiting, adulteration, tampering, substitution and 
simulation.

Product fraud impact can include, but is not limited to:

— deception of the consumer;

— deception of the purchaser of new goods or replacement parts;

— infringement of intellectual property rights;

— violation of national, regional or international laws;

— false claims regarding:

— intellectual property rights;

— details of manufacture;

— trade and origin details;

— identification codes and/or authentication elements.

The problem of product fraud is aggravated by the following factors:

— the market is increasingly global;

— the material goods and their supply chains are more complex;

— the global movement of material goods is increasing and can use non-traditional channels.

Counterfeiting needs to be kept separate from diversion.
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It can be difficult for an inspector, be it a dedicated professional or any citizen or consumer, to recognize 
the characteristics of a given authentic material good.

Counterfeiting seeks to bypass legal provisions, including guarantees of conformity and quality, 
designed to enable professionals to release safe material goods into the market in fair competition. 
Buyers do not necessarily pay all the attention needed to the material goods they are examining, 
particularly due to trust, lack of time, the temptation of attractive prices or simply because they are 
unfamiliar with the material good itself. The authentication element provides a specific and more 
reliable method of determining whether the item is genuine or a counterfeit good.

Establishing the authenticity and integrity of a material good, in other words recognizing whether it is 
genuine or fake or otherwise subject to fraudulent activities, requires checking whether it reproduces 
the essential characteristics of the authentic material good, to help establish whether or not there has 
been an infringement.

If there is any doubt as to the authenticity of a material good, it is the inspectors’ role, once they have 
observed the characteristics of the suspect material good and/or authentication element, to verify 
whether these characteristics match those of the authentic material good and/or authentication 
element. The process involved is an essentially technical analysis using experience, authentication 
elements, authentication tools or a combination of these methods.

This document has been drafted to pinpoint the objectives and boundaries required for industry-wide 
and services-wide application. It sets out the performance criteria for purpose-built authentication 
solutions.

These solutions are designed to provide reliable evidence, making it easier to assess whether material 
goods are authentic and have not been counterfeited, altered, mimicked, replaced, refilled, tampered or 
subject to other types of product fraud.

This document integrates the performance requirements for authentication solutions. The material 
good’s life cycle needs to be considered. Whereas authentication of fast-moving consumer goods often 
concentrates on packaging, authentication solutions of material goods with longer life cycles instead 
aim at the material good itself, throughout its life cycle.

This document is part of a wider framework of related standards. It was not drafted or designed to 
define any exclusive means of authentication.

Experience shows that advancements in technologies are exploited by counterfeiters to make 
counterfeited products less detectable. At the same time, new authentication technologies (e.g. 
material, digital and combined) can give law enforcement inspectors, legitimate economic operators 
and consumers better means to detect counterfeits and act accordingly. This document is applicable 
irrespective of the authentication technology used and recommends ways to stay ahead of fraudsters.

This document therefore includes:

— a common categorization of authentication solutions;

— an understanding of how an authentication solution can constitute a more robust solution when 
layered, and therefore it promotes the use of individual authentication elements in combination;

— the role of tamper resistance and tamper evidence as part of an authentication solution;

— criteria for the types of solution that can be used to authenticate in different verification scenarios;

— methods to enable material good verifications in all intended locations, circumstances and 
conditions of use;

— requirements and evaluation criteria on security for the authentication solutions.

The main topics of this document can be represented as a Plan-Do-Check-Act (PDCA) cycle, see Figure 1.
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Figure 1 — Sequence of the main topics
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