INTERNATIONAI ISO/NEC

This is a preview of "ISO/IEC 15026-4:2012". Click here to purchase the full version from the ANSI store.

First edition
2012-10-01

Systems and software engineering —
Systems and software assurance —

Part 4.
Assurance in the life cycle

Ingénierie du logiciel et des systemes — Assurance du logiciel et des
systemes —

Partie 4: Assurance du cycle de vie

Reference number
ISO/IEC 15026-4:2012(E)

ISO|IEC
i * © ISO/IEC 2012



http://webstore.ansi.org/RecordDetail.aspx?sku=ISO%2FIEC%2015026-4:2012&source=preview
https://webstore.ansi.org/RecordDetail.aspx?sku=ISO%2FIEC%2015026-4:2012&source=preview
https://webstore.ansi.org/Standards/ISO/ISOIEC150262012&source=preview
https://webstore.ansi.org/Standards/ISO/ISOIEC150262012?source=preview

ISO/IEC 15026-4:2012(E)

This is a preview of "ISO/IEC 15026-4:2012". Click here to purchase the full version from the ANSI store.

COPYRIGHT PROTECTED DOCUMENT

© |ISO/IEC 2012

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized in any form or by any means,
electronic or mechanical, including photocopying and microfilm, without permission in writing from either 1SO at the address below or
1ISO's member body in the country of the requester.

ISO copyright office

Case postale 56 ¢« CH-1211 Geneva 20

Tel. +41227490111

Fax +4122 74909 47

E-mail copyright@iso.org

Web www.iso.org

Published in Switzerland

ii © ISO/IEC 2012 — All rights reserved


http://webstore.ansi.org/RecordDetail.aspx?sku=ISO%2FIEC%2015026-4:2012&source=preview
https://webstore.ansi.org/RecordDetail.aspx?sku=ISO%2FIEC%2015026-4:2012&source=preview
https://webstore.ansi.org/Standards/ISO/ISOIEC150262012&source=preview
https://webstore.ansi.org/Standards/ISO/ISOIEC150262012?source=preview

ISO/IEC 15026-4:2012(E)

This is a preview of "ISO/IEC 15026-4:2012". Click here to purchase the full version from the ANSI store.

Contents Page
0T =TV o PP RRR %
T4 oo LU Yox 1o ] o HS PRSP PRP Vi
1 o o S 1
2 (070 o] o 1 = 1 o] = R PTTUPPRRR 1
3 N o] 0 F= LA SN ] =T =T o] =PSRRI 1
4 Terms and AefiNITIONS ... e e e e e e e e s s st e e e e e e e s s snntbeaeeeeeesnnrereeeeeas 2
5 Key concepts for and use of this part of ISO/IEC 15026 ..........cooiuuiiiiiiiiiiiiiiiiee e 2
5.1 ) (N oA L= o o] o = Tod o [P T O RUPTR 2
5.2 ASSUFANCE CLAIMIS .ottt oottt e e e e e e s b bbbttt e e e e e e s b bbbe e e e e e e e s aanbeeeaaaeeesaannneees 2
5.3 Using this part Of ISO/IEC 15026...........uuueiiieeiiiiiiiiiiieeee e e s e sirree et e e e s e s sabaar e e e e e e s e ssataarereaaeessannneeeaseesanns 3
LR T T U Y (o T =T = Vo [ =T=T 4 = o | U 3
LR I U Y (o T g €=To [ U1 =Y 4o o R 3
LR T T U - o T o [ =V= o o2 01T 0 S 3
6 Process view purposes and required OULCOMES ......cc.uuviiiieeeiiiiiiiiiieeeeeessssiereeereeeesssnnnnreneeeaeessnnnnnes 3
6.1 SYStEMS ASSUINANCE PIrOCESS VIEW ...ciuieiiiiiieeeeeiiittiteeeeeeeessssaseteeeeaeesssastsseeeeaeesssaassssseeeeeessssnssnsseeeeesanns 3
L0 I T U] o To ] OO PO PTR PR PPPPP 4
O N =T [ g =To I oYU L (odo] 1 1= T S PO PR R PPPR 4
6.2 SOftWAre ASSUIANCE PrOCESS VIEW ...eiiiiiiiiieiiiiiiieeitieee e sttt teestee e e e sbae e e e s bbbt e e s aabe e e e s asbb e e e s anbbeeesannbeeesnneeeas 4
B.2.1  PUIPOSE e 4
6.2.2  REOUITEH OULCOIMES .. .eeiiiiiiiieeie ittt ettt et e e e e e et e bttt e e e e s e o e et bbe e et e e e e e e s abbebeeeaaaeaaannbsbeaeeesannnbnneaaeans 4
7 Assurance guidance and recommendations for selected ProCesSes .......ccueeeveeiiiiiiiiiiieeneeeee s 4
7.1 Tl 4 e To 1UYox (1o ] o FS PRSP 4
7.2 ACHUISITION PIOCESS . uuuiiiiiiieeee ittt et e e e e e e e e et e e e e s e st b aeeeeeeesasatbaeeeaeeeesassstaaeeeeeessassntaeeeeeeessansrareneeens 5
7.2.1  Relevant activities @and TASKS ......ccoiiiiiiiiiiie e 5
7.2.2 Assurance guidance and reCOMMENAAtIONS .......cccuviiiiirie e s e e s s e e e e e e e e nnaeeaeees 5
7.3 YU o ] Y o 1o 1o =TSRSS 6
7.3.1 Relevant activities @and tASKS ......ccoiiiiiiiiiii e 6
7.3.2 Assurance guidance and reCOMMENAALIONS .....ciiiiuiiiieiiiiie ettt sbr e e e e sbreee e e 6
7.4 Project Planning PrOCESS ....oiiiiiiiie ettt e et e e e et et e e ek bt e e e b be e e e e anbae e anreeeeennee 7
7.4.1 Relevant aCtivitieS @nd tASKS ......uuuiiiiiiiiiiiiiiiiii e e e e e s e r e e e e e s e s b e e e e e e a b aeeeeeas 7
7.4.2 Assurance guidance and reCOMMENTAtIONS . ...cooiuuiiiiiiiie e e e e e e e enaeeeeeas 7
7.5 DECiSION MaANAQEMENT PrOCESS .. uuuutiiiiiiae e iitttttetaa e e e e atbtbeeeaaaaasaasbeteeeaaaeaeaanbsbseeaaaassaaansbbbeeeaaeaaannnnens 8
7.5.1 Relevant aCtiVitieS @nd tASKS .......uuiiiiiiiiiiiiii et e e e e e e e e s e e e e e e e ae e e e s 9
7.5.2 Assurance guidance and reCoOMmMENAAtIONS........cccuviiiiiie et e e e e e e e e s nnneeaeees 9
7.6 Y Y T = To L= g L=t ] A o] o Yo T PR 9
7.6.1 Relevant activities @and TASKS ......cooiiiiiiiii e nra s 10
7.6.2 Assurance guidance and reCOMMENAAtIONS .....cciiiiciiiiieiie e r e s e e e e e rr e e e e e e e nnnnraees 11
7.7 Configuration ManagemMENT PrOCESS ....uuuuiiiiieeiii ittt ttee e s s iiire e e e e e e s s sss e reeaeessaansnrarereaaeessaannrreees 11
7.7.1  Relevant activities @and tASKS ......cooiiiiiiiiii e 11
7.7.2 Assurance guidance and reCOMMENAALIONS .......ciiiiiiiiiiiiiiie et aneeees 12
7.8 INfOrmMation ManagemMENT PrOCESS ....uuiii ittt ettt e et e e et e e e e st b e e e s sbbe e e e s sabeeeeesbeee e 13
7.8.1 Relevant aCtivitieS @nd tASKS ......uuuiiiiiiiiiiiiiii e e e e e e e e e e e s s a e e e e raaee s 13
7.8.2 Assurance guidance and reCOMMENTAtIONS .....coiiiiiiiiiiiiie ettt e e e e e e e e e neeeees 13
7.9 Stakeholder Requirements Definition PrOCESS ......uuiiiiiiii i 14
7.9.1  Relevant aCtivitieS @nd tASKS .......eeiiiiiiiiiiii et e e e e e e e e e e e e aann e aeeeas 15
7.9.2 Assurance guidance and reCoOMMENAAtIONS ......c.coiiiiiiiiiie e e e e s e e e e e e e e nneaees 15
7.10  ReqUIremMeNtS ANAlYSIS PrOCESS .uuuiiiiiiiiiiiiiiiieeie e e e e eitte e e e e e e s s e e e e e e e e s ssr e e e reeaeessastareeeeaeesssnsnreeeees 17
7.10.1 Relevant activities @and TASKS .......ooiiiiiiiiiiii et 18
7.10.2 Assurance guidance and reCOMMENAAtIONS .....ccoiiiciiiiiieie e e s e e e e s e e e e e e e s nnreees 19

© ISO/IEC 2012 — Al rights reserved iii


http://webstore.ansi.org/RecordDetail.aspx?sku=ISO%2FIEC%2015026-4:2012&source=preview
https://webstore.ansi.org/RecordDetail.aspx?sku=ISO%2FIEC%2015026-4:2012&source=preview
https://webstore.ansi.org/Standards/ISO/ISOIEC150262012&source=preview
https://webstore.ansi.org/Standards/ISO/ISOIEC150262012?source=preview

ISO/IEC 15026-4:2012(E)

This is a preview of "ISO/IEC 15026-4:2012". Click here to purchase the full version from the ANSI store.

7 TT VETITICATION PTOCESS .oeeeceessrmeerermeesimmesarmesaneesasmeessmtesaeeessseesasmeeaenesareeessseesaeesassnesaeeessseesesneseieeesoeessres 19
7.11.1 Relevant aCtiVitieS @nd tASKS ......uuiiiiiiiiiiiiiii e e e e e st e e e e s e s sb e e e e e e e e nnnrreaeees 20
7.11.2 Assurance guidance and reCoOMmMENTALIONS ......ocuuiiiiiiiiiieiiiiie et e s e e s saneee e e 20
712 OPEIALION PIOCESS ..uuteiiiiiitiieeeitttee e ittt e e ettt e e e s et beeee s st beeee e aabe e e e e aabe e e e e aabbe e e e abbe e e e e abbeeeesaabeeeeeabeeeesaabneeeeane 20
7.12.1 Relevant ACHIVItIES ANT TASKS .....uiiiiiiiiiiiiiiiei ettt e e e et r e e e e e e e e s bbbt e e e e e e e e eannbeaeeeas 21
7.12.2 Assurance guidance and reCoOMMENAatiONS ........uuuiiiiiiii i e e e e 21
7.13  MAINTENANCE PIrOCESS ..eeiiiieieiiiitteiteata e e e e tteeeeeaaa e e e s s atbeeeeaeaa s e e s aabeeeeaeaaeaeaannbebeeeeaaeeeaaanbbsbeeeaasaaannnbeneeeas 21
7.13.1 Relevant activitieS and tASKS ......ciiiiiiiiiiiiie it e et e e st e e e st e e e e e e e e e eeeeane 21
7.13.2 Assurance guidance and recomMmMENdatioNS ......ccuuiiiiieeei i e e e e e s e e e e s 22
2711 ToTo =T o] 0 VRS PSP 23

iv © ISO/IEC 2012 — All rights reserved


http://webstore.ansi.org/RecordDetail.aspx?sku=ISO%2FIEC%2015026-4:2012&source=preview
https://webstore.ansi.org/RecordDetail.aspx?sku=ISO%2FIEC%2015026-4:2012&source=preview
https://webstore.ansi.org/Standards/ISO/ISOIEC150262012&source=preview
https://webstore.ansi.org/Standards/ISO/ISOIEC150262012?source=preview

ISO/IEC 15026-4:2012(E)

This is a preview of "ISO/IEC 15026-4:2012". Click here to purchase the full version from the ANSI store.

Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and non-governmental, in liaison with 1ISO and IEC, also take part in the work. In the field of information
technology, 1ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.
The main task of the joint technical committee is to prepare International Standards. Draft International
Standards adopted by the joint technical committee are circulated to national bodies for voting. Publication as

an International Standard requires approval by at least 75 % of the national bodies casting a vote.

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent
rights. 1ISO shall not be held responsible for identifying any or all such patent rights.

ISO/IEC 15026-4 was prepared by Joint Technical Committee ISO/TC JTC 1, Information technology,
Subcommittee SC 7, Software and systems engineering.

ISO/IEC 15026 consists of the following parts, under the general title Systems and software engineering —
Systems and software assurance:

— Part 1: Concepts and vocabulary [Technical Report]
— Part 2: Assurance case
— Part 3: System integrity levels

— Part 4: Assurance in the life cycle
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Introduction

In its entirety, ISO/IEC 15026 consists of multiple parts:

a) ISO/IEC TR 15026-1, System and software engineering — Systems and software assurance — Part 1:
Concepts and vocabulary

NOTE ISO/IEC TR 15026-1 is intended to be replaced by an International Standard.

b) ISO/IEC 15026-2, System and software engineering — Systems and software assurance — Part 2:
Assurance case

c) ISO/IEC 15026-3, System and software engineering — Systems and software assurance — Part 3:
System integrity levels

d) ISO/IEC 15026-4, System and software engineering — Systems and software assurance — Part 4:
Assurance in the life cycle

Many specialized standards and guidelines address specific application areas and topics related to assurance
and use different concepts and terminology when addressing common themes. ISO/IEC TR 15026-1 provides
terminology and concepts used in all parts of ISO/IEC 15026.

ISO/IEC 15026-2 provides minimum requirements for the structure and contents of assurance cases that treat
claims regarding properties of a system or software product selected for special treatment. The results of
performing the life cycle activities and tasks referenced in this part of ISO/IEC 15026 can be recorded in the
form of the assurance case described in ISO/IEC 15026-2.

ISO/IEC 15026-3 addresses the assignment of integrity levels for selected elements of a system. Where
ISO/IEC 15026-2 is applicable, it can bring useful structure, aid, and direction to defining claims and showing
their achievement through the use of integrity levels and accompanying integrity level requirements.

ISO/IEC 15026-2, ISO/IEC 15026-3 and ISO/IEC 15026-4 all use the concepts and vocabulary defined in

ISO/IEC TR 15026-1; however, any part can be applied independently of the others and the use of one does
not require the use of any others.

vi © ISO/IEC 2012 — All rights reserved


http://webstore.ansi.org/RecordDetail.aspx?sku=ISO%2FIEC%2015026-4:2012&source=preview
https://webstore.ansi.org/RecordDetail.aspx?sku=ISO%2FIEC%2015026-4:2012&source=preview
https://webstore.ansi.org/Standards/ISO/ISOIEC150262012&source=preview
https://webstore.ansi.org/Standards/ISO/ISOIEC150262012?source=preview

