INTERNATIONAI ISO/IEC

This is a preview of "ISO/IEC 18014-1:2008". Click here to purchase the full version from the ANSI store.

Second edition
2008-09-01

Information technology — Security
techniques — Time-stamping services —

Part 1:
Framework

Technologies de l'information — Techniques de sécurité — Services
d'estampillage de temps —

Partie 1: Cadre général

Reference number
ISO/IEC 18014-1:2008(E)

© ISO/IEC 2008


http://webstore.ansi.org/RecordDetail.aspx?sku=ISO%2FIEC%2018014-1:2008&source=preview
https://webstore.ansi.org/RecordDetail.aspx?sku=ISO%2FIEC%2018014-1:2008&source=preview
https://webstore.ansi.org/Standards/ISO/ISOIEC180142008&source=preview
https://webstore.ansi.org/Standards/ISO/ISOIEC180142008?source=preview

ISO/IEC 18014-1:2008(E)

This is a preview of "ISO/IEC 18014-1:2008". Click here to purchase the full version from the ANSI store.

PDF disclaimer

This PDF file may contain embedded typefaces. In accordance with Adobe's licensing policy, this file may be printed or viewed but
shall not be edited unless the typefaces which are embedded are licensed to and installed on the computer performing the editing. In
downloading this file, parties accept therein the responsibility of not infringing Adobe's licensing policy. The ISO Central Secretariat
accepts no liability in this area.

Adobe is a trademark of Adobe Systems Incorporated.

Details of the software products used to create this PDF file can be found in the General Info relative to the file; the PDF-creation
parameters were optimized for printing. Every care has been taken to ensure that the file is suitable for use by ISO member bodies. In
the unlikely event that a problem relating to it is found, please inform the Central Secretariat at the address given below.

COPYRIGHT PROTECTED DOCUMENT

© ISO/IEC 2008

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized in any form or by any means,
electronic or mechanical, including photocopying and microfilm, without permission in writing from either ISO at the address below or
ISO's member body in the country of the requester.

ISO copyright office

Case postale 56 « CH-1211 Geneva 20

Tel. +412274901 11

Fax +41 22749 09 47

E-mail copyright@iso.org

Web www.iso.org
Published in Switzerland

ii © ISO/IEC 2008 — Al rights reserved


http://webstore.ansi.org/RecordDetail.aspx?sku=ISO%2FIEC%2018014-1:2008&source=preview
https://webstore.ansi.org/RecordDetail.aspx?sku=ISO%2FIEC%2018014-1:2008&source=preview
https://webstore.ansi.org/Standards/ISO/ISOIEC180142008&source=preview
https://webstore.ansi.org/Standards/ISO/ISOIEC180142008?source=preview

ISO/IEC 18014-1:2008(E)

This is a preview of "ISO/IEC 18014-1:2008". Click here to purchase the full version from the ANSI store.

Contents Page
o= T o iv
0 Yo 11T 4T ) o '
1 85 oo o - OSSR 1
2 NOIMALIVE FEfErENCES .....oeeceeeeccee et e e s e n e s e me e s ame e eeme e e senmn e e ensamnennnnns 1
3 Terms and defiNitioNS ...... oo e 1
4 Symbols and abbreviated terms .......... .. e 4
5 L= =T o 4
5.1 Background and SUMMACY ..........ccccciiiiiiiiiicccsssseneerssssssssssssse e s ssssssssssmsse s e ssssssssssnnnssenessssssssnnsessasssssnnnns 4
5.2 Services involved in Time-stamping........ccccciiiiimi i ———— 5
5.3 Entities of the Time-Stamping Process ........ccociiiiiiiiinin s 5
5.4 L0 LT I T =T =T ] o X 5
5.5 Generation of @ TIMe-Stamp TOKEN ........cooi e esr e s mmn e e s mmnns 6
5.6 Verification of @ Time-Stamp TOKEN...........e e 6
5.7 QLI L LTS = T4 T =1 TN T 6
6 Communications between entities iINVOIVed..............ii e 7
6.1 Time-Stamp Request TranSaction...........ccooieiriicicer e cce e smn e e 7
6.2 Time-Stamp Verification Transaction ...........ccccoriieeoimiiceceeir e e e 8
7 MeSSage FOrMaAts........cccccciiiiriiirrrrrrc s s m s nnnnn 8
71 TIime-StampP FEQUEST........cooo i n e e E e e E e nmn e 9
7.2 Time-StamP FrESPONSE.......coi i s s s e e e ea s s me e e e e e e s e nm R e e e s nnn e e e e 10
7.3 Time-stamp VerifiCation ... s 12
7.4 [T L= T3 e T T =Y o £ 12
A 35 T =4 B T 4 T= 0 2= 1] oY o 12
7.4.2 ExtMethod eXteNnSION...... .ot e e s e e mnn e e e e s e e e e e e s sa e mmmn e e e e s 13
A 3 T = 4 30T 4 ToA T2 L= =] 4 ] oY o 13
Annex A (normative) ASN.1 Module for time-stamping ........cccccvcviiriiriic s 14
Annex B (normative) Excerpt of the Cryptographic Message Syntax.......ccccccovvicccvmmmrrinnnnscscsssseeeeeneessssnns 20
B.1 0 X0 11T T o 20
B.2 (CT=T =T =IO LYY 20
B.3 LT g Lo IR - ) SO SO 20
B.4 [0 F 1= T 0% o701 1= o | A 18 o -SSP 21
B.5 Signed-data Content TYPe ......cccciiiiiiiiicccrrrr s rsssnrr e s sssn e e e s e s s s mnne e e e s e s s s mnmn e e e easssannnenenns 21
B.5.1  SigNedData TYPe.....cccceeiiiiiriiiiir it s n e e e e nn e 22
B.5.2 EncapsulatedContentInfo TypPe.......coo i e 23
B.5.3  SigNerInfo TYPe.. .ot 23
B.5.4 Message Digest Calculation ProCess ..........ccccciiiniiiiiniiniinniiss s sssss s s s snns 25
B.5.5 Signature Generation ProCess ..o s s s s s 25
B.5.6 Signature Verification ProCess..........cccviiiiiiiiiiiiiin s s 25
B.6 USeful AHDULES ... e e e e e e e smn e e e mm e e smn e e e e nn e e e e nnn s 26
L= 270 T 0o 41 =Y 41 I8/ o - PSSP 26
L= B | U= =17 T T I o == 26
L= 3T T 0 10T L= =3 T | 4 B 10 -SSR R 27
L= 1] o] o T = ] 1 17/ 28

© ISO/IEC 2008 — All rights reserved iii


http://webstore.ansi.org/RecordDetail.aspx?sku=ISO%2FIEC%2018014-1:2008&source=preview
https://webstore.ansi.org/RecordDetail.aspx?sku=ISO%2FIEC%2018014-1:2008&source=preview
https://webstore.ansi.org/Standards/ISO/ISOIEC180142008&source=preview
https://webstore.ansi.org/Standards/ISO/ISOIEC180142008?source=preview

ISO/IEC 18014-1:2008(E)

This is a preview of "ISO/IEC 18014-1:2008". Click here to purchase the full version from the ANSI store.

Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and non-governmental, in liaison with 1ISO and IEC, also take part in the work. In the field of information
technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.
The main task of the joint technical committee is to prepare International Standards. Draft International
Standards adopted by the joint technical committee are circulated to national bodies for voting. Publication as

an International Standard requires approval by at least 75 % of the national bodies casting a vote.

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent
rights. ISO and IEC shall not be held responsible for identifying any or all such patent rights.

ISO/IEC 18014-1 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology,
Subcommittee SC 27, IT Security techniques.

This second edition cancels and replaces the first edition (ISO/IEC 18014-1:2002), which has been technically
revised.

ISO/IEC 18014 consists of the following parts, under the general title Information technology — Security
techniques — Time-stamping services:

— Part 1: Framework
— Part 2: Mechanisms producing independent tokens

— Part 3: Mechanisms producing linked tokens
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Introduction

The International Organization for Standardization (ISO) and International Electrotechnical Commission (IEC)
draw attention to the fact that it is claimed that compliance with this International Standard may involve the
use of patents.

ISO and IEC take no position concerning the evidence, validity and scope of these patent rights.

The holders of these patent rights have assured ISO and IEC that they are willing to negotiate licences under
reasonable and non-discriminatory terms and conditions with applicants throughout the world. In this respect,
the statements of the holders of these patent rights are registered with ISO and IEC. Information may be
obtained from:

ISO/IEC JTC 1/SC 27 Standing Document 8 (SD 8) "Patent Information"

SD 8 is publicly available at: http://www.din.de/ni/sc27

Attention is drawn to the possibility that some of the elements of this International Standard may be the
subject of patent rights other than those identified above. ISO and IEC shall not be held responsible for
identifying any or all such patent rights.
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