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all security services are dependent upon the identities of the communicating parties being reliably known, i.e.,
authenticated.

This Recommendation | International Standard defines a framework for public-key certificates. This framework includes
the specification of data objects used to represent the public-key certificates themselves, as well as revocation notices for
issued public-key certificates that should no longer be trusted. It defines some critical components of a public-key
infrastructure (PKI), but it does not define a PKI in its entirety. However, this Recommendation | International Standard
provides the foundation upon which full PKIs and their specifications can be built.

Similarly, this Recommendation | International Standard defines a framework for attribute certificates. This framework
includes the specification of data objects used to represent the attribute certificates themselves, as well as revocation
notices for issued attribute certificates that should no longer be trusted. It defines some critical components of a privilege
management infrastructure (PMI), but it does not define a PMI in its entirety. However, this Recommendation |
International Standard provides the foundation upon which full PMIs and their specifications can be built.

Schema definitions are defined for holding PKI and PMI information in a directory according to the specification found
in the ITU-T X.500 series of Recommendations | ISO/IEC 9594 (all parts) or according to the lightweight directory access
protocol (LDAP) specification.

This Recommendation | International Standard provides the foundation frameworks upon which industry profiles can be
defined by other standards groups and industry forums. Many of the features defined as optional in these frameworks may
be mandated for use in certain environments through profiles. This eighth edition technically revises and enhances the
seventh edition of this Recommendation | International Standard.

This eighth edition specifies versions 1, 2 and 3 of public-key certificates, versions 1 and 2 of certificate revocation lists
and version 2 of attribute certificates.

The extensibility function was added in an earlier edition with version 3 of the public-key certificate and with version 2
of the certificate revocation list and was incorporated into the attribute certificate from its initial inception.

Annex A, which is an integral part of this Recommendation | International Standard, provides the ASN.1 modules which
contain all of the definitions associated with the frameworks.

Annex B, which is not an integral part of this Recommendation | International Standard, lists object identifiers assigned
to cryptographic algorithms defined by other specifications. It is provided for easy reference and import into other ASN.1
modules.

Annex C, which is an integral part of this Recommendation | International Standard, provides definitions for how
certificate extension types may be represented by directory attribute types.

Annex D, which is not an integral part of this Recommendation | International Standard, includes extracts of external
ASN.1 modules referenced by this Recommendation | International Standard.

Annex E, which is an integral part of this Recommendation | International Standard, provides rules for generating and
processing certificate revocation lists (CRLs).

Annex F, which is not an integral part of this Recommendation | International Standard, provides examples of delta
certificate revocation list (CRL) issuance.

Annex G, which is not an integral part of this Recommendation | International Standard, provides examples of privilege
policy syntaxes and privilege attributes.

Annex H, which is not an integral part of this Recommendation | International Standard, is an introduction to public-key
cryptography.

Annex I, which is not an integral part of this Recommendation | International Standard, contains examples of the use of
certification path constraints.

Annex J, which is not an integral part of this Recommendation | International Standard, provides guidance for public-key
infrastructure (PKI) enabled applications on the processing of certificate policy while in the certification path validation
process.

Annex K, which is not an integral part of this Recommendation | International Standard, provides guidance on the use of
the contentCommitment bit in the keyUsage certificate extension.

Annex L, which is not an integral part of this Recommendation | International Standard, includes public-key and attribute
certificate extensions that have been deprecated.
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Annex N, which is not an integral part of this Recommendation | International Standard, provides some general
considerations on strong authentication.

Annex O, which is not an integral part of this Recommendation | International Standard, contains an alphabetical list of
information item definitions in this Recommendation | International Standard.

Annex P, which is not an integral part of this Recommendation | International Standard, lists the amendments and defect
reports that have been incorporated to form this edition of this Recommendation | International Standard.
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Information technology — Open Systems Interconnection —
The Directory: Public-key and attribute certificate frameworks

1 Scope

This Recommendation | International Standard addresses some of the security requirements in the areas of authentication
and other security services through the provision of a set of frameworks upon which full services can be based. Specifically,
this Recommendation | International Standard defines frameworks for:

—  public-key certificates; and

— attribute certificates.

The public-key certificate framework defined in this Recommendation | International Standard specifies the information
objects and data types for a public-key infrastructure (PKI), including public-key certificates, certificate revocation lists
(CRLs), trust broker and authorization and validation lists (AVLs). The attribute certificate framework specifies the
information objects and data types for a privilege management infrastructure (PMI), including attribute certificates, and
attribute certificate revocation lists (ACRLs). This Recommendation | International Standard also provides the framework
for issuing, managing, using and revoking certificates. An extensibility mechanism is included in the defined formats for
both certificate types and for all revocation list schemes. This Recommendation | International Standard also includes a set
of extensions, which is expected to be generally useful across a number of applications of PKI and PMI. The schema
components (including object classes, attribute types and matching rules) for storing PKI and PMI information in a
directory, are included in this Recommendation | International Standard.

This Recommendation | International Standard specifies the framework for strong authentication, involving credentials
formed using cryptographic techniques. It is not intended to establish this as a general framework for authentication, but it
can be of general use for applications which consider these techniques adequate.

Authentication (and other security services) can only be provided within the context of a defined security policy. It is a
matter for users of an application to define their own security policy.

2 Normative references

The following Recommendations and International Standards contain provisions which, through reference in this text,
constitute provisions of this Recommendation | International Standard. At the time of publication, the editions indicated
were valid. All Recommendations and Standards are subject to revision, and parties to agreements based on this
Recommendation | International Standard are encouraged to investigate the possibility of applying the most recent edition
of the Recommendations and Standards listed below. Members of IEC and ISO maintain registers of currently valid
International Standards. The Telecommunication Standardization Bureau of the ITU maintains a list of currently valid
ITU-T Recommendations.

2.1 Identical Recommendations | International Standards

— Recommendation ITU-T X.411 (1999) | ISO/IEC 10021-4:2003, Information technology — Message
Handling Systems (MHS) — Message Transfer System: Abstract Service Definition and Procedures.

—  Recommendation ITU-T X.500 (2016) | ISO/IEC 9594-1:2017, Information technology — Open Systems
Interconnection — The Directory: Overview of concepts, models and services.

—  Recommendation ITU-T X.501 (2016) | ISO/IEC 9594-2:2017, Information technology — Open Systems
Interconnection — The Directory: Models.

—  Recommendation ITU-T X.511 (2016) | ISO/IEC 9594-3:2017, Information technology — Open Systems
Interconnection — The Directory: Abstract service definition.

—  Recommendation ITU-T X.519 (2016) | ISO/IEC 9594-5:2017, Information technology — Open Systems
Interconnection — The Directory: Protocol specifications.

—  Recommendation ITU-T X.520 (2016) | ISO/IEC 9594-6:2017, Information technology — Open Systems
Interconnection — The Directory: Selected attribute types.

—  Recommendation ITU-T X.660 (2011) | ISO/IEC 9834-1:2012, Information technology — Open Systems
Interconnection — Procedures for the operation of OSI Registration Authorities: General procedures and
top arcs of the International Object Identifier tree.
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