N3 Tachnieal

This is a preview of ISO/IEC TR 10822-1:2025. Click here to purchase the full version from the ANSI store.

ISO/IEC TR10822-1

Cloud computing — Multi-cloud First edition
management — 2025-05
Part 1:

Overview and use cases

Informatique en nuage — Gestion multi-nuages —

Partie 1: Vue d'ensemble et cas d'utilisation

Reference number
ISO/IEC TR 10822-1:2025(en) © ISO/IEC 2025



https://webstore.ansi.org/Standards/ISO/ISOIECTR108222025?source=preview

ISO/IEC TR 10822-1:2025(en)

This is a preview of ISO/IEC TR 10822-1:2025. Click here to purchase the full version from the ANSI store.

COPYRIGHT PROTECTED DOCUMENT

© ISO/IEC 2025

All rights reserved. Unless otherwise specified, or required in the context of its implementation, no part of this publication may
be reproduced or utilized otherwise in any form or by any means, electronic or mechanical, including photocopying, or posting on
the internet or an intranet, without prior written permission. Permission can be requested from either ISO at the address below
or ISO’s member body in the country of the requester.

ISO copyright office

CP 401 o Ch. de Blandonnet 8

CH-1214 Vernier, Geneva

Phone: +41 22 749 01 11

Email: copyright@iso.org

Website: www.iso.org
Published in Switzerland

© ISO/IEC 2025 - All rights reserved
ii


https://www.iso.org
https://webstore.ansi.org/Standards/ISO/ISOIECTR108222025?source=preview

ISO/IEC TR 10822-1:2025(en)

This is a preview of ISO/IEC TR 10822-1:2025. Click here to purchase the full version from the ANSI store.

FOT@WOIM. ... v
IIIETOMUICEION ... vi
1 SCOPI ...tk 1
2 NOTIATIVE FEEFEI@IICES .........ooco e 1
3 Terms and definitions...
4 ADDIE@VIAEEA TEITIIS ...
5 Overview of multi cloud MANAGEIMIEIIT ...
5.1 0] =) =) S
5.2 User view of multi-cloud management ...
5.3  Functional view of multi-cloud management .............
5.4 Functional architecture of multi-cloud management....
6 Multi-cloud management activities, functions and roles.............. e 9
6.1 GEBIIBTAL e
6.2 Multi-cloud management activities
0.2, 1 GEIETAL .o
6.2.2 Cloud service discovery and publiShing ...
6.2.3  Resource management. ...
6.2.4 Deployment management of resources and services
6.2.5  COST OPTIIMIZATION oo
6.2.6  SECUITLY QIO PIIVACY .ot
6.2.7  POliCY-DASEA GOVETTIAIICE. ...ttt
6.2.8 Integration, aggregation, intermediation, composition, chaining of service APIs.......... 11
6.2.9 User identities and acCesS CONTIOL..........o e
6.2.10 Reporting and auditing of multi-cloud services..........ccccc.
6.2.11 Interface for multi-cloud administration ...
6.3 Multi-cloud management functions
6.3.1  General ...
6.3.2  Uniform user interface. ...
6.3.3  Access control through integrated identity management
6.3.4 Cloud service scheduler: service orchestration and management...............conn 15
6.3.5 Service discovery
6.3.6 Service library.....
6.3.7 Service catalogue
6.3.8 Provisioning and deprovisioning: resource and service
6.3.9 Resource operations Management. ...,
6.3.10 Monitor MUILI-ClOUA SEIVICES ..ottt
6.3.11  SLA MANAZEIMIEIIE ... s
6.3.12 Report and audit
6.3.13 Uniform poliCy ManageIMENT ...
6.3.14 Security and privacy ManageImMENT ... ...
6.3.15 Centralized billing and MeETEriNg ...
6.3.16 Interoperability functions-API abstraction and management framework.............c......
6.3.17 ConNection MANAZEIMEIIT ... 28
7 USE CASES ..o 29
7.1 Multi-cloud management-API discovery in terms of service discovery and visualization......... 29
7.2 Multi-cloud management API discovery in terms of service provisioning..................... 32
7.3 Multi-cloud management Resource DeploymMEnt ... ... 34
7.4 Multi-cloud environment - interoperable API abstraction and management..........ccce. 35
7.5 Multi-cloud management interoperable service proviSioning ..., 38
7.6 Multi-cloud management service billing and metering based on consumption-decision
INAKINIG TEETATIOTIS e 40
7.7 Multi-cloud management SLA negotiation workflow in multi-cloud environment..........cc....... 44

© ISO/IEC 2025 - All rights reserved
iii


https://webstore.ansi.org/Standards/ISO/ISOIECTR108222025?source=preview

ISO/IEC TR 10822-1:2025(en)

This is a preview of ISO/IEC TR 10822-1:2025. Click here to purchase the full version from the ANSI store.

10

710  Multi-cloud manaéement policg; enforcement framework
7.11  Multi-cloud management cloud service scheduler
712  Multi-cloud management storage API abstraction

INAUSTTY @XAMPLES ...ttt

Impact and benefits ON INAUSTIIES ... 57
9.1 GEIIETAL ... 57
9.2 Additional impact of multi-cloud MaNAEMENT ... 58
COMCTUSTON ... 59

© ISO/IEC 2025 - All rights reserved
iv


https://webstore.ansi.org/Standards/ISO/ISOIECTR108222025?source=preview

ISO/IEC TR 10822-1:2025(en)

This is a preview of ISO/IEC TR 10822-1:2025. Click here to purchase the full version from the ANSI store.

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types
of document should be noted. This document was drafted in accordance with the editorial rules of the 1ISO/
[EC Directives, Part 2 (see www.iso.org/directives or www.iec.ch/members experts/refdocs).

[SO and IEC draw attention to the possibility that the implementation of this document may involve the
use of (a) patent(s). ISO and IEC take no position concerning the evidence, validity or applicability of any
claimed patent rights in respect thereof. As of the date of publication of this document, ISO and IEC had not
received notice of (a) patent(s) which may be required to implement this document. However, implementers
are cautioned that this may not represent the latest information, which may be obtained from the patent
database available at www.iso.org/patents and https://patents.iec.ch. ISO and IEC shall not be held
responsible for identifying any or all such patent rights.

Any trade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and expressions
related to conformity assessment, as well as information about ISO's adherence to the World Trade
Organization (WTO) principles in the Technical Barriers to Trade (TBT) see www.iso.org/iso/foreword.html.
In the IEC, see www.iec.ch/understanding-standards.

This document was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology,
Subcommittee SC 38, Cloud computing and distributed platforms.

Alist of all parts in the ISO/IEC 10822 series can be found on the ISO and [EC websites.

Any feedback or questions on this document should be directed to the user’s national standards
body. A complete listing of these bodies can be found at www.iso.org/members.html and
www.iec.ch/national-committees.
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Many CSCs are using cloud services from multiple CSPs to achieve cost savings, vendor choice, business
continuity, choice of services and security.

Operating in a multi-cloud environment poses a number of challenges for CSCs including varying interfaces,
billing and metering schedules, security and privacy protections and performance.

CSCs can address multi-cloud challenges on their own, or by using cloud service partners, through
standardized approaches.
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