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NOTICE

The Society of Cable Telecommunications Engineers (SCTE) / International Society of Broadband Experts (ISBE)
Standards and Operational Practices (hereafter called “documents™) are intended to serve the public interest by
providing specifications, test methods and procedures that promote uniformity of product, interchangeability, best
practices and ultimately the long-term reliability of broadband communications facilities. These documents shall not
in any way preclude any member or non-member of SCTE°ISBE from manufacturing or selling products not
conforming to such documents, nor shall the existence of such standards preclude their voluntary use by those other
than SCTE-ISBE members.

SCTE-ISBE assumes no obligations or liability whatsoever to any party who may adopt the documents. Such
adopting party assumes all risks associated with adoption of these documents, and accepts full responsibility for any
damage and/or claims arising from the adoption of such documents.

Attention is called to the possibility that implementation of this document may require the use of subject matter
covered by patent rights. By publication of this document, no position is taken with respect to the existence or
validity of any patent rights in connection therewith. SCTE-ISBE shall not be responsible for identifying patents for
which a license may be required or for conducting inquiries into the legal validity or scope of those patents that are
brought to its attention.

Patent holders who believe that they hold patents which are essential to the implementation of this document have
been requested to provide information about those patents and any related licensing terms and conditions. Any such
declarations made before or after publication of this document are available on the SCTE.ISBE web site at
http://www.scte.org.

All Rights Reserved

© Society of Cable Telecommunications Engineers, Inc. 2019
140 Philips Road
Exton, PA 19341

Note: DOCSIS® and PacketCable™ are registered trademarks of Cable Television Laboratories, Inc., and are used
in this document with permission.
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1 INTRODUCTION AND BACKGROUND

1.1 Scope

This specification defines the interface between a telecommunications carrier that provides telecommunications
services to the public for hire using IPCablecom capabilities (a “PC/TSP”) and a Law Enforcement Agency (LEA)
to assist the LEA in conducting lawfully authorized electronic surveillance. Companies using IPCablecom
capabilities will not in the normal case be “telecommunications carriers.” Instead they will be providers of
information services. However, some companies using [PCablecom capabilities may, by virtue of other actions, be
“telecommunications carriers” for purposes of the Communications Assistance for Law Enforcement Act (CALEA)
with respect to their use of [IPCablecom capabilities. The purpose of this specification is to assist those companies in
meeting their obligations under CALEA. In this regard, a telecommunications carrier that complies with a publicly
available technical requirement or standard adopted by an industry association or standards-setting organization
shall be found to be in compliance with the assistance capability requirements of CALEA.

As noted, cable operators are not ordinarily telecommunications carriers, but if a cable operator has taken the steps
to become a carrier, and uses [PCablecom to provide carrier services, then CALEA might apply to the equipment
used to implement IPCablecom. For this reason, we are providing consideration of CALEA concerns as part of the
[PCablecom specification, for the benefit of anyone who might use this architecture/technology as part of their
carrier activities.

Accordingly, a PC/TSP, manufacturer, or support provider that is in compliance with this document will have “safe
harbor” under Section 107 of CALEA, Public Law 103-414, codified at 47 U.S.C. 1001 et seq.

This specification defines services and features to support Lawfully Authorized Electronic Surveillance, and the
interfaces to deliver intercepted communications and reasonably available call-identifying information to a LEA
when authorized.

1.2 Requirements and Conventions

Throughout this document, the words that are used to define the significance of particular requirements are
capitalized. These words are:

“MUST” This word or the adjective “REQUIRED” means that the item is an absolute
requirement of this specification.

“MUST NOT” This phrase means that the item is an absolute prohibition of this specification.

“SHOULD” This word or the adjective “RECOMMENDED” means that there may exist valid

reasons in particular circumstances to ignore this item, but the full implications should
be understood and the case carefully weighed before choosing a different course.

“SHOULD NOT”  This phrase means that there may exist valid reasons in particular circumstances when
the listed behavior is acceptable or event useful, but the full implications should be
understood and the case carefully weighed before implementing any behavior
described with this label.

“MAY” This word or the adjective “OPTIONAL” means that this item is truly optional. One
vendor may choose to include the item because a particular marketplace requires it or
because it enhances the product, for example; another vendor may omit the same item.

1.3 Electronic Surveillance Requirements

Congress passed CALEA October 1994. It requires telecommunications carriers and manufacturers to provide
certain capabilities to LEAs with the proper court authorization. Although a cable operator may not have any
obligations under CALEA, a cable operator that has taken steps to become a telecommunications carrier, and uses
[PCablecom capabilities to provide telecommunications services (as used here, a PC/TSP) that is found in
compliance with a publicly available technical requirement or standard adopted by an industry association or
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